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Abstract

Concurrent programs are notoriously difficult to write and debug, a problem that
is becoming acute with the recent shift in hardware from uniprocessors to multicore
processors. A fundamental concurrency bug is a race: a condition in a shared-memory
multithreaded program in which a pair of threads may access the same memory
location without any ordering enforced between the accesses, and at least one of
the accesses is a write. Despite thirty years of research on race detection, today’s
concurrent programs are still riddled with harmful races.

We present an effective approach to static race detection for Java. We dissect the
specification of a race to identify four natural conditions, each of which is sufficient
for proving a given pair of accesses race-free, and all of which are necessary in practice
as different pairs of accesses may be race-free for different reasons. We present four
static analyses each of which conservatively approximates a separate condition while
together enabling the overall algorithm to report a useful set of potential races. We
have implemented our approach and report upon our experience applying it to a
suite of eight multithreaded Java programs which includes a mix of libraries, complete
programs, previously studied programs, and newer, real-world, open-source programs.

For complete programs, the approach is sound in that it finds all races. On our
benchmark suite, the approach is precise in that it has a false positive rate of 25%
(only one in every four reported races is not in fact a race) and it is reasonably scalable
in that it is fully automatic and checks programs comprising hundreds of thousands
of Java bytecodes in a few minutes. Finally, the approach is effective, finding tens to
hundreds of previously unknown concurrency bugs in mature and widely used Java

programs in our benchmark suite, many of which were fixed upon reporting.
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Chapter 1

Introduction

1.1 Motivation

Concurrent software is ubiquitous. Concurrency is the key to effective responsiveness,
resource utilization, and throughput in software we interact with routinely, such as
operating systems, web servers, databases, GUI applications, and games.

Concurrency is expected to become even more pervasive with the recent shift in
hardware from uniprocessors to multicore processors [66, 80]. Uniprocessor speeds
peaked around the beginning of 2003 due to physical issues such as heat dissipation
and power consumption. Since then, all major processor vendors have begun manu-
facturing multicore processors, which consist of two or more independent cores packed
onto a single chip. Moreover, the number of cores in multicore processors is expected
to grow exponentially, quite like uniprocessor speeds increased exponentially until
recently. This shift in hardware has major implications for software. In the past,
as uniprocessor speeds increased, even sequential programs ran faster without any
modification. In the future, however, as the number of cores in multicore processors
increases, primarily concurrent programs will be able to gain their performance bene-
fits. As a result, future software is expected to be increasingly written in a concurrent
fashion.

The benefits of concurrency, however, are counterbalanced by the notorious diffi-

culty of writing and debugging concurrent programs. A fundamental and particularly
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insidious concurrency bug is a race: a condition in a shared-memory multithreaded
program in which a pair of threads may access the same memory location without
any ordering enforced between the accesses, and at least one of the accesses is a write.
While some races are benign, many are harmful violations of program invariants. In
the extreme, races can be disastrous, such as those deemed responsible for the failure
of the Therac-25 radiation therapy machine that led to the death of five patients and
injured several more, and the breakdown of the Energy Management System that
led to the North American Blackout of 2003. Despite three decades of work on race

detection, however, today’s concurrent programs are still riddled with harmful races.

1.2 Challenges

Races are typically triggered under very specific thread schedules, and the inherent
non-determinism of thread schedules renders races not only more likely to elude detec-
tion by prevalent industrial testing techniques, but also more difficult to reproduce
and fix once they have been detected. As a result, there has been a considerable
amount of work on tools for race detection.

Current race detection tools are predominantly based on dynamic (run-time) anal-
ysis. State-of-the-art dynamic race detectors are precise and scalable. Like any
dynamic analysis, however, they are inherently unsound and cannot be applied to
incomplete programs such as libraries.

Race detection tools based on static (compile-time) analysis typically sacrifice
some combination of soundness, precision, and scalability. Static race detectors face
two primary challenges: simultaneously approximating multiple conditions and infer-
ring the correlation between locks and the memory locations they guard. We next
elaborate upon each of these challenges.

Unlike the specification of most program analysis problems, the specification of a
race involves several conditions. For instance, a pair of statements in a Java program

is race-free if any of the following conditions is satisfied:

e The statements never access the same memory location.



1.3. OUR APPROACH 3

e The memory location accessed by either (or both) of the statements is always

thread-local (as opposed to thread-shared).
e The statements are ordered by the thread structure of the program.
e The statements are ordered by lock-based synchronization.

Each of these conditions is itself undecidable and the separate literature in static anal-
ysis for some of them is vast. Since different pairs of statements in a given program
may be race-free due to different conditions, an effective static race detection algo-
rithm must approximate all four conditions precisely. While imprecision is typically
tolerable when it arises out of a reasonable static analysis for one of these conditions
in isolation—the case in most static analysis clients—it can become unbearable for
race detection on large, real-world programs, even when reasonable static analyses
are used for each of them.

Determining whether a pair of statements is ordered by lock-based synchronization
is a particularly difficult problem: it requires inferring the correlation between locks
and the memory locations they guard. This problem is easy in the case of programs
with coarse-grained parallelism which use global, uniquely-named locks but quickly
becomes intractable in the case of programs with fine-grained parallelism which create
multiple locks at run-time that are stored in data structures and passed around by
functions. Indeed, folk wisdom that static race detection is intractable is primarily

attributed to this problem.

1.3 Owur Approach

This thesis presents an effective approach to static race detection for Java. Our
algorithm consists of four static analyses, each of which conservatively approximates

a different condition sufficient for proving a given pair of statements race-free:

1. A pair of statements is race-free if the statements never access the same memory

location. We employ a may alias analysis for approximating this condition.
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2. A pair of statements is race-free if the memory location accessed by either (or
both) of the statements is always thread-local (as opposed to thread-shared).

We employ a thread escape analysis for approximating this condition.

3. A pair of statements is race-free if the statements are ordered by the thread
structure of the program. We employ a may-happen-in-parallel analysis for

approximating this condition.

4. A pair of statements is race-free if the statements are ordered by lock-based syn-
chronization. We employ conditional must not alias analysis for approximating

this condition.

Each pair of statements in the given Java program that fails to satisfy the above four
conditions is output as a potential race.
We next elaborate upon the key aspects of our algorithm by means of the following

pseudo-code example:

// Thread tl1 executes: // Thread t2 executes:
synchronized (11) { synchronized (12) {
sl: el.f = ...; s2: e2.f = ...;
} }

Here, “synchronized (1) { s }” is Java’s lexically-scoped locking construct: the
thread executing it acquires a lock on the object denoted by 1 before executing s and
releases the lock upon finishing executing s. The statements labeled s1 and s2 write
to memory locations denoted by instance field £ of the objects denoted by expressions
el and e2, respectively. By condition (1) above, s1 and s2 cannot be involved in
a race if el.f and e2.f do not denote the same memory location in any execution,
which in turn is true if el and e2 do not denote the same object in any execution since
fields of different objects in Java have different memory locations. This condition can
be approximated using a may alias analysis (also called points-to analysis or pointer
analysis), and is denoted by the predicate = MAY-ALIAS(el, e2) in the literature.
The precision of the may alias analysis is key to the precision of our race detection

algorithm. The other three analyses used in our algorithm to approximate conditions
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(2)—(4) above, namely, thread escape analysis, may-happen-in-parallel analysis, and
conditional must not alias analysis, also use the points-to information and the call
graph computed by the may alias analysis. As a result, the precision of the may alias
analysis is not only important in its own right, but it also affects the precision of the

other analyses.

We employ a relatively recent form of may alias analysis for Java called k-object-
sensitive analysis introduced by Milanova et al. [60, 61] that provides the precision
necessary for our race detection approach. It is well known that k-object-sensitive
analysis is difficult to scale. We use two key insights to obtain a reasonably scalable
k-object-sensitive analysis. First, we leverage recent work on BDD-based techniques
for scaling context sensitive, whole-program static analyses [8, 51, 88, 94]. Secondly,
and more importantly, we employ a novel demand-driven approach to static race
detection that enables an adaptive k-object-sensitive analysis capable of analyzing
different parts of the same program with different degrees of precision. The approach
achieves scalability by guiding the analysis to use high precision (i.e., k values bigger
than one) for only a tiny fraction of (object allocation sites in) the program and low
precision (i.e., k values equal to one) for the vast majority of (object allocation sites
in) the program.

Returning to our running example, if = MAY-ALIAS(el, e2) holds, then s1 and s2
are race-free by condition (1) above. Otherwise, we can try to prove that s1 and s2
are race-free using one of conditions (2)—(4). In particular, we can try to prove that
11 and 12 denote the same lock object in every execution, in which case s1 and s2
are race-free by condition (4). This condition can be approximated using a must alias
analysis, and is denoted by the predicate MUST-ALIAS(11, 12) in the literature.

Must-alias analysis is perceived as a harder problem than may alias analysis, and
the literature on must alias analysis, unlike that on may alias analysis, is very small.
Hence, the apparent need for a must alias analysis in checking whether a pair of
statements is ordered by lock-based synchronization has been a major impediment to
many previous static race detection approaches. Our key insight is that must alias
analysis is not necessary for static race detection, and that a new analysis we call

conditional must not alias analysis suffices. The idea behind conditional must not



6 CHAPTER 1. INTRODUCTION

alias analysis is that, instead of proving that 11 and 12 denote the same object in
every execution, we can prove that whenever 11 and 12 denote different objects in
an execution, el and e2 also denote different objects in that same execution. If this
holds, then it is easy to see that s1 and s2 are race-free. Our conditional must not
alias analysis is based on a novel form of object reachability analysis called disjoint
reachability analysis that reasons about reachability in the heap between lock objects
like 11 and 12 and accessed objects like el and e2.

We have implemented our static race detection algorithm in a tool Chord and
applied it to a suite of eight multithreaded Java programs. The suite includes a mix
of open programs (incomplete programs such as libraries), closed programs (complete
programs with a main method), programs studied in previous work on race detection,
and newer, real-world, open-source programs. Modulo certain sources of unsoundness,
namely, dynamic class loading, reflection, unsound modeling of missing caller code
(e.g., main methods in the case of libraries), unsound modeling of missing callee code
(e.g., native methods), and any remaining bugs in our implementation, our approach
identifies all races in each of these programs, has a false positive rate of around 25%,
and checks each of these programs in under a few minutes, taking 132 minutes to
analyze our largest benchmark Apache Derby, a popular relational database engine
comprising over 700K lines of Java bytecode. Finally, our approach is effective, finding
tens to hundreds of previously unknown concurrency bugs in mature and widely used
programs in our benchmark suite, including 1018 distinct harmful races that exposed
319 distinct bugs in Apache Derby. The usefulness of our approach is attested by the

fact that many of these bugs were fixed by the programs’ developers upon reporting.

1.4 Summary of Contributions

This thesis makes the following contributions:

e [t presents a novel algorithm for static race detection in Java programs. The
algorithm employs four static analyses, namely, a k-object-sensitive may alias

analysis, a thread escape analysis, a may-happen-in-parallel analysis, and a
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conditional must not alias analysis. Each of these analyses conservatively ap-
proximates a different condition sufficient for proving a given pair of statements
race-free while together enabling our algorithm to output a useful set of poten-

tial races.

e [t introduces conditional must not alias analysis, a novel technique for corre-
lating locks with the memory locations they guard. It circumvents the need
for must alias analysis which has been a major impediment to many previous
static race detection approaches. The analysis is based on a novel form of ob-
ject reachability analysis called disjoint reachability analysis that reasons about
reachability in the heap between locks and the memory locations they guard.
Disjoint reachability analysis is essentially a lightweight shape analysis [90] and

may have applications beyond static race detection.

e [t presents a novel demand-driven approach to static race detection that enables
an adaptive k-object-sensitive analysis capable of using different k values for
different object allocation sites in the same program. The approach guides
the analysis to use bigger k values for sites where it deems higher precision is
necessary and lower k£ values for sites where it deems lower precision suffices.
In practice, it uses bigger k values for few sites and smaller k£ values for the
vast majority of sites, thereby striking a good trade-off between precision and

scalability while retaining soundness.

e [t describes the implementation of our static race detection algorithm in a tool
named Chord and reports upon our experience applying it to a suite of eight
diverse multithreaded Java programs. The effectiveness of our approach is vali-
dated by the discovery of tens to hundreds of previously unknown concurrency

bugs in mature and widely used programs in our benchmark suite.

1.5 Organization

The rest of this thesis is organized as follows. Chapter 2 presents our basic race

detection algorithm with a focus on precision. It sacrifices soundness by employing an
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unsound lockset analysis for checking whether a pair of statements is ordered by lock-
based synchronization, and it sacrifices scalability by using a non-adaptive k-object-
sensitive analysis that uses the same £ value for all object allocation sites in the given
program. Chapter 3 presents conditional must not alias analysis which replaces the
lockset analysis and renders our race detection algorithm sound. Chapter 4 shows how
to make our race detection algorithm demand-driven, which improves its scalability
by enabling an adaptive k-object-sensitive analysis capable of using different & values
for different object allocation sites in the given program. Finally, Chapter 5 concludes

with directions for future work.



Chapter 2
Basic Race Detection Algorithm

This chapter presents our basic race detection algorithm with a focus on precision.
The algorithm consists of four static analyses—a may alias analysis, a thread escape
analysis, a may-happen-in-parallel analysis, and a lockset analysis—each of which ap-
proximates a separate condition in the specification of a race while together enabling
the algorithm to output a useful set of potential races. We have implemented the
algorithm in a tool Chord and report upon our experience applying it to a suite of

eight multithreaded Java programs.

2.1 Introduction

A race is a condition in a shared-memory multithreaded program in which a pair of
threads may access the same memory location without any ordering enforced between
the accesses, and at least one of the accesses is a write. Races often imply violations
of program invariants. However, races are typically triggered under very specific
thread schedules, and the inherent non-determinism of thread schedules renders races
not only more likely to elude detection by prevalent industrial testing techniques, but
also more difficult to reproduce and fix once they have been detected. As a result, race
detection tools are valuable for improving the reliability of multithreaded programs.

The large body of work on race detection, discussed in detail in Section 2.12, may

be broadly classified as dynamic or static. Briefly, dynamic race detectors are based
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on either the happens-before relation [1, 19, 20, 22, 59, 71, 75|, the lockset algorithm
2, 14, 17, 64, 74, 83, 84|, or a hybrid approach that combines the happens-before
and lockset approaches [23, 42, 65, 68, 92|, while static race detectors are either
primarily flow insensitive type-based systems [11, 12, 28, 29, 69, 73], flow sensitive
static versions of the lockset algorithm [18, 26, 79], or path sensitive model checkers
[45, 70, 76].

Static race detectors typically sacrifice some combination of soundness, precision,
and scalability. The difficulty of effective static race detection is underscored by the
fact that race detection tools are predominantly dynamic. State-of-the-art dynamic
race detectors enjoy both precision and scalability. Like any dynamic analysis, how-
ever, they are inherently unsound and explore only a fraction of the space of the
program’s inputs and thread schedules. Furthermore, they cannot be applied to open

programs such as libraries, since such programs cannot be executed.

In this chapter, we present our basic approach to static race detection for Java. We
dissect the specification of a race to identify four natural conditions, each of which
is sufficient for proving a given pair of statements race-free, but all of which are
necessary in practice since different pairs of statements in a given Java program may
be race-free because of different conditions. Our race detection algorithm consists of
four static analyses each of which checks a separate condition while together enabling

the algorithm to report a useful set of potential races:

1. A pair of statements is race-free if they never access the same memory location.

We use a may alias analysis to approximate this condition.

2. A pair of statements is race-free if the memory location accessed by either (or
both) of the statements is always thread-local (as opposed to thread-shared).

We use a thread escape analysis to approximate this condition.

3. A pair of statements is race-free if they are ordered by the thread structure
of the program. We use a may-happen-in-parallel analysis to approximate this

condition.
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4. A pair of statements is race-free if they are ordered by lock-based synchroniza-

tion. We use a lockset analysis to approximate this condition.

Each pair of statements in the given Java program that fails to satisfy the above four

conditions is output as a potential race for manual inspection.

We have implemented our static race detection algorithm in a tool Chord and ap-
plied it to a suite of eight multithreaded Java programs, many of which are mature
and widely used. Our approach found 406 previously unknown concurrency bugs in
these programs, many of which were fixed by the programs’ developers upon report-
ing. In Apache Derby, an open-source relational database engine, Chord analyzed
over 700K lines of Java bytecode and reported races revealing 319 distinct bugs. Tens
of bug reports in two other open-source programs, JdbF (an object-relational map-
ping system) and jTDS (a JDBC driver), led the developers of those programs to
overhaul their synchronization. In Apache Commons Pool, an open-source generic
object-pooling library that enables optimizing usage of resources like threads, sock-
ets, database connections, etc., Chord exposed 17 bugs, all of which were fixed in five

immediate dedicated patches.

The rest of this chapter is organized as follows. Section 2.2 illustrates our approach
by means of an example Java program. Section 2.3 presents a preprocessing stage
which primarily constructs a context insensitive call graph of the given Java program.
Sections 2.4-2.7 present our may alias analysis, our thread escape analysis, our may-
happen-in-parallel analysis, and our lockset analysis, respectively. Section 2.8 shows
how to put all four analyses together to compute the set of potential races to be
reported. Section 2.9 discusses usability aspects of our algorithm, namely, how it
generates counterexamples to explain the detected races and how it checks open
programs such as libraries. Section 2.10 discusses unsoundness issues in our algorithm.
Section 2.11 describes our implementation of the algorithm in Chord and the results
of applying it to a suite of eight multithreaded Java programs. Finally, Section 2.12

discusses related work.
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2.2 Example

In this section, we present a multithreaded Java program that we use as the running
example to illustrate our approach. The program, shown in Figure 2.1, begins by
executing the main method of class T in an implicit main thread. The main thread
first creates two integers, each encapsulated in a separate A object, each of which in
turn is encapsulated in a separate B object. The main thread then creates a bunch
of T objects in a loop. Whenever a T object is created in each iteration of the loop,
the two B objects are assigned to instance fields £1 and £2 of that T object, and
the start method of superclass java.lang.Thread is called on that T object. The
start method, which is not shown, invokes the run method of class T on that T object
in a fresh child thread. The calls to the start method are asynchronous: the main
thread continues executing the main method while each of the previously spawned

child threads executes the run method.

The main thread and the child threads communicate via the two integers created
upfront by the main thread. All accesses to one of the two integers are consistently
protected by a lock. In particular, the main thread and the child threads hold a lock
on the same B object while accessing the corresponding encapsulated integer: the main
thread holds the lock while writing to it and each child thread holds the lock while
reading it. As a result, there are no races on this integer. The other integer, however,
is accessed by all threads without holding any lock: the main thread repeatedly reads
the integer in a loop until it becomes non-zero, and each child thread writes to the
integer upon finishing executing the run method. As a result, there are races on
this integer. This pattern, called asynchronous notification, is commonly used in
real-world multithreaded Java programs. The race is seemingly benign but it is in
fact harmful: in the absence of consistent lock-based synchronization or a volatile
declaration of the integer, Java’s memory model [55] allows accesses to the integer to
be aggressively optimized, for instance, allowing the unprotected writes by the child
threads to a location in the register or cache of one processor on a multiprocessor
that is never flushed, thereby preventing the writes from ever becoming visible to the

main thread executing on a different processor and making it loop forever.



2.2. EXAMPLE

public class T extends java.lang.Thread {
public static void main(String[] a) {

hi,il:
h2,i2:

h3,i3:
i4:

i5:
11:
i6:

el:
e2:

e3:
e4:
12:
i7:

i8:

}

B vl = new BQ);

B v2 = new B();

for (int 1 = 0; i < *; i++) {
T v3 = new T(vl, v2);
v3.start();

}

while (vli.get() == 0) {
synchronized (v2) {

v2.set(...);

}

}

}

private B f1, £2;

public T(B v4, B vb) {
this.fl = v4;
this.f2 v5;

}
public void run() {
B v6 = this.f1;
B v7 this.f2;
synchronized (v7) {
.= vT.get();

}
v6.set (1) ;

public class B {

h4,i9:
eb:

e6:
i10:

er:
ill:

private A £3;

public BO) {
A v8 = new AQ);
this.f3 = v8§;

}

public int get() {
A v9 = this.f3;
return v9.get();

}

public void set(int i) {
A v10 = this.f3;
v10.set(i);

public

e8:

e9:

el0:

class A {

private int f4;

public AQ) {
this.f4 = 0;

}

public int get() {
return this.f4;

}

public void set(int i) {
this.f4 = i;

}

Figure 2.1: Example multithreaded Java program
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2.3 Preprocessing

Our race detection algorithm is whole-program and requires a call graph of the given
Java program. Hence, the first step in our algorithm is to obtain a context insensitive
call graph of the program from a user-specified main class containing the distinguished
main method and a user-specified class path specifying the location of all reachable
classes. (We show how our algorithm handles open programs, which typically lack
a main method, in Section 2.9.2.) We obtain this call graph using Spark [52], a
0-CFA-based may alias analysis with on-the-fly call graph construction provided in
the Soot compiler framework [81]. We next define some important program domains

we extract from this call graph:

e M is the set of all reachable methods in the call graph. We use m,,q;, to denote
the element in M representing the distinguished main method, which is also the
root method of the implicitly spawned main thread, and we use myg,,+ to denote
the element in M representing the start method in class java.lang.Thread,
which is the root method of each explicitly spawned thread. For our running
example from Figure 2.1, M contains T.main as my,q,, T.run, B.get, B.set,
A.get, A.set, constructor and class initializer methods of application classes
T, B, and A, as well as methods of library classes such as java.lang.Thread
and java.lang.0bject which are not shown. For the remaining domains as
well, we focus only on elements from application classes, although each domain

contains additional elements from library classes.

e [ contains each method invocation site in the body of each method in M. For

our running example, I includes statements labeled i1 through i11.

e H contains each object allocation site in the body of each method in M. For

our running example, H includes statements labeled h1 through h4.

e V contains each local variable declared in each method in M. For our running
example, V includes local variables v1 through v10, and this. In our imple-
mentation, however, V has a separate element for each this variable in methods

T.run, B.get, B.set, A.get, A.set, T.<init>, B.<init>, and A.<init>. We
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use a single this variable in our presentation for brevity; the context always

makes it clear which this variable is being referenced.

[E contains each statement in the body of each method in M that reads or writes
an instance field, an array element, or a static field. For our running example,

E includes statements labeled el through e10.

F contains each instance field read or written in the body of any method in
M, plus a hypothetical field fuems that is regarded as read/written whenever an
array element is read/written; this field is necessary since we do not distinguish
between different elements of the same array. For our running example, F
includes fields £1 and £2 of class T, field £3 of class B, and field £4 of class A.

G contains each static field read or written in the body of any method in M.
Our running example does not contain any static fields in application classes T,

B, and A.

P contains each program point in the body of each method in M. This in-
cludes the program points of object allocation sites, method invocation sites,

and statements accessing instance fields, array elements, and static fields.

2.4 k-Object-Sensitive Analysis

The points-to information and call graph obtained using a 0-CFA-based analysis is

too imprecise for our race detection approach. Specifically, the points-to information

is context and object insensitive while the call graph is context insensitive.

The literature on may alias analysis is particularly extensive [46]. We experi-

mented with a variety of may alias analyses ranging from 0-CFA-based analysis to
Whaley and Lam’s k-CFA-based analysis [88] where k is the depth of the program’s

call graph obtained after collapsing strongly connected components to single nodes.

We eventually chose a relatively recent form of may alias analysis for Java called

k-object-sensitive analysis introduced by Milanova et al. [60, 61] that provides the

precision necessary for our race detection approach.
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It is well known that k-object-sensitive analysis is difficult to scale. While k-CFA
is context sensitive and the number of abstract method contexts for a given program
grows exponentially with k. it is object insensitive in that the number of abstract
objects is independent of k. (The object insensitivity of k-CFA is the primary reason
it does not offer the precision necessary for our race detection approach.) In contrast,
k-object-sensitive analysis is not only context sensitive but also object sensitive, and
the number of abstract objects for a given program also grows exponentially with £ (in
fact, as we shall see shortly, the set of abstract objects is the same as the set of abstract
method contexts). We use two key insights to obtain a reasonably scalable k-object-
sensitive analysis, namely, a Binary Decision Diagram (BDD) based implementation
of the analysis and a demand-driven approach to static race detection. In this chapter,
however, we focus only on the insight concerning the BDD-based implementation;
Chapter 4 further improves upon scalability by making the race detection algorithm

presented in this chapter demand-driven.

Recent work has demonstrated the effectiveness of BDD-based techniques in scal-
ing context sensitive, whole-program static analyses [8, 51, 88, 94]. Our implemen-
tation of k-object-sensitive analysis leverages these advances, in particular, we use
bddbddb [48, 87] to express the analysis declaratively using Datalog constraints over
program relations. A BDD is a graph-based data structure for representing and ma-
nipulating a boolean relation [13]. BDDs are particularly effective at compacting
representing and efficiently manipulating relations with high levels of redundancy,
such as those arising in context sensitive, whole program static analyses. Hence, all
relations used in our analysis, including input relations that encode basic program
facts and output relations that encode the points-to information and call graph, are
represented as BDDs, while the Datalog constraints over these relations are imple-
mented as operations on BDDs. The memory consumption of BDDs and the running
time of BDD operations depends upon how effectively the redundancy in the rep-
resented relations is exploited, which in turn depends heavily on a client-specified
ordering of the domains of those relations. In our analysis, an ordering of the various
program domains (e.g., M, I, H, etc. from Section 2.3) carefully chosen once and for

all enables the redundancy in program relations to be exploited effectively, reducing
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the memory consumption of BDDs and the running time of BDD operations and
thereby enabling the analysis to scale.

Our implementation of k-object-sensitive analysis is parameterized by a positive
integer k that may be instantiated differently for different programs. We call this vari-
ant of k-object-sensitive analysis non-adaptive. In Chapter 4, we present an adaptive
variant that allows different k values to be used for different object allocation sites
in the same program, which enables a demand-driven race detection algorithm that
strikes a good trade-off between scalability and precision by using bigger k values for
a few sites and smaller k& values for the vast majority of sites in the program. In this
chapter, however, we presume a non-adaptive k-object-sensitive analysis.

The analysis is object sensitive, that is, it abstracts different objects allocated at
the same site by potentially different abstract objects. An abstract object o is a non-
empty sequence of at most k object allocation sites, denoted [h,, ::...::hi]. We call h,,
and h; the most and least significant sites, respectively. Suppose o.car denotes the
head h,, and o.cdr denotes the tail [h,_1::...::hq]. Then, different objects allocated at
site h,, are abstracted by different abstract objects o, and o5 iff 01.car = 05.car = h,,
and o1.cdr # oy.cdr. We use O to denote the set of all abstract objects.

The analysis is context sensitive, that is, it analyzes each method in potentially
multiple abstract contexts. An abstract context is either a distinguished context €
which denotes the sole context in which the main method m,,.;, is analyzed, or it
is an abstract object. We use C to denote the set of all abstract contexts.

The analysis is flow insensitive. The lack of flow sensitivity, however, does not
adversely affect the precision of the analysis because our implementation operates on
an SSA-like representation of the given Java program.

The analysis outputs the following relations:

e ptsV : C x V x O, the points-to information for local variables, contains each
tuple (¢, v, 0) such that local variable v may point to abstract object o in abstract
context ¢ of v’s declaring method. Note that the points-to information is both

context and object sensitive.

e ptsG : G x O, the points-to information for static fields, contains each tuple
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(g,0) such that static field ¢ may point to abstract object o. Note that the
points-to information is object sensitive but not context sensitive: static fields
in Java are akin to global variables that are declared outside of all methods,

and abstract contexts are associated only with methods.

e heap : O x F x O, the heap abstraction, contains each tuple (o1, f, 02) such that
instance field f or the hypothetical field f..,,s of abstract object o may point

to abstract object o,.

e cscg : C x I x C x M, the call graph, contains each tuple (cy,1%,co, m) such
that method invocation site ¢ in abstract context c¢; of its containing method
may call method m in abstract context co. Note that the call graph is context

sensitive.

The above relations computed for our running example from Figure 2.1 using k-
object-sensitive analysis instantiated with k£ = 2 are shown in Figure 2.2. The analysis
begins by regarding the main method T.main (as well as each class initializer method
in M) as reachable in abstract context e. Whenever a method is deemed reachable in
a particular abstract context, so are all statements in the body of that method. Of
particular interest are object allocation sites, accesses to instance fields, accesses to
array elements, accesses to static fields, and method invocation sites; we next discuss

each of these cases in turn.

Object Allocation Sites

Suppose a method deemed reachable in abstract context ¢ contains an object alloca-
tion site labeled h of the form v = new ... where v is a local variable of the method.
Then, the analysis adds tuple (¢, v,0) to relation ptsV, where o is determined as

follows:

e If ¢ is of the form €, then o = [h]. For instance, in our example, the tuple (e,
vl, [h1]) is added to ptsV because site hl is contained in method T.main

which is deemed reachable in abstract context e.
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cscg:CxIxCxM={

(e, i1,
(e, 12,
(e, 13,
(e, i4,
(e, i5,
(e, i6,

([h1],

([h2],

([h1],

([h2],
}

[h1], B.<init>)
[h2],
[h3],
[h3],
[h1],
(h2],
(3], i7,
(3], is,
([h1], 19,
([h2], 1i9,
i10, [h4::h1], A.get)
i10, [h4::h2], A.get)
i1,
i1,

B.<init>)
T.<init>)

T.run)

B.get)

B.set)

[h2], B.get)

[h1], B.set)
[h4::h1], A.<init>)
[h4::h2], A.<init>)

[h4::h1], A.set)
[h4::h2], A.set)

heap: C xF x C ={

([m3], f1,
([n3], f2,
([m1], £3,
([m2], £3,

Figure 2.2:

[h1])
[h2])
[h4::h1])
[h4::h2])

19

ptsV:CxVxC={

(e, v1,
(e, v2,
(e, v3,
([n3],
([n3],
([h3],
([h3],
([h1],
([h2],
([h1],
([n2],
([h1],
([h2]1,
([h1],
([n2],
([n3],

v4,

v10,
v10,

}

ptsG:F x C ={
}

this,
this,
this,
([h4::h1], this,
([h4::h2], this,

(h1])
(h2])
(h31)

(h1])
[(h2])
[h1])
[h2])
[h4::h1])
[h4::h2])
[(h4::h1])
[h4::h2])
[h4::h1])
[h4::h2])
[h1])
[h2])
[h3])
[h4::h1])
[h4::h2])

k-object-sensitive analysis of example program using k = 2.
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e If ¢ is of the form [h, :: ... iz hy] and n < k, then o = [h : hy,, 2 ... 2 hy]. For
instance, in our example, the tuple ([h1], v8, [h4::h1]) is added to ptsV
because site h4 is contained in method B.<init> which is deemed reachable in
abstract context [h1], and also because we have presumed that the analysis is

instantiated with & = 2.

e If ¢ is of the form [h, :: ... :: hy] and n > k, then o = [h = hy, = ... 2 hol,
that is, the least significant site h; is dropped. Consider the tuple ([h1],
v8, [h4::h1]) from the previous item. If we had instantiated the analysis
with £ = 1 instead of £k = 2, then the analysis would infer the abstract object
pointed to by v8 in abstract context [h1] as [h4] instead of [h4::h1]. This
example also illustrates why lower k£ values may result in imprecision: if the
analysis is instantiated using k£ = 1, the computed points-to information makes
fewer distinctions, namely, abstract objects [h4::h1] and [h4::h2] in each
tuple of relation ptsV shown in Figure 2.2 are replaced by abstract object [h4].

Reads of Instance Fields or Array Elements

Suppose a method deemed reachable in abstract context ¢ contains a statement of the
form vy = vy.f where v; and vy are local variables of the method and f is either an
instance field or the hypothetical field feemns. Then, for each (¢, v1,01) € ptsV and for
each (o1, f,02) € heap, the analysis adds tuple (¢, vs, 02) to ptsV. For instance, in our
example, the tuple ([h3], v6, [h1]) gets added to ptsV because the heap read v6 =
this.f1 is contained in method T.run which is deemed reachable in abstract context
[h3], and because ptsV contains tuple ([h3], this, [h3]) and heap contains tuple
([h3], f1, [hi1]).

Writes to Instance Fields or Array Elements

Suppose a method deemed reachable in abstract context ¢ contains a statement of
the form v;.f = vy where v; and vy are local variables of the method and f is either
an instance field or the hypothetical field fyms. Then, for each (¢, v1,01) € ptsV and

for each (c, vy, 09) € ptsV, the analysis adds tuple (01, f, 02) to heap. For instance, in
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our example, the tuple ([h1], £3, [h4::h1]) gets added to heap because the heap
write this.f3 = v8 is contained in method B.<init> which is deemed reachable in
abstract context [h1], and because ptsV contains tuples ([h1], this, [h1]) and
([h1], v8, [h4::hi1l).

Reads of Static Fields

Suppose a method deemed reachable in abstract context ¢ contains a statement of
the form v = ¢g where g is a static field and v is a local variable. Then, for each

(g,0) € ptsG, we add (¢,v,0) to ptsV.

Writes to Static Fields

Suppose a method deemed reachable in abstract context ¢ contains a statement of
the form g = v where g is a static field and v is a local variable. Then, for each

(c,v,0) € ptsV, we add (g, 0) to ptsG.

Method Invocation Sites

Suppose a method deemed reachable in abstract context ¢ contains a method invo-

cation site i. There are two cases depending upon the kind of ¢:

e If i is an invokestatic call (a statically-dispatched call to a static method),
suppose its target is static method m. Then, the analysis deems method m

reachable in context ¢, and adds tuple (¢, i, ¢, m) to relation cscg.

e Ifiisan invokespecial call (a statically-dispatched call to an instance method)
or an invokevirtual or invokeinterface call (a dynamically-dispatched call
to an instance method), then the points-to information is consulted. Specifically,
suppose the distinguished 0" this argument of 4 is local variable v. Then, for
every abstract object o pointed to by v in abstract context ¢, that is, for every
(c,v,0) € ptsV, the analysis deems method m reachable in abstract context o,
and adds tuple (¢, i, 0,m) to relation cscg, where m is determined solely by i if

it is an invokespecial call, or by both ¢ and o using class hierarchy analysis if
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it is an invokevirtual or invokeinterface call (recall that invokespecial
is a statically-dispatched call and hence the abstract object o is not necessary

to determine the target method).

In our example, i1, i2, i3, and i9 are invokespecial calls and the rest are
invokevirtual calls. Consider, for instance, call site 110. It is contained in
method B.get, which is deemed reachable in abstract contexts [h1] and [h2].
The 0™ argument of the call site, v9, may point to abstract objects [h4::h1]
and [h4::h2] in abstract contexts [h1] and [h2], respectively, as denoted
by the corresponding tuples in ptsV. Hence, tuples ([h1], i10, [h4::h1],
A.get) and ([h2], 110, [h4::h2], A.get) are added to cscg.

2.4.1 Computation of originalRaces

The call graph obtained from k-object-sensitive analysis is used to compute an initial
over-approximation of the set of races in the given Java program. This computation
is specified as Algorithm 2.1 using bddbddb notation [48, 87], which consists of three
sections: the DOMAINS section declares domains, the RELATIONS section declares
relations over the declared domains, and also specifies whether each relation is an
input relation, an output relation, or neither (in which case it is an intermediate rela-
tion), and the RULES section specifies the computation itself as Datalog constraints
over the declared relations.

Besides the context sensitive call graph relation cscg obtained from k-object-

sensitive analysis, the algorithm requires the following basic program relations:

e EF : E x IF contains each tuple (e, f) such that statement e accesses instance

field f or an array element (in which case f is the hypothetical field fuems)-

e EG : E x G contains each tuple (e,g) such that statement e accesses static
field g.

e ME : M x E contains each tuple (m,e) such that statement e is contained in

method m.
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e wr : £ contains each statement e that is a write (as opposed to a read) of an

instance field, a static field, or an array element.

Algorithm 2.1. Computation of originalRaces.

DOMAINS

C abstract contexts

[E statements accessing a field or array element
instance fields

static fields

method invocation sites

Zﬁ@%

methods

RELATIONS
input cscg: CxIxCxM
input EF:EXxTF
input EG:ExG
input ME:M x E
input wr:[E
reaches : C x C x M

output originalRaces :CxCxExC xC x E

RULES
reaches(€, €, Myqin )- (2.1)
reaches(c,c,m) :— reaches(_, ¢, m’), MI(m/,i), cscg(c,i,c, Mgar)- (2.2)
reaches(t,c,m) :— reaches(t,c',m'), MI(m', i), cscg(c,i,c,m),
m # Mgiare. (2.3)
originalRaces(t,c,e,t’,c,e') :— reaches(t,c,m), reaches(t',c',m’),

ME(m,e), ME(m/,€'), EF(e, f), EF(¢, f), wr(e), e < €. (2.4)
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originalRaces(t,c,e,t', ', ¢') :— reaches(t,c,m), reaches(t',c,m’),

ME(m,e), ME(m/,€'), EF(e, f), EF(€, f), wr(e'), e < €. (2.5)
originalRaces(t,c,e,t',c,e') :— reaches(t,c,m), reaches(t',c',m’),

ME(m,e), ME(m/,€'), EG(e, g), EG(¢/,g), wr(e), e < €. (2.6)
originalRaces(t,c,e,t',,¢') :— reaches(t,c,m), reaches(t',c,m’),

ME(m,e), ME(m/,¢’), EG(e, g), EG(¢',g), wr(e'), e < €. (2.7)
originalRaces(t,c,e,t’,c,e) :— reaches(t,c,m), reaches(t’, ', m),

ME(m,e), wr(e), ¢ <. (2.8)
originalRaces(t,c,e,t’,c,e) :— reaches(t;,c,m), reaches(t,c,m),

ME(m,e), wr(e), t <t (2.9)

The intermediate relation reaches is computed by Rules (2.1)—(2.3). It contains
each tuple (¢,¢,m) such that abstract thread ¢t may execute method m in abstract
context c. Specifically, ¢ is an abstract context of the root method of the thread being
abstracted, that is, it is an abstract context of either the main method m,,., (in
the case in which the thread being abstracted is the implicit main thread) or mga.,
the start method of class java.lang.Thread (in the case in which the thread being
abstracted is an explicitly spawned thread). In the former case, the abstract context
is always € (since this is the sole abstract context of M., ), and in the latter case, it
is always of the form [h,, :: ... it hy] (since the start method is an instance method
and therefore all its abstract contexts under k-object-sensitive analysis are abstract
objects of its distinguished 0" this argument).

Rules (2.4)-(2.9) compute originalRaces, our initial over-approximation of the
set of races in the given Java program. It contains each tuple (¢, ¢1, €1, ta, ¢o, €2) such
that abstract threads t; and t, may execute statements e; and ey in abstract contexts

c1 and ¢y of their containing methods, respectively. Moreover, the rules ensure that:

e ¢; and ey both access the same instance field, or both access array elements (that

is, both access the hypothetical field f.s), or both access the same static field.
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Table 2.1: Races in example program.
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Java’s semantics ensures that these are the only three cases in which a pair of
statements may access the same memory location, and hence these are the only

three cases in which a pair of statements may be involved in a race.

e At least one of e; and ey is a write (since there cannot be a race between