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Abstrack. Symbolic reachability analysis of networks of state transition
aystems present special oplimization opportunities thatl are not always
available in momalithic state transition systems. Uhese opbimizations can
potentially allow =caling of reachability analy=is to much larger networks
than can be handled using sxisting techinigues. In this paper, we discuss
a =t of technigues for sfficient approcimate reachalality analy=is of large
netwaorks of small stabe transition systems with local infernclions, and
analvee their relative precision and performance in a BDD-towesd ool
We nze overlapping projections to represent the state space, and discuss
aptimizations that significantly lrnit the sot af variables in the 2upport
arl of HEODa that must b manipalated to compote the image of each
projection due o a transition of the system. T'he ideas presenied in this
pager have been implemented in o BID-based symbalic reachability an-
alyzer built using the public-domain svmbolic meds] checking iramesork
af NuSkY. We report experimental resulis om a set of benchmarks that
demanstrate the effectiveness of our approach over existing techimigues
w=mg ceverlapping projections,

1 Introduction

Large and comples systems are often buile by interconnecting small and sim-
ple components, A& large class of such systems can be behavicrally medeled as
networks of interacting sbate transition systems, where each individoal state
transition system, or comporend, has a simple transibion structure and involves
caly a few state varables, Exanples of such systemes abound in practice, e, cie-
cuits abtalned by interconnecting logic gates and Qip-Aops, distoboted contral
systemns with interaciing senscrs, controllers and actuators, a collection of de-
vices communieating through a shared bus and arbiter, ete, The reachable state
space of such a sysiem can be compuied by starbing from a specified imitial state
of all components and by non-deterministically choosing and atcmically execut-
ing an enahbled stabe bransition from the individual compenents, This produces
a change of state of cne or more components, and hence of the overall system,
Interacticons between components can ke modeled by sharing state variables and
by executing synchronized transiticns betwesn components, The above prooess
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can then be repeated until all reachakble states of the systemn are explored. T
there are & components in the system, and F X denctes the sst of state war-
ahles of the ** component, the state variables of the cverall system is given by
X = 1UE | X Even when | X is small for each 1, | X] can be large for large walues
of k. Sitnce the complexity of reachakality analysis grows exponentially wath the
numkber of state vanakles, reachahility analysis of a large network of components
15 computationally far more difficult than ssarching the state spaces of indiadoal

companents separately.

The additicnal computational effort nesded to s=arch the state space of a
large network of components s primanly for reasconing about interactions be-
twesmn compeonents, Interestingly, however, ina large class of proctical systems,
components primarnly nteract locally with a few other components 0 thear
“nemighbourhcod”. Maore formally, state transitions of one component alfect the
state variables of cnly a few other components. This s nob surprising since sys-
tems are often designed ina modular and composibicnal way, whers mdivadoal
components are regquired to interface and interact locally with a few obher com-
ponents in their spatial neighbourhond. While a few components may interact
globally with other coanponents, even thess global inberactions can often be mod-
eled by synchronized local interactions, as we will see later in Section 2, Thus,
interactions betwern components in a large class of practical systems are largely
local in nature. This presents signihcant opportunities for optimization when
performing reschability analy=is In this paper, we exploit these opporfunibies
to design highly scalable Binary Decimon Diagrames (BDD-based |1 technigues
for eficiently s=arching state spaces of large netwarks of state transition systems
with lacal interactions.

IT the behaviour of each component 1ina network s independent of that of oth-
ers, the reachable stabe space of the cverall system can be obtained by computing
the Cartestan product of the reachable stabe spaces of individual components.
Interactions between components however render such an analy=is highly con-
seryative in practice. Traditional symbolic reachakality analyzers |4] therefore
require bhe transition relations of individual components to be combaned ko a
single system-wide transition relation invelving all state variables in 5. Sinee
representing and manipalating BODs with thousands of vanakbles in the sup-
port set s computationally probibitive even with state-olthe-art public-domain
BIOD packages like CUDRD |, BOD-based tools that work with system-wide
transition relaticns do not scale well fo large networks, To address this peohblem,
earlier ressarchers have considered using parbiticons |3 and overlapping progec-
tions | G] of state variables, Govindaraju and Dill's approach |G| based on the mal-
fiple constrain operator is currently amcong the best BODD-based approaches for
compubing cver-approsimations of the reachable stabe space using overlapping
prejechiors, et other approaches |2, 7] have aitempied o characterize BDDs
ca-the-fly during reachability analy=is, and use appropriote approcimations to
achieve a tradeof betwesn efficiency and accuracy, While these technigues have
been used o efliciently compute good over-approcimations of reachable state
spaces of some large systems, they sill require operations (eg. the multiple
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constrain operation in |60 on BODs that bave almost all wnables o X n the
support s=t. This makes it impractical to use these technigues for networks of
transition systems with thousands of state vanables, This difficulty was also ob-
served during our experniments, where the technique of Govandaraju and Dill |G]
could not compute an cver-approximation of the reachakle discrebe-timed state
space of an imterconneckion of Bmed logic gates having G242 state variables in G0
minutes cn a moderately powerful compuoting platform., In this work, we wish to
address such sealakality issues by desigring approcamate B -bassd reachakal-
ity analysis bechnigques that scale to very large networks without compromising
murch on accuracy.

Eaasting technigues, including that of Govindaraju and [l 6], use infor-
maticn about lomhity of interactions between diflerent components o chocses a
good set of overlapping projections, but not to optimize the reachability anal-
ysis e = In this paper, we wish to go a step further and exploit locality
of mteractions to optimize BDD-based reachabality analysis using overlapping
projections. While the method of Govindarao and Dl provahbly gives the best
cver-approcimation of the reachable state space using overlapping projections,
we show that by exploiting lecality of interactions during image computation,
we can gain significantly in eficiency without suflering much precision-wise, Sig-
niheantly, cur technigque permits scaling the apalysis to networks of Eransition
systems with varable counts at least an order of magnitade higher than thoese
analymble using Govindara and [Dill's technigue.

The remainder of the paper is organizel as follows, Section 2 desenhes net-
works of state transition systems and presents a set of technigues to optimize
reachability analy=is of large networks using lomahty of nteractions, Section 3
dizcusses experiments for evaluating the optimized analysis techniques, and com-
pares the performance and accuracy of these techmgues with each obher as well
as with Gevandaragu and s techmique, Finally, Section 4 concludes the paper.

2 Metworks of State Iransition Systems

We represent a sbate transibion system 8 as o d—tuple (2,0, 1. T, where X s
a bnite =eb of state warables, O s the st of all states, T Q0 — {True, Falz=} s
an initial stabe predicate, and T Q) < &) — {True, Falsa} i=s o transition relabion
prelicabe, Each state variable & € X has an associated findde domain T, and O
is the Carfesian product of the hnoite domains corresponding 1o all variables in
X When describang @ sbake bransibion, we uss unprimed lebters boorefer bo values
of variabhles in the present state, and the corresponding primesd letbers to reler
to their values in the next state, Let 5 denobe the set 46" | & € X} Thus, [ isa
predicate with fres variables X, whils T is a predicate with free variables X057,
We will henceforth refer to thess predicates as JY) and TUE, 2 respectively.

A network of state transiiion systems is a collecbion of sbate bransibion sys-
temns (with possibly overlapping sets of state varables), and a speciiication of
synchronized transitions between them, Let B = {8y, 0 Bo ) be oo osob of sbate
transition systems that interact to form a oetwork A Bach B is o 4— tuple
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(X, 05 1. T and s called a componend of A, Components & and 55 are said
to execute state transitions synchronsusly 0 every state transition of 8 co-
curs simulbanscasly with a skabe transibicn of 85, Thus, stake transitions of B;
and H; cannct be interleaved, We specily synchronization betwesn components
by an undirected graph | (B, By, where B s the s=t of components and
(B, ) & Ey ff components B; and 1 execute state transitions syrohroneusly.
[t is emsy to see that the banarcy relation on components definesd by synchronoos
execution of transibions 1s an equivalence relation. Hence, the graph H consists of
a seb ol disconnected chiques, If a clhique consists of only a single component, we
say bhat the corresponding component executes state transitions csynebronously
with other components, Indesd, 1ts state transitions can be inberleayved arbatrar-
ily with those of other components. The network A s farmally defined by the
tuple (5, H).

Criven a network 4 = (B, ], the overall state transition system correspond-
ing to the network s given by By = (X Qe Dy, Tyl where e = e 30
1y ig the Cartesian product of the fnite domains corresponding to varables
i A, and X0 A LX) In crder to determine Tyl .]'.'_l.;'..}.':.ll-_l: i
need o model the effect of synchronous transitions of each clique i &, Let
=1, B} beachque in . Let X = E 0 X and .:'T.:'1 X X
We will heneeforth use this notation bo dencte the sst of varables corresponding
to a collection of components, and the complement of a set of vanables, respec-
tively, We say that the network changes state from g to g due o a synchronous
transition of components in C A (g, ¢ =atishes the predicite "h"H.-' o Tl XS, Xt
A l'ﬂ'u-f--["‘ — &1, Let this predicate be ealled Fof X7, }.":,_r:l. IF Cliqees{H)
denctes the st of chiques of H, the transition predicate of the cverall stabe tran-
sition system By s given by Thr( Xy, Xl Wi CliguaaH Yo ( Ky, X)) For
clarity of notaticn, we will hencelorth camit the subscnipt & from 2, @2, F and
T whenever the network A s clear from the conbext.

21 Reachability analysis of networks of transition systems

Let N2/ be a predicate transformer that transforms a predicate B2, 5 by
replacing every occurrence of &5 in B with the corresponding & € X, for every
e X Farmally,

N2P (R, X'y — 35 (H-:.!-.‘. A (s — J}) i
=L

MNew consider o predicate BIE. X" that has ab most one of & and &' (bat nod

both] @5 fres variable, for every & € X Soch a predicate can ke written as

Ri X, .T"r:l: where X, is the sob of all vanables & € X that appear as lres var-

ables of A, and X, XX, The effect of transfcrming B by N2 s given

by N2PR(E,, T, = 33X (RN E ) n A _pols — &) = R(X,, 5. Effec
tively, N2F renames a subset of free varahles of KX, f}. For predicates on

¥ NZP stands jor ‘next-to-proesent”
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Boclean wanables, such renaming can ke elficiently performed in BDD padeges
Ik CUOD. For example, if the BIOD foo fﬂIJ:,:Er} i given, the bdd _peroute=
-::-pl:'r.'l.linu in CUDD achieves the affect of rl.'!I'I'.llrIiIIH' varahles, In the f-::-"-::-wing
dizcussicn, whenever we apply N2 {0 o predicate, the property that at mcet
cneof £ and £ cocurs as fres variable, holds for the predicate, Therefors, asssum-
irlg that we are ur:in[_:_ a BDD pn.n:{l:n,_!{-e* Tilee CUD that allows efficient r-::rl.'l.rning
of variahles, N2 can ke considered an efficiently computable aperation.

Lt fﬂl.:'::l he the characteristic Fﬂ"d.il:"ﬂLl." of a sotb of states, Heneeforth, we
will reler fo sets of states and their characteristic predicates interchangeakbly.
The tmage of the st B XY under TEE, £, dencted T B[, TIE, ), can
be abbaned as ."-"EP[H.}.' [R{E AT .]'.": _J_"::_':u]_ Chiven a nebwark ._-";,'r [B.H) ol
slate transition syetems, the set of reachable stabes of By can ke ohtaimed by
ir|ili'.1|i:.-:in[_:_ the reachahble set with the inmbial set of st tes, anc |'.|.'.-' r-::[:-eulr'-:][-.-'
computing the image of the current reachable set under T, 27 until no farther
newr stabes are ohbuned, Since TR, X s a disjuncbion of T X, X2 for & €
CliguesiH), compubing the image of a ==t of states B{ED under T2, X7 s
equivalent to computing the image of BLX) under each T2, X indivdually
and then taking the union of the resulbing sets of states, Mole that in general,
each Y- X, 2] has all varnables in X 0OEY a5 fres varnables, Since |57 can indesd
be large (several thousand vanables) for a large network, computing the image of
aset KLY under To (X, XY as N2PEE | RO ATS0E, X0 does not scale well
in BIOD-based toals, Howeser, there 15 an obyvicus opbimization that can ke done,
On closer examination of the structure of To (X 2 e, Ay T XN oA
A, l=— ], we find that the values of all state variables in X are preserved
in the next stabe. Sinee X Ye U Ee, we can write BRI as R(X-, X0,
Therelore, the image exprossion J\'EF’IZH..".’II,:‘I'I,”__ e XL ED AN, 7o s = &'
AR K, r.;"l 11 can ke mimphibed to N2P{350 [.-"'.;;,. oy HEXR XOAR(Ee. T.;"f:l 11
l.-:iing the definiton of N2 from l::r|u.'|.li-::-|| [J i, and n-::-lirlg that the -:|u'.1r|lifi-:".1Li-::-n
insicle N2 P eliminates cnly variables in Ko, which is mutually disjoint with 2o,
we obdtain the r-::-'||-::-wing r'-::|ui1.'n.|i::r|l i::q:-r-:::i:ii-::-n fer the im'.1g|:':

Fen (R, Yol K. X) = N2P (3};” ( ﬂ T,-j}f,:Jf‘_:j-ﬂH-:.‘-'.'f-.rf-})) (2
H.er

Motice that the quantification in the Anal expression is over X which is poe
tentially much smaller than X, Similacly, we have eliminated the pobentially
large comjunction § _5—(s — &) from the image computation step. In the fol-
loweing discussicon, we will refer to this optimizabtion as “redacing non-fransdion
variables”. Unfortunately, even with this optimization, X~ X imvalves all
variables in X, and hence the sealabalicy problem continues o exist,

Tor address this problem, we proposs to explods the fack that in a large class
of practical systems, inberacticns belwesn components are local in nature, Thas,
slate transitions of o component B; change the siate variables of only a small
nurnber of other components, Given a network & = (B, ®), we can capbure this
locality of inberacticns by an undirected graph § = (85, Bzl where B s the sei
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of components and [, ;) £ Eq ff components B; and &5 share some skate
variables, i.e, XM X # 0 For every component i, we can then dehne s
E—neighbourhood o be the ==t of all components that have a path of length at
mest k from B in G. We dencte this set as B Formally, B = {8} and

B = pou (B | (B By) € Egb farall i = 1A state transition of com-

ponent RER [:-c:-L-e'-uli'.1||_'.-' |:h.'|.ngl::- sommer skabe variables of all cormpoaesnts i H=[1:'.
hut dees not aflect any =tate virrtahle of any ather coanpomnent. E'-::-n:i-n-:qunnﬂ_'.-'. il
s m -:'|i-:|u|:' in the [_:_r'.1r.||'| H rr'pnew::nLing :1-3.'|||:+|r\-::-ni:.-:'.1[i|:|r| hetwesn coIrponen e,
when -:'nrnpulirlg i hes irn'.1gr' of a =t of stabes under the !'i_".'lll:l‘lr\l::ll'li:.':l.'!l:] bransi-
tian Tl X .]'."':I: ik is mmnin[_:_fu| E=] u[:-l:l'.:.ll:' state varibles -::-r-::-n]}' cornpeansnks in
H:;h. where H; £ ', This suggests that instead of considering siate predicabes
cn the entire sob X of wanables, it would be beneheal to consider state predi-
cates on appropriately chosen subseis of X In other words, reachability analy=is
using cverlapping projections of siates makes sense when analyzng large nei-
works with local interactions. While the wdea of usig overlapping projections
for approcamate reachakality was explored in detall by Govindaragu and Dhll 6],
their work considersd reachakaity analysis of largs sequential cireoiis instead of
networks of small state bransibion systems, Consequently, they were unable o
eeploab lomliby of inberactions o optimize the updabion of varous projections
when o state transibicn happens, The primary contnibution of this paper 1= io
show that loealiiy of inberactions can indeed ke explated o signithcantly op-
timize updation of projpctions, enabling the design of BOD-based reachabiliy
analywers that scale to much larger netwaorks than those that can be handled by

'.'!ﬂ.rl i'.'!r |.i.'!|:'.|1 n II:| (I

Let [T, . .. Hp be subsets of stabke variables on which we choose to project the
states of the overall system. Since we do not wish bo gnore any state vanable,
we require that || [Ty = X, As in Govindaraju and Dill's approach, this gives
rise to p propctions, say £ 000000, ..., K015, of the st of reachable states, The
collection of projections can be viewed as an abstraction of the actual reach-
able state seb, The conjunction ALy Billl:) is the corresponding concretization
that gives the hest over-approscimation of the reachable ==t from a given set of
prajections, However, computing the conjunction = computationally expensive
in BOD-hased fools sinee this invalves all varnables in X, Therefore, following
Govindaraju and [Dill's approach, we initialize the projections K, ..., i, with
projections of the initial set of states on the sets of variables ITy,. . 0, and
upcdabe thess projescticns each bime the system executes a state bransibion. As
discussed earlier, overy bransition of the network A7 = (8, H] is a state bransition
of some clique © £ H. Bince a transition of O pobentially changes all variables
in X, every projection B such that ;0 X 2 0 must be updated whenever o
transition of O is taken, Conversely, all projections R such that I, 0 XK= =0
need not be updated when O transiticns, since there s no component in C whoeses
iransitions change the walues of variables in 1T Thus, by approprately chooes-
ing M, .. 0T, b s poesible bo optimize the apdation of projections every time
a transition corresponding to a clique & s taken,






