SuSLik: synthesis of safe

pointer-manipulating programs

Nadia Polikarpova
joint work with llya Sergey (Yale-NUS)

,/ \;’0
@ UCSDCSE

Computer Science and Engineering




follow along

https://github.com/TyGuS/suslik-tutorial


https://github.com/TyGuS/suslik-tutorial

pointer-manipulating programs

network / securi
protocols

operating systems browsers

© efficient ® hard to write
® memory safety bugs



how to make them safe?

write in a .
| write in C,
high-level o
verity in Coq
language
© easy to write ® hard to write

® have to rewrite everything © backwards compatible



program synthesis to the rescue

specification code
© easy to write ® verbose © efficient
® unstructured © backwards compatible

® pointers & aliasing © provably memory-safe
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SuSLik

(Synthesis using Separation Logik)



the SuSLik approach

separation deductive
logic synthesis
© reasoning about © uses specs

pointers & aliasing to guide synthesis

code




this tutorial

1. example: swap
a taste of SuSLik

2. intro to separation logic

reasoning about pointer-manipulating programs

3. deductive synthesis

from SL specifications to programs



this tutorial

T.example: swap

2. Intro to separation logic

3. deductive synthesis



example: swap

Swap values of two distinct pointers

void swap(loc x, loc y)



example: swap

start state: in separation logic:

{x— y — B} precondition
X y

separately void swap(loc x, loc y)

end state:

{xH y — A} postcondition
Ly \V4

ghost variables
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demo 1: swap

Swap values of two distinct pointers

void swap(loc x, loc y)



GoAry-8)

??

{x»>B*ym»A}



let al = *x;

??

{x»B*ym—al}



let al = *x;
let bl = *y;
{x—al*ym-Dbl}
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Gopgr v e an)



let al = *x;
let bl = *y;
*X = bl;

{x—>bl*ym—bl}
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let al = *x;

let bl = *y;
*X = bl;
*y = al;

{x—>bl*ym—al}
2P same
{x—>bl*ym—al}



let al
let bl

al;

%
<
|



void swap(loc x, loc y)

let al = *x;

let bl = *y;
*X = bl;
*y = al;



exercise 1: rotate three

Start state:
X y Z

end state:

void rotate(loc x, loc y, loc z)
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this tutorial

2.intro to separation logic

3. deductive synthesis



separation logic (SL)

Hoare logic
‘about the heap”



separation logic (SL)

SL assertions

"\

{P} C
T

Q]

program

starting in a state t
program c will execute wit
and upon its termination t

Nat satisfies P
nout memaory errors,

Nne state will satisfy Q
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this tutorial

2.intro to separation logic

2.1. programs and assertions
2.2. inductive predicates
2.3. specifying data transformations

3. deductive synthesis



separation logic (SL)

{P} $ {Q}

program



programs

do nothing skip



programs

do nothing

read from heap

offset (natural number)

skip /

lety = *(x + n)

4

variables
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programs

do nothing
read from heap

write to heap

skip
lety = *(x + n)

(X + n) = e «—— expression
(arithmetic, boolean)
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programs

do nothing
read from heap

write to heap

allocate block

skip
lety = *(x + n)
*(x+n)=e

let y = malloc(n)
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programs

do nothing
read from heap

write to heap
allocate block

free block

skip

lety = *(x + n)
*(x+n)=e

let y = malloc(n)

free(x)



programs

do nothing
read from heap

write to heap
allocate block

free block

procedure call

skip

lety = *(x + n)
*(x+n)=e

let y = malloc(n)
free(x)

p(ey, ..., e,)



programs

do nothing
read from heap

write to heap
allocate block

free block

procedure call

e

skip

lety = *(x + n)
*(x+n)=e

let y = malloc(n)
free(x)

p(ey, ..., e,)

only heap is mutable, not stack variables!



programs

do nothing

read from heap

write to heap

allocate block

free block

procedure call
sequential composition

conditional

skip

lety = *(x + n)
*(x+n)=e

let y = malloc(n)
free(x)

p(ey, ..., e,)

€1, G

if (e) {c,} else {c,}



separation logic (SL)

SL assertions

SN
1P} € 1Q;



SL assertions

empty heap {emp}



SL assertions

empty heap {emp}

singleton heap {y—5}

< o] U




SL assertions

empty heap

singleton heap

separating
conjunction

{emp }

{y—5]}

{x—>y*yH5}
N\ N

heaplets
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SL assertions

empty heap {emp}
singleton heap {y+~ 5]}
separating

*
conjunction {xPy*yrm5}

memory block {[x2]*x>5%(x+1) 10}
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SL assertions

empty heap

singleton heap

separating
conjunction

memory block

+ pure formula

{emp }

{y—5]}

{xPy*ymH5}

{[x,2] *x—>5%*(x+1)~ 10}

{A>5;x— A}

X
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separation logic (SL)

{P} C

starting in a state t
program c will execute wit
and upon its termination t

Q]

Nat satisfies P
nout memaory errors,

Nne state will satisfy Q
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example triples

{[x—A} ¥x = 5 {x—5}

(XA} *(x + 1) =5 X

{x—A} let y = *x {(x—y)

{emp} let y = malloc(2) {[y2]*y=>A*(y+1)~B}

{[X,2] *x—>5*(x+1)— 7} free(x + 1) 0
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this tutorial

2.intro to separation logic

2.2. inductive predicates
2.3. specifying data transformations

3. deductive synthesis



SL assertions: linked structures

X o—P



SL assertions: linked structures

inkedlist  {x=0;emp }



SL assertions: linked structures

inkedlist {[x,2] *x+—~>V*(x+1)~ 0}

v|-——|
i

X




SL assertions: linked structures

inkedlist {[x,2] *x+—>V*(x+1)H—Y*
Y,2]*Y>V *(Y+1)-0

} V=

X Y
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SL assertions: linked structures

inkedlist {[x,2] *x+—>V*(x+1)H—Y*
IY,2]* Y>>V *(Y+1)H Y *

; =TS ~TH

X Y

inductive predicates to the rescue!
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the linked list predicate

predicate list (loc x) {
| x=0 => {emp}
| x20 => {[x, 2]
* X >V
x(x+1)—Y
* |ist(Y)
}

48



this tutorial

2.intro to separation logic

2.3. specifying data transformations

3. deductive synthesis



demo 2: dispose a list

void dispose(loc x)

{ list(x) }
{emp }



linked list with elements

predicate list (loc x, set s) {

| x=0=> {s=0;emp} —

| x#0 => {s={V}+5; %
[X, 2] >
xXPVx(x+1)—Y e - N\

« list(Y, ) } V[P T —[ TH
) ~ ~ g
t

X S’
Y
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demo 3: copy a list

void copy(loc x, loc r)
{list(x,S) *re— _}

{list(x,S) *r =Y * list(Y, S) }

!

return location
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exercise 2: append two lists

void append( ??? )
{777}

{777}



exercise 3: schema migration

void single to double(loc x)

[??7?7) <« singly-linked list
with reserved space in each node
1722} <+ _ doubly-linked list

at the same address
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this tutorial

3.deductive synthesis



deductive synthesis

synthesis as proof searcn
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this tutorial

3.deductive synthesis

3.1. proof system
3.2. proof search



transforming entailment

P w Q | C

a state that satisfies P
can be transformed into a state that satisfies O
using a program c



synthetic separation logic (SSL)

proof system for
transforming entailment




{emp} w {emp} | ??



{emp} w»» {emp} | skip



(Frame)

{Pr={Q} | ¢

{P*R}=>{Q*R} | ??



(Write)

{x—exP}w{x—exQ} | c

x> *P}lw{xHexQ} | ??



(Read)

[y/A{x—>AxP}w[y/Al{Q} | C

IxXpAxPlw{Q]} | ??



SSL: basic rules

(Emp) (Read)
[y/A{ x> A*P}w [y/A{Q} | ¢

{emp} > {emp} | skip
{x>A*xP}w{Q}| let y = *x; C

(Frame) (Write)
{P}ww{Q} | c {x—exP}w{x—exQ} | c

{P*R}w»{Q*R} | C {x>_*P}lw{xmexQ} | *x = e; C
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example: swap

{(xPAxyH»B}lw{xHBxyH»A} | ??



{(xPAxyH»B}lw{xH>BxyH»A} | ??



{(xPal*xym» B} w{xHBxymal}l ??

(Read)
{( x> Axy>B}w{x—>B*xy—»A} | let al = *x; ??



{x—alxym»Dbl} w {xHblxymal} | ?2?

(Read)
{xmal*xy» B} w{x—»Bxymral}|l let bl = *y; ??

(Read)
{( x> Asxy>B}w {x—>B*xy—»A} | let al = *x; ??



{x>bl*ymbllw {xHblxymmal}| ?2?

(Write)
{x|—>a’|>|<>/|—>b1} W {Xl—>b1*yl—>a1} | *x = bl; ?°?
(Read)
[x—alxy»Bl wIx—>Bsxymmall | let bl = *y; ??
(Read)

(x> Axy—>B}™{x—>Bxy—Al | let al = *x; ??



(ymobl}w (ymal}|

(Frame)
[xbl*xymbl} w {xmblxymal} |
(Write)
{x|—>a1*y|—>b1}M9{XHb1*yHa1}| *x = bl; ?°?
(Read)
{x—al*xy»B}w {x—»>Bxymal}| let bl = *y; ??
(Read)

(x> AxyH>B}w {x—>Bxym—»A} | let al = *x; ??



{ymal} = {ymal}| 2

(Write)
{y=Dbl}m {ymal}| *y = a1; ??
(Frame)
{x>bl*xymbl}lw {xHblxymal} | 2?2
(Write)
{x|—>a1*y|—>b’|}“~‘>{xl—>b1*yl—>a1}| *x = bl; ?°?
(Read)
{xmal*xy> B} w{x—>Bxymal}| let bl = *y; ??
(Read)

{(xPAxyB}wmw {xH>Bxym»A} | let al = *x; ??



{emp} w {emp} | ??

(Frame)
{ymal}w {ywal}|
(Write)
{y=Dbl}w {ymal}| *y = a1; ??
(F
{x>bl*xymbl}lw {xHblxymal} | 2?2 o
(Write)
Ixalxybl} ™ {xHblxymal} | *x =b1; ??
(Read)
{xmalxy>B} w{x—=>Bxym—al}| let bl = *y; ??
(Read)

(x> Axy>B}lw{x—>Bxy—Al | let al = *x; ??



(Emp)

{emp} ws {emp} [fskip|

(Frame)
{yrmal}w {ymal}] s
(Write)
ty P bl {ymal}|l+y = a1;

T

[x>blxymbl} w {xmblxymal}l | 2
(Write)

{x|—>a1*y|—>b1}“’>{><l—>b1*yl—>a1}|-
(Read)

{xmalxy>B} w{x—=>Bxymal}| [let bl = *y;|??
(Read)

(xmAsy=B) o (xmB ey A) | (et



{x»A*y—B}
let al = *x; 1let bl = *y; *x = bl; *y = al; skip

{(x>B*ymA}



demo 4: tracing swap



synthetic separation logic (SSL)

e basic rules
(Emp), (Read), (Write), (Frame)
(Alloc), (Free)

e pUre reasoning and unification
e inductive predicates and recursion



synthetic separation logic (SSL)

e basic rules
(Emp), (Read), (Write), (Frame)
(Alloc), (Free)

e pUre reasoning and unification
* inductive predicates and recursion
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example: dispose a list

void dispose(loc x)
{ list(x) }
{emp }



{ void dispose(loc x) { emp }

{llist°(x)) }

?? (Induction)

{emp }



predicate list (loc x) {

Ix=0|=> {emp}

[Ixz20|=> {[x, 2] *x—>Vx*x(x+1) =Y x* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

{ listO(x) }

?? (Open)

{emp }



predicate list (loc x) {
| x=0 =>|{emp}
| x20 =>|{[x, 2] *x—>V=*(x+1)-=Y * list(Y) }

{ list* (x) } void dispose(loc x) { emp }

| if (x == 0) {
{x=0; emp}
??
{emp }
} else {
{x20;[x, 2]*x>V*(x+1)Y *list! (Y) }

??

{emp }



predicate list (loc x) {
| x=0 =>|{emp}
| x20 =>|{[x, 2] *x—>V=*(x+1)-=Y * list(Y) }

{ list* (x) } void dispose(loc x) { emp }

}
if (x == 0) {
{x=0; emp}

?? (Emp)
{emp }

} else {
{x20;[x, 2]*x>V*(x+1)Y *list! (Y) }

??

{emp }



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == 0) {
{x=0; emp}

skip
{emp }
} else {
{x20;[x, 2]*x>V*(x+1)Y *list! (Y) }

??

{emp }



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
{x20;[x,2]*x>V*(x+1)Y *list! (Y) }

7

{emp }



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
{x20;[x,2]*x>V*(x+1)Y *list! (Y) }

>3 (Read)

{emp }



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);

{x20;[x,2] *x> V*(x+1) vyl x*list* (y1)}
2?

{emp }
}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);

{x20;[x,2] *x> V*(x+1) >yl x*list* (y1)}

?? (Free)

{emp }
}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free x;

{x#0;list! (y1) }
??

{emp }

}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free x;

{x#0;list! (y1) }
??

{emp }

}

(Call)



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free Xx;
dispose(yl);

{x#£0;emp}
y)

{emp}
}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free x;
dispose(yl);
{x#0;emp}
2? (Emp)
{emp }
}



predicate list (loc x) {

| x=0 => {emp}

| x20 => {[x,2] *x—>Vx*x(x+1)=>Yx* list(Y) }
}

{ list* (x) } void dispose(loc x) { emp }

if (x == @) { skip } else {
let y1 = *(x + 1);
free Xx;
dispose(yl);
skip



void dispose(loc x) {
if (x == 0) { } else {
let y1 = *(x + 1);
free Xx;
dispose(yl)



synthetic separation logic (SSL)

e basic rules
(Emp), (Read), (Write), (Frame), (Alloc), (Free)

e pUre reasoning and unification

* inductive predicates and recursion
(Open), (Close), (Induction), (Call)
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this tutorial

3.deductive synthesis

3.2. proof search



SuSLik

backtracking search in SSL
+ optimizations




demo 5: backtracking



optimizations

e invertible rules

e early failure

« multi-phase search
« symmetry reduction



optimization: invertible rules

e invertible rules do not restrict the set of derivable programs
* |[dea: invertible rules need not be backtrackea

(Read)
[y/A{ x > AP} [y/A{Q} | ¢

{x>A*xP}w{Q}| let y = *x; C
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optimization: early failure

* idea: sometimes you know that a goal is unsatisfiable

(Post-Inconsistent)

g #L FPAP=> 1L {emp}ww{Ll;emp}]| c

{¢;P}=»{Y;Q}]|c
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optimization: multi-phase search

 unfolding phase: deals with inductive predicates
(Open), (Close), (Call), (Frame)

» flat phase: deals with points-to and blocks
(Write), (Call), (Alloc), (Free), (Frame)

* idea: if unfolding phase cannot eliminate all predicates, give up
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optimization: symmetry reduction

« sometimes rule applications commute

{ampO}w (b0} | ??

(Frame)

{ypb*amOjw {yob*bm>0} ] ?2?

(Frame)
{xPa*xym»b*am 0 }wmw {xmpaxyo>b*bH»0} | ??

* idea: only allow one order of commuting applications
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limitations & future work

* pure synthesis {ro_}w{r2xArzy;roM} | c
use an off-the-shelf pure synthesizer

e reasoning about inductive predicates  (p1w{a} | skip
identify decidable fragment

 goal must be inductive (treelt.S) 1o )

cyclic proofs to the rescue! void flatten(loc t, loc r)
{r = X *list(X, S) }



deductive synthesis with SuSLik

separation deductive
logic synthesis code
© reasoning about © uses specs

pointers & aliasing to guide synthesis ~ © provably memory-safe
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