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Abstract

Zero Knowledge Proofs (ZKPs) are cryptographic protocols by which a prover convinces
a verifier of the truth of a statement without revealing any other information. Typically,
statements are expressed in a high-level language and then compiled to a low-level rep-
resentation on which the ZKP operates. Thus, a bug in a ZKP compiler can compromise
the statement that the ZK proof is supposed to establish. This paper takes a step towards
ZKP compiler correctness by partially verifying a field-blasting compiler pass, a pass that
translates Boolean and bit-vector logic into equivalent operations in a finite field. First, we
define correctness for field-blasters and ZKP compilers more generally. Next, we describe
the specific field-blaster using a set of encoding rules and define verification conditions for
individual rules. Finally, we connect the rules and the correctness definition by showing
that if our verification conditions hold, the field-blaster is correct. We have implemented
our approach in the CirC ZKP compiler and have proved bounded versions of the corre-
sponding verification conditions using an SMT solver. We show that our partially verified
field-blaster does not hurt the performance of the compiler or its output; we also report on
four bugs uncovered during verification.

Keywords Zero-knowledge proofs - Finite fields - Compilers - Verification - SMT

1 Introduction

Zero-Knowledge Proofs (ZKPs) are powerful tools for building privacy-preserving sys-
tems. They allow one entity, the prover P, to convince another, the verifier 1V, that some
secret data satisfies a public property, without revealing anything else about the data. ZKPs
underlie a large (and growing!) set of critical applications, from billion-dollar private cryp-
tocurrencies, like Zcash [25, 55] and Monero [2], to research into auditable sealed court
orders [21], private gun registries [27], privacy-preserving middleboxes [24], and zero-
knowledge proofs of exploitability [12]. This breadth of applications is possible because of
the generality of ZKPs. In general, Pknows a secret witness w, whereas Vknows a property
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¢ and a public instance x. Pmust show that ¢(x,w) = T. Typically, x and w are vectors of
variables in a finite field [, and ¢ can be any system of equations over the variables, using
operations + and X. Because ¢ itself is an input to Pand V, and because of the expressivity
of field equations, a single implementation of Pand Vcan serve many different purposes.

Humans find it difficult to express themselves directly with field equations, so they use
ZKP compilers. A ZKP compiler converts a high-level predicate ¢’ into an equivalent sys-
tem of field equations ¢. In other words, a ZKP compiler generalizes a ZKP: by compiling
¢’ to ¢ and then using a ZKP for ¢, one obtains a ZKP for ¢’. There are many industrial [3,
5,6, 15,22, 46, 57, 68] and academic [4, 19, 29, 30, 47, 49, 52, 56, 65] ZKP compilers.

The correctness of a ZKP compiler is critical for security—a bug in the compiler could
admit proofs of false statements—but verification is challenging for three reasons. First,
the definition of correctness for a ZKP compiler is non-trivial; we discuss later in this sec-
tion. Second, ZKP compilers span multiple domains. The high-level predicate ¢’ is typi-
cally expressed in a language with common types such as Booleans and fixed-width inte-
gers, while the output ¢ is over a large, prime-order field. Thus, any compiler correctness
definition must span these domains. Third, ZKP compilers are evolving and performance-
critical; verification must not inhibit future changes or degrade compiler performance.

In this work, we develop tools for automatically verifying the field-blaster of a ZKP
compiler. A ZKP compiler’s field-blaster is the pass that converts from a formula over
Booleans, fixed-width integers, and finite-field elements, to a system of field equations;
as a transformation from bit-like types to field equations, the field-blaster exemplifies the
challenge of cross-domain verification.

Our paper makes three contributions. First, we formulate a precise correctness definition
for a ZKP compiler. Our definition ensures that a correct compiler preserves the complete-
ness and soundness of the underlying ZK proof system.! More specifically, given a ZK
proof system where statements are specified in a low-level language L, and a compiler from
a high-level language H to L, if the compiler is correct by our definition, it extends the
ZK proof system’s soundness and completeness properties to statements in H. Further, our
definition is preserved under sequential composition, so proving the correctness of each
compiler pass individually suffices to prove correctness of the compiler itself.

Second, we give an architecture for a verifiable field-blaster. In our architecture, a field-
blaster is a set of “encoding rules.” We give verification conditions (VCs) for these rules,
and we show that if the VCs hold, then the field-blaster is correct. Our approach supports
automated verification because (bounded versions of) the VCs can be checked automati-
cally. This reduces both the up-front cost of verification and its maintenance cost.

Third, we do a case study. Using our architecture, we implement a new field-blaster for
CirC [47] (“SIR-see”), an infrastructure used by state-of-the-art ZKP compilers. We verify
bounded versions of our field-blaster’s VCs using SMT-based finite-field reasoning [48],
and show that our field-blaster does not compromise CirC’s performance. We also report
on four bugs that our verification effort uncovered, including a soundness bug that allowed
the prover to “lie” about the results of certain bit-vector comparisons. We note that the
utility of our techniques is not limited to CirC: our ideas would apply equally well to other
compilers to field-based ZKPs [15, 46, 68, 70].

! Roughly speaking, a ZK proof system is complete if it is possible to prove every true statement, and is
sound if it is infeasible to prove false ones.
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In the next sections, we discuss related work (Sect.1.1), give background on ZKPs and
CirC (Sect.2), present a field-blasting example (Sect.3), describe our architecture (Sect.4),
give our verification conditions (Sect.5), and present the case study (Sect.6).

An abridged version of this paper was published in the 2023 proceedings of CAV [50].
In this expanded version, we give additional details. First, we discuss field-blaster opti-
mization (Sect. 4.4) and give proofs of the main theorems (Thms. 1 and 3). Second, we
include more detailed experimental results on how VC verification time (Figs. 7 and 8),
and the performance of the verified field-blaster (Fig. 9). Finally, we explain all the bugs
found in CirC (Sect. 6.3). The artifact for this paper is at https://doi.org/10.5281/zenodo.
7922914,

1.1 Related work

Verified compilers There is a rich body of work on verifying the correctness of traditional
compilers. We focus on compilation for ZKPs; this requires different correctness defini-
tions that relate bit-like types to prime field elements. In the next paragraphs, we discuss
more fine-grained differences.

Compiler verification efforts fall into two broad categories: automated—yverification
leveraging automated reasoning solvers—and foundational—manual verification using
proof assistants (e.g., Coq [9] or Isabelle [45]). CompCert [37], for example, is a Cog-
verified C compiler with verified optimization passes (e.g., [41]). Closest to our work is
backend verification, which proves correct the translation from an intermediate representa-
tion to machine code. CompCert’s lowering [38] is verified, as is CakeML’s [32] lowering
to different ISAs [20, 59]. While such foundational verification offers strong guarantees, it
imposes a heavy proof burden; creating CompCert, for example, took an expert team eight
years [58], and any updates to compiler code require updates to proofs.

Automated verification, in contrast, does not require writing and maintaining manual
proofs.2 Cobalt [35], Rhodium [36], and PEC [33] are domain-specific languages (DSLs)
for writing automatically-verified compiler optimizations and analyses. Most closely
related to our work is Alive [40], a DSL for expressing verified peephole optimizations,
local rewrites that transform snippets of LLVM IR [1] to better-performing ones. Alive
addresses transformations over fixed types (while we address lowering to finite field equa-
tions) and formulates correctness in the presence of undefined behavior (while we formu-
late correctness for ZKPs). Beyond Alive, Alive2 [39] provides translation validation [42,
53] for LLVM [34], and VeRA [11] verifies range analysis in the Firefox JavaScript engine.

There is also work on verified compilation for domains more closely related to ZKPs.
The Porcupine [16] compiler automatically synthesizes representations for fully-homomor-
phic encryption [64], and Gillar [60] proves that optimization passes in the Qiskit [62]
quantum compiler are semantics-preserving. While these works compile from high-level
languages to circuit representations, the correctness definitions for their domains do not
apply to ZKP compilers.

Verified compilation to cryptographic proofs Prior works on verified compilation for
ZKPs (or similar) take the foundational approach (with attendant proof maintenance
burdens), and they do not formulate a satisfactory definition of compiler correctness.

2 Automated verification generally leverages solvers. This is a particularly appealing approach in our set-
ting, since CirC (our compiler infrastructure of interest) already supports compilation to SMT formulas.
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PinocchioQ [19] builds on CompCert [37]. The authors formulate a correctness defini-
tion that preserves the existential soundness of a ZKP but does not consider completeness,
knowledge soundness, or zero-knowledge (see Sect. 2.2). Leo [15] is a ZKP compiler that
produces (partial) ACL2 [28] proofs of correct compilation; work to emit proofs from its
field-blaster is ongoing.

Recent work defines security for reductions of knowledge [31]. These let Pconvince V
that it knows a witness for an instance of relation R, by proving it knows a witness for
an instance of an easier-to-prove relation R,. Unlike ZKP compilers, Pand V interact to
derive R, using V’s randomness (e.g., proving that two polynomials are nonzero w.h.p. by
proving that a random linear combination of them is), whereas ZKP compilers run ahead
of time and non-interactively.

Further afield, Ecne [67] is a tool that attempts to verify that the input to a ZKP encodes
a deterministic computation. It does not consider any notion of a specification of the
intended behavior. A different work [26] attempts to automatically verify that a “widget”
given to a ZKP meets some specification. They consider widgets that could be constructed
manually or with a compiler. Our focus is on verifying a compiler pass.

2 Background
2.1 Logic

We assume usual terminology for many-sorted first-order logic with equality ([18] gives a
complete presentation). We assume every signature includes the sort Bool, constants True
and False of sort Bool, and symbol family = (the equality operator, abbreviated =) with
sort o X o — Bool for each sort o. We also assume a family of conditionals: symbols ite
(“if-then-else”, abbreviated ite) of sort Bool X ¢ X 6 — o©.

A theory is a pair 7= (X, 1), where X is a signature and I is a class of Z-interpretations.
A Z-formula is a term of sort Bool. A X-formula ¢ is satisfiable (resp., unsatisfiable) in T
if it is satisfied by some (resp., no) interpretation in I. We focus on two theories. The first is
Tgy, the SMT-LIB theory of bit-vectors [54, 63], with signature X, including a bit-vector
sort BV, for each n > 0 with bit-vector constants ¢, of sort BV, for each ¢ € [0,2" — 1],
and operators including &and |(bitwise and, or) and +,;, (addition modulo 2"). We write
1[{] to refer to the i’ bit of bit-vector ¢, where #[0] is the least-significant bit. The other the-
ory is ’Z}p, which is the theory corresponding to the finite field of order p, for some prime p
[48]. This theory has signature ZFp containing the sort FFp, constant symbols O, ...,p — 1,
and operators + and X.

In this paper, we assume all interpretations interpret sorts and symbols in the same way.
We write dom(v) for the set interpreting the sort of a variable v. We assume that Bool, True,
and False are interpreted as {T, L}, T, and 1, respectively; X, -interpretations follow the
SMT-LIB standard; and X Fp—interpretations interpret symbols as the corresponding elements
and operations in F,, a finite field of order p (for concreteness, this could be the integers
modulo p). Note that only the values of variables can vary between two interpretations.

For a signature X, let ¢ be a 2-term of sort o, with free variables x,, ..., x,, respectively
of sort 64, ...,6,. We define the function 7 : dom(x,) X -+ X dom(x,) — dom(¢) as follows.
Let x € dom(x;) X - X dom(x,). Let M be an interpretation that interprets each x; as x;.
Then #(x) = t™ (i.e., the interpretation of 7 in M). For example, the term ¢ = a A —a defines
7 : Bool = Bool = Ax. L. In the following, we follow the convention used above in using the
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standard font (e.g., x) for logical variables and a sans serif font (e.g., x) to denote meta-varia-
bles standing for values (i.e., elements of oM for some o and M). Also, abusing notation, we’ll
conflate single variables (of both kinds) with vectors of variables when the distinction doesn’t
matter. Note that a formula ¢ is satisfiable if there exist values x such that ) = T. 1t is valid
if for all values x, §(x) = T.

For terms s, ¢ and variable x, ¢[x — s] denotes ¢ with all occurrences of x replaced with
s. For a sequence of variable-term pairs, S = (x; = s/,...,x, = s,), 1[S] is defined to be
tx; = 591 [x, = s,]

2.2 Zero knowledge proofs

As mentioned above, Zero-knowledge proofs (ZKPs) make it possible to prove that some secret
data satisfies a public property—without revealing the data itself. See [61] for a full presenta-
tion; we give a brief overview here, and then describe how general-purpose ZKPs are used.

Overview and definitions In a cryptographic proof system, there are two parties: a verifier
Vand a prover P. Vknows a public instance x and asks Pto show that it has knowledge of a
secret witness w satisfying a public predicate ¢(x, w) from a predicate class @ (a set of for-
mulas) (i.e., d(x, w) = T). Figure 1 illustrates the workflow. First, a trusted party runs an effi-
cient (i.e., polytime in an implicit security parameter 1) algorithm Setup(¢) which produces a
proving key pkand a verifying key vk. Then, Pruns an efficient algorithm Prove(pk, x, w) — &
and sends the resulting proof z to V. Finally, Vruns an efficient verification algorithm
Verify(vk, x, ) — {T, L} that accepts or rejects the proof. A zero-knowledge argument of
knowledge for class @ is a tuple IT = (Setup, Prove, Verify) with three informal properties for
every ¢ € @ and every x € dom(x), w € dom(w):

Perfect completeness: if q@(x, w) holds, then Verify(vk, x, 7) holds;
Computational knowledge soundness [10]: an efficient adversary that does not know w
cannot produce a 7 such that Verify(vk, x, z) holds; and

e Zero-knowledge [23]: 7 reveals nothing about w, other than its existence.

Technically, the system is an “argument” rather than a “proof” because soundness only holds
against efficient adversaries. Also note that knowledge soundness requires that an entity must
“know” a valid w’ to produce a proof; it insufficient w’ to simply exist. See the full version for
precise definitions [51, App. A].

Representations for ZKPs As mentioned above, ZKP applications are manifold (Sect. 1)—
from cryptocurrencies to private registries. This breadth of applications is possible because
ZKPs support a broad class of predicates. Most commonly, these predicates are expressed as
rank-1 constraint systems (R1CSs). Recall that [Fp is a prime-order finite field (also called a
prime field). We will drop the subscript p when it is not important. In an RICS, x and w are
vectors of elements in [F; let z € ™ be their concatenation. The function d3 can be defined by
three matrices A, B, C € "™, qg(x, w) holds when AzoBz = Cz, where o is the element-wise
product. Thus, ¢ can be viewed as n conjoined constraints, where each constraint i is of the
form (Zj a;z;) X (Zj b;zj) ~ (Zj c;z;) (where the ay, b; and c; are constant symbols from

Fig. 1 The information flow for a

pk  Setup(¢)
zero-knowledge proof. P(¢, z,w) —

T V()

Prove(pk, z, w) Verify (vk, z, )
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25, and the z; are a vector of variables of sort FFp). That is, each constraint enforces a single
»
non-linear multiplication.

2.3 Compilation targeting zero knowledge proofs

To write a ZKP about a high-level predicate ¢, that predicate is first compiled to an R1CS.
A ZKP compiler from class @ (a set of X-formulas) to class @' (a set of X’-formulas) is an
efficient algorithm Compile(¢p € @) — (¢’ € @, Ext,, Extw).3 Given a predicate ¢(x,w), it
returns a predicate ¢’ (x’, w') as well as two efficient and deterministic algorithms, instance and
witness extenders: Ext, : dom(x) — dom(x’) and Ext,, : dom(x) X dom(w) — dom(w")..* For
example, CirC [47] can compile a Boolean-returning C function (in a subset of C) to an R1CS.

At a high-level, ¢ and ¢’ should be “equisatisfiable”, with Ext, and Ext,, mapping satisfy-
ing values for ¢ to satisfying values for ¢’. That is, for all x € dom(x) and w € dom(w) such
that $(x, w) = T, if x’ = Ext,(x) and w' = Ext, (x, w), then @' (x',w') = T. Furthermore, for
any x, it should be impossible to (efficiently) find w’ satisfying q,’;’ (Ext,(x),w) = T with-
out knowing a w satisfying é(x,w) = T. In Sect. 5.1, we precisely define correctness for a
predicate compiler.

One can build a ZKP for class @ from a compiler from @ to @’ and a ZKP for @’. Essen-
tially, one runs the compiler to get a predicate ¢’ € @’, as well as Ext, and Ext,,. Then, one
writes a ZKP to show that d3’(Extx(x), Ext,(x,w)) = T. In the full version we detail this
construction and prove it is secure [51, App. A].

Optimization The primary challenge when using ZKPs is cost: typically, Proveis at least
three orders of magnitude slower than checking ¢ directly [66]. Since Prove’s cost scales
with n (the constraint count), it is critical for the compiler to minimize n. The space of
optimizations is large and complex, for two reasons. First, the compiler can introduce fresh
variables. Second, only equisatifiability—not logical equivalence—is needed. Compilers
in this space exploit equisatisfiability heavily to efficiently represent high-level constructs
(e.g., Booleans, bit-vectors, arrays, ...) as an RICS.

As a (simple!) example, consider the Boolean computation a = (¢, V **+ V ¢;). Assume
that cg, e C;{ are variables of sort FF and that we add constraints cl', - c; ) ~ 0 to ensure
that ¢} has to be 0 or 1 for each i. Assume further that (¢} ~ 1) encodes c; for each i. How
can one additionally ensure that a’ (also of sort FF) is also forced to be equal to 0 or 1 and
that (a’ =~ 1) is a correct encoding of a? Given that there are k — 1 ORs, natural approaches
use O(k) constraints. One clever approach is to introduce variable x’ and enforce constraints
¥(X;c)~d and (1 —a')(Y,;c})~0. In any interpretation where any ¢, is true, the cor-
responding interpretation for @’ must be 1 to satisfy the second constraint; setting x’ to the
sum’s inverse satisfies the first. If all ¢, are false, the first constraint ensures @’ is 0. This
technique assumes the sum does not overflow; since ZKP fields are typically large (e.g.,
with p on the order of 22%9), this is usually a safe assumption.

CirC CirC [47] is an infrastructure for building compilers from high-level languages
(e.g., a C subset), to R1CSs. It has been used in research projects [4, 13], and in industrial
R&D. Figure 2 shows the structure of an R1CS compiler built with CirC. First, the front-
end of the compiler converts the source program into CirC-IR. CirC-IR is a term IR based

3 While in Sect. 2.2, ¢ was a system of field equations, here—and for the rest of the paper—¢ denotes a
high-level predicate and ¢’ is the (low-level) field equations.

4 For technical reasons, the runtime of Ext, and the size of its description must be poly(4, |x|)— not just
poly(4) [51, App. Al
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(1) (2) (3)
pgm IR— - — IR[Z5v U r] R1CS

field-blasting |- IR[S%]

Fig.2 The architecture of CirC.

on SMT-LIB that includes: Booleans, bit-vectors, fixed-size arrays, tuples, and prime
fields..” Second, the compiler optimizes and simplifies the IR so that the only remaining
sorts are Booleans, bit-vectors, and the target prime field. Third, the compiler lowers the
simplified IR to an R1CS predicate over the target field. For ZKPs built with CirC, the
completeness, soundness, and zero-knowledge of the end-to-end system depend on the cor-
rectness of CirC itself.

3 Overview and example

To start, we view CirC’s lowering pass as two passes (Fig. 2). The first pass, “(finite-)field-
blasting,” converts a many-sorted IR (representable as a (X3, U X)-formula) to a conjunc-
tion of field equations (Xy-equations). The second pass, “flattening,” converts this conjunc-
tion of field equations to an R1CS.

Our focus is on verifying the first pass. We begin with a worked example of how to
field-blast a small snippet of CirC-IR (Sect. 3.1). This example will illustrate four key ideas
(Sect. 3.2) that inspire our field-blaster’s architecture.

3.1 An example of field-blasting

We start with an example CirC-IR predicate expressed as a (X5, U Xp)-formula:
b2 (x, ® wy) A(w, Fa X1 R WD A & W R X)) A Xy & wy Xwy) (1)

The predicate includes: the XOR of two Booleans (“@”), a bit-vector sum, a bit-vector
AND, and a field product. x, and w, are of sort Bool, x,, x,, and w, are of sort BVi4p and
x5 and w, are of sort FF,. We’ll assume that p > 24, Table 1 summarizes the new variables
and assertions we create during field-blasting; we describe the origin of each assertion and
new variable in the next paragraphs.

Lowering clause one (Booleans) We begin with the Boolean term (x, @ w,). We will
use 1 and O to represent T and L. We introduce variables x6 and w(’) of sort FF, to represent
xo and w; respectively. To ensure that wj is 0 or 1, we assert: wj(w) — 1) & 0.% x, @ wy is

then represented by the expression 1 —xj — wy + 2x;w;. Setting this equal to 1 enforces

5> We list all CirC-IR operators for Booleans, bit-vectors, and prime fields in the full version [51, App. C]
Almost all are from SMT-LIB.

© Later (Sect. 5), we will see that “well-formedness” constraints like this are unnecessary for instance vari-
ables, such as x,,
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Table 1 New variables and assertions when compiling the example ¢

Clause Term from ¢ Assertions New variables Notes
1 Xo x)
W w(’)(w(’) -1H=0 w6
Xo D wy L L —wy —xg+ 2wpxg
2 X X,
wy wiwh, =D =0 wh; ie[0,3]
X Wi SR+ > 2w s’
sisi=1)=0 5] ie[0,4]
s’ ™ Z? 02's)
Xy Hg Wy R wy s/ NWII i€0,3]
3 X S
x, (bits) x;l X~ )~ X, i€[0,3]
W R 13 2’x
X & wy R X, x2 w;‘zx’zl i€ [0,3]
4 X3, Wy x;, w’2
X3 R Wy X Wy Xy & W) X W)

that x, @ w, must be true. These new assertions and fresh variables are reflected in the first
three rows of the table.

Lowering clause two and three (bit-vectors) Before describing how to bit-blast the sec-
ond and third clauses in ¢, we discuss bit-vector representations in general. A bit-vector
t can be viewed as a sequence of b bits or as a non-negative integer less than 2°. These
two views suggest two natural representations in a prime-order field: first, as b elements
tf), e t}’,_], that encode the bits of 7 as 0 or 1 (in our encoding, t(') is the least-significant bit
and t;H is the most-significant bit); second, as one field element t; , whose unsigned value
agrees with ¢ (assuming the field’s size is at least 2°). The first representation is simple, but
with it, some field values (e.g., 2°) don’t corresponding to any possible bit-vector. With
the second approach, by including equations #(#, — 1) ~ 0 in our system, we ensure that
any satisfying assignment corresponds to a valid bit-vector. However, the extra b equations
increase the size of our compiler’s output.

We represent ¢’s w, bit-wise: as w] 0 1 3 and we represent the instance variable
X; as x| .7 For the constraint w, +14) X; ® W}, we compute the sum in the field and bit-

decompose the result to handle overflow. First, we introduce new variable s’ and set it equal
3 4 . .. 4
tox}  + X 2'w] . Then, we bit-decompose ', requiring 5" ~ >, 2's, and si(s; — 1) = 0

for i € [0,4]. Finally, we assert slf ~ W,l,i for i € [0, 3]. This forces the lowest 4 bits of the
sum to be equal to w,.

The constraint x, & w, = x, is more challenging. Since x, is an instance variable, we
initially encode it as x;’u. Then, we consider the bit-wise AND. There is no obvious way

7 We represent w, bit-wise so that we can ensure the representation is well-formed with constraints
W i(w; ;— 1)~ 0. As previously noted, such well-formedness constraints are not needed for an instance

variable like x,.%
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Table2 Encodings for each term

sort. Only bit-vectors have two Variant contents Semantics

encoding kinds encoded_term Kind Terms Validity condition
t: Bool bit f f =~ ite(t,1,0)
t: BV, uint f [ Y]] ~ 1[1],2i,0)
t:BVyy, bits Josooofor Nifi R ite(tli] = 14, 1,0)
t. FF field f txf

to encode a bit-wise operation, other than bit-by-bit. So, we convert x} to a bit-wise rep-

resentation: We introduce witness variables x’2 0 ,x; 3 and equations x’2 i(x;l. —1)=~0as
/ ! /

well as equation x} | ~ Z?:o 2ix/2,i' Then, for each i we require x) W/, ~ X} .

Lowering the final clause (field elements) Finally, we consider the field equation
Xy & Wy X W,. Our target is also field equations, so lowering this is straightforward. We
simply introduce primed variables and copy the equation.

3.2 Keyideas
This example highlights four ideas that guide the design of our field-blaster:

1. Fresh variables and assertions: Field-blasting uses two primitive operations: creating
new variables in ¢’ (e.g., wj, to represent w;) and adding new assertions to ¢’ (e.g.,
wo(wy, — 1) = 0).

2. Encodings: For a term 7 in ¢p, we construct a field term (or collection of field terms) in
¢’ that represent the value of 7. For example, the Boolean w,, is represented as the field
element wj that is 0 or 1.

3. Operator rules: if t is an operator applied to some arguments, we can encode ¢ given
encodings of the arguments. For example, if  is x, @ w,, and x is encoded as x; and w,,
as wy, then 7 can be encoded as 1 — x{ — wy + 2x;wy.

4. Conversions: Some sorts can be represented by encodings of different kinds. If a term
has multiple possible encodings, the compiler may need to convert between them to
apply some operator rule. For example, we converted x, from an unsigned encoding to
a bit-wise encoding before handling an AND.

4 Architecture

In this section, we present our field-blaster architecture. To compile a predicate ¢ to a sys-
tem of field equations ¢’, our architecture processes each term ¢ in ¢ using a post-order
traversal. Informally, it represents each ¢ as an “encoding” in ¢': a term (or collection of
terms) over variables in ¢’. Each encoding is produced by a small algorithm called an
“encoding rule”.
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Below, we define the type of encodings Enc(Sect. 4.1), the five different types of encod-
ing rules (Sect. 4.2), and a calculus that iteratively applies these rules to compile all of ¢
(Sect. 4.3).

4.1 Encodings

Table 2 presents our tagged union type Encof possible term encodings. Each variant com-
prises the term being encoded, its tag (the encoding kind), and a sequence of field terms.
The encoding kinds are bit(a Boolean as 0/1), uint(a bit-vector as an unsigned integer),
bits(a bit-vector as a sequence of bits), and field(a field term trivially represented as a
field term). Each encoding has an intended semantics: a condition under which the encod-
ing is considered valid. For instance, a bitencoding of Boolean ¢ is valid if the field term f
is equal to ite(t, 1, 0).

4.2 Encoding rules

An encoding rule is an algorithm that takes and/or returns encodings, in order to represent
some part of the input predicate as field terms and equations.

4.2.1 Primitive operations

A rule can perform two primitive operations: creating new variables and emitting asser-
tions. In our pseudocode, the primitive function fresh(name,?,isInst) > Enc creates a
fresh variable. Argument isInstis a Boolean indicating whether the result x’ is an instance
variable (as opposed to a witness). Argument ¢ is a field term (over variables from ¢ and
previously defined primed variables) that expresses how to compute a value for x’. For
example, to create a field variable w' that represents Boolean witness variable w, a rule
can call fresh(w’, ite(w, 1,0), L). The compiler uses ¢ to help create the Ext, and Ext,, algo-
rithms. A rule asserts a formula 7’ (over primed variables) by calling assert(s’).

4.2.2 Rule Types

There are five types of rules: (1) Variable rules variable(t,isInst) — Enc take a variable
t and its instance/witness status and return an encoding of that variable made up of
fresh variables. (2) Constant rules const(#) — Enc take a constant term ¢ and produce an
encoding of ¢ comprising terms that depend only on ¢. Since ¢ is a constant, the terms
in the result e can be evaluated to field constants (see the calculus in Sect. 4.3).% The
construle cannot call freshor assert. (3) Equality rules assertEq(e, ¢’) take two encodings
of the same kind and emit assertions that equate the underlying terms. (4) Conversion
rules convert(e, kind') — Enc take an encoding and convert it to an encoding of a dif-
ferent kind. Conversions are only non-trivial for bit-vectors, which have two encoding
kinds: uintand bits. (5) Operator rules apply to terms ¢ of form o(t,...,t,). Each
operator rule takes ¢, o, and encodings of the child terms #; and returns an encoding of

8 Having const() return terms that depend on ¢ (rather than directly returning constants) is useful for con-
structing verification conditions for const.

@ Springer



Formal Methods in System Design (2025) 67:161-188 171

fn variable(t, isInst) — Enc:

if isInst: fn assertEq(e : Enc,e’ : Enc) :
t' « fresh(name(t) || ‘v, if kind(e) = bits:
>, dte(tfi] = 11, 2%,0), T) for ¢ in [0, size(terms(e)) — 1]:
return ¢, uint, ¢’ assert(terms(e)[i] ~ terms(e’)[i])
else: elif kind(e) = uint:
for ¢ in [0, size(sort(t)) — 1]: assert(terms(e)[0] ~ terms(e’)[0])
t; < fresh(name(t)|| 4,
ite(t[s] ~ 1;13,1,0), L) fn convert(e : Enc, kind’ : Kind) — Enc :
assert(t;(t; — 1) = 0) t + encoded _term(e)
return ¢,bits, 1o, . -+, toze(sort(t))—1 if kind(e) = bits and kind’ = uint:
return ¢,uint, » ., 2'terms(e)[4]
fn const(t) — Enc: elif kind(e) = uint and kind’ = bits:
for ¢ in [0, size(sort(¢)) — 1J: €’ « variable(t, 1)
t; « ite(t[d] ~ 1115, 1,0) assert(terms(e)[0] ~ Y, 2 terms(e’)[i])
return t,bits, tg, . . ., t;ize(sort(t)),l return e’

Fig.3 Pseudocode for some bit-vector rules. denotes string concatenation. variable’s implementation
depends on isInst: it uses a small uintencoding for instances, but it must bit-split witnesses to ensure they
have a value in {0, ..., 252¢®) — 1}, constbit-splits the constant it’s given, assertEqasserts unsigned or bit-
wise equality, and converteither does a bit-sum or bit-split.

“””

fn bvZeroExt(t,0: Op,e : Enc) : fn bvMulUint(¢,0: Op, €: [Enc]) :
if kind(e) = bits: w < size(sort(encoded _term(e[0])))
w < size(terms(e)) W « size(€) x w
for 4 in [0, w — 1]: assume W < |log, p|
t; < terms(e)[i] s' « T1, terms(e;)[0]
for ¢ in [0, 0.newBits — 1]: b+ ££2bv(W, s")
thyri < 0 for ¢ in [0,W — 1]
return ¢,bits, 0, .. ., tht o newBits—1 t; « fresh(i, ite(b[i], 1,0), L)
else: assert(t;(t; — 1) ~ 0)
return ¢, kind(e), terms(e) assert(s’ ~ Y1Vt 2it)
return ¢,bits,ty, ..., th,_1

Fig.4 Pseudocode for some bit-vector operator rules. bvZeroExt zero-extends a bit-vector; for bit-wise
encodings, it adds zero bits, and for unsigned encodings, it simply copies the original encoding. bvMulUint
multiplies bit-vectors, all assumed to be unsigned encodings. We show only the case where the multiplica-
tion cannot overflow in the field: in this case the rule performs the multiplication in the field, and bit-splits
the result to implement reduction modulo 2°. If field overflow is possible, the field-blaster uses associativity
to split the multiplication into smaller ones. If even a binary multiplication could overflow, the field-blaster
throws an error. The rules use ff2bv, which converts from a field element to a bit-vector (discussed in
Sect. 6.1).

t. Some operator rules require specific kinds of encodings; before using such an opera-
tor rule, our calculus (Sect. 4.3) calls the convert rule to ensure the input encodings are
the correct kind. Figure 3 gives pseudocode for the first four rule types, as applied to
bit-vectors. Figure 4 gives pseudocode for two bit-vector operator encoding rules. A
field-blaster uses many operator rules: in our case study (Sect. 6) there are 46.
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4.3 Calculus

We now give a non-deterministic calculus describing how our field-blaster applies rules
to compile a predicate ¢(x, w) into a system of field equations.

A calculus state is a tuple of three items: (E, A, F). The encoding store E is a (multi-)
map from terms to sets of encodings. The assertions formula A is a conjunction of
all field equations asserted via assert. The fresh variable definitions sequence F is a
sequence consisting of pairs, where each pair (v, ) matches a single call to fresh(v, 7, ...).

Figure 5 shows the transitions of our calculus. We denote the result of a rule as
A F',¢ < r(...), where A’ is a formula capturing any new assertions, F’ is a sequence
of pairs capturing any new variable definitions, and ¢’ is the rule’s return value. We may
omit one or more results if they are always absent for a particular rule. For encoding
store E, E U (¢ — ¢) denotes the store with e added to #’s encoding set.

There are five kinds of transitions. The Consttransition adds an encoding for a con-
stant term. The construle returns an encoding e whose terms depend on the constant
c; €' is a new encoding identical to e, except that each of its terms has been evaluated
to obtain a field constant. The Vartransition adds an encoding for a variable term. The
Convtransition takes a term that is already encoded and re-encodes it with a new encod-
ing kind. The kinds operator returns all legal values of kind (Table 2) for encodings of a
given sort. (That is, uintand bitsfor bit-vectors, bitfor Booleans, and fieldfor field
elements.) The Op, transition applies operator rule r. This transition is only possible if
r’s operator kind agrees with o, and if its input encoding kinds agree with e. The Finish
transition applies when ¢ has been encoded. It uses constand assertEqto build assertions
that hold when ¢ = T. Rather than producing a new calculus state, it returns the outputs
of the calculus: the assertions and the variable definitions.

To meet the requirements of the ZKP compiler, our calculus must return two exten-
sion function: Ext, and Ext,, (Sect. 2.3). Both can be constructed from the fresh variable
definitions F. One subtlety is that Ext, (x) (which assigns values to fresh instance varia-
bles) is a function of x only—it cannot depend on the witness variables of ¢p. We ensure

constant term c e <+ const(c) e’ < map(eval,e)
E:=FEU(c—¢€)

Const

variable term v A’ F’, e < variable(v, isInst(v))
E:=FEUWww—e), Ai=ANA, F:=F|F

Var

(t—e) ek kind € kinds(sort(¢)) A’ F' e’ « convert(e, kind)

C
E=EU(t¢), Ai=ANA, F=F|F onv
(ts > e) €ER t=o(t) A F' e < r(to,¢)
E=EU(tse), AmANA, F=F|F
(p—e)eE et < const(T) A’ F' < assertEq(e, eT) Firieh
inis

return (AN A", F | F')

Fig.5 The transition rules of our rewriting calculus.
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this by allowing fresh instance variables to only be created by the variablerule, and only
when it is called with isInst = T.

4.4 Implementation and Optimization
4.4.1 Policy

Our calculus is non-deterministic because in some situations, multiple transitions are appli-
cable. For instance, a conversion can apply at virtually any time. Some policy is needed to
decide which transitions to apply. The strategy that decides which transition to apply affects
field-blaster performance but not correctness.

Our implementation’s policy follows three rules. First, if an operator rule for an un-encoded
term can be applied (i.e., if the necessary input encoding types are available), then apply it.
Second, if only one rule matches the operator for an un-encoded term, then perform the neces-
sary conversions to meet the constraints on that rule’s input encoding types. Third, if multiple
rules match the operator of an un-encoded term, then call the choose function to determine
which rule to apply (and, which input encoding conversions to apply first).

We implement a function choose(t, E) — id that takes the current encoding store and the
term to encode, and returns an identifier for which operator rule to apply. chooseonly needs to
handle terms that can match multiple operator rules. In our field-blaster, the only ambiguity is
between different rules for encoding bit-vector extensions. There is one rule when the input is
bit-wise encoded and another when the input’s unsigned value is encoded. For brevity, Fig. 4
shows pseudocode for both rules in a single function: bvZeroExt.

4.4.2 Equality Assertions

As an optimization, our implemented field-blaster deviates slightly from our calculus as
described in Sect. 4.3. Essentially, it “pushes down” equality assertions. That is, for an input
predicate ¢ = A\(z; = 1) A \; b;, the field-blaster does not encode ¢. Instead, the field-blaster
encodes all #;, t,," and b; and then asserts that the encodings for each #; and t; are equal, and that
each b; = T. Since asserting equalities is often cheaper (i.e. uses fewer field multiplications)
than encoding their result, this is an optimization.

It is straightforward—but tedious— to modify the calculus and its proof of correctness to
show that this optimization yields a correct field-blaster. Thus, we do not treat this optimiza-
tion formally in this paper.

5 Verification conditions
In this section, we first define correctness for a ZKP compiler (Sect. 5.1). Then, we give veri-

fication conditions (VCs) for each type of encoding rule (Sect. 5.2). Finally, we show that if
these VCs hold, our calculus is a correct ZKP compiler (Sect. 5.3).

5.1 Correctness definition

Definition 1 (Correctness) A ZKP compiler Compile(¢p) — (¢, Ext,, Ext,,) is correct if it
is demonstrably complete and demonstrably sound.
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e Demonstrable completeness: For all x € dom(x), w € dom(w) such that dx,w) =T,
@' (Ext,(x), Ext, (x,w)) = T

® Demonstrable soundness: There exists an efficient algorithm Inv(x’,w') — w such that
for all x € dom(x), w € dom(w’) such that ¢’ (Ext,(x), w') = T,

H(x, Inv(Ext,(x),w')) = T

Demonstrable completeness (respectively, soundness) requires the existence of a wit-
ness for ¢’ (resp., ¢) when a witness exists for ¢ (resp., ¢’); this existence is demon-
strated by an efficient algorithm Ext, (resp., Inv) that computes the witness. While
one might imagine a requirement that Invuniquely inverts Ext, (something like,
Vx, VYw, Inv(Ext,(x), Ext, (x, w)) = w), this is not necessary for ZKP security (Thm. 2), so
we omit it, to be more general.

Correct ZKP compilers are important for two reasons. First, since sequential compo-
sition preserves correctness, one can prove a multi-pass compiler is correct pass-by-
pass. Figure 6 shows how two compilers Compile’ and Compile” can be composed into
Compose(Compile’, Compile”). The composition is provably correct:

Theorem 1 (Compiler Composition) If Compile’ and Compile”’ are correct, then the com-
piler Compose(Compile’, Compile”’) (Fig. 6) is correct.

Proof We argue demonstrable completeness and demonstrable soundness.
Demonstrable Completeness (Def. 1, Demonstrable Completeness). Fix x,w such that
¢(x,w) = T. Let X' = Ext/(x), w' = Ext/ (x,w), X" = Ext/(x"), and w" = Ext/'(x', w'). We

must show that ¢ (Ext,(x), Ext,,(x, w)) = T; substituting, we must show that
W =T 2
From the demonstrable correctness of Compile’, dx,w)=T implies that:
d W)y=T

From the demonstrable correctness of Compile”, this implies our goal (2).

Demonstrable Soundness (Def. 1, Demonstrable Soundness). Fix x,w' such that
@"(Ext,(x),w”) = T. Let Inv’ be the algorithm guaranteed to exist by the demonstrable
soundness of Compile’, and let Inv”’ be the algorithm guaranteed to exist by the demonstra-
ble soundness of Compile”. Further, let x' = Ext/(x), w' = Inv”(x', w”) and w = Inv/(x, w").

def Compose(Compile’, Compile”)(¢ € &) — (¢ € &”, Ext,, Exty):
¢', Extl,, Extl, + Compile’(¢)
¢, Extl, Ext, < Compile”(¢’)
def Exts(x): return Ext (Ext},(x))
def Exty, (x, w): return Extl, (Extl,(x), Ext,, (x, w))
return (¢, Exty, Exty)

Fig.6 The composition of compilers Compile’ and Compile”.

@ Springer



Formal Methods in System Design (2025) 67:161-188 175

Table 3 VCs related to encoding

- Property Condition
uniqueness

Valid encoding uniqueness (valid(e,t) A valid(e', 1)) — equal(e,e’)
Valid encoding uniqueness (valid(e, t) A valid(e,')) —» t = 1
fromTermcorrectness valid(fromTerm(t, kind), )

toTermcorrectness valid(e, toTerm(e))

Define Inv(x,w") = w; we must show that @(x, Inv(x,w”)) = T; substituting, we must
show that

b, w)=T 3)
By the demonstrable soundness of Compile”, ¢ (Ext,(x), w”) = T implies that
T = ¢ (Ext,(w), W) = §'(x', W)
By the demonstrable soundness of Compile’, this implies our goal (3). a

Second, a correct ZKP compiler from @ to @' is useful because it can be used to
generalize a ZKP for @’ to one for @. Stating this property precisely requires tools from
cryptography. We state it informally here, as Theorem 2.

Theorem 2 (ZKP Generalization) (informal) Given a correct ZKP compiler Compile from
@ to @' and a ZKP for @’, we can construct a ZKP for @.

Proof We state and prove this theorem properly in the full version [51, App. A], along with
the necessary cryptographic definitions.

Here, we sketch the idea.

Completeness follows from the demonstrable completeness of Compileand the com-
pleteness of the ZKP for @'.

For knowledge soundness, the knowledge soundness of the ZKP for @’ is used to extract
a valid w/, then Invis used to compute a valid w.

For zero-knowledge, it suffices that x’ depends only on x (via Ext,) and not on w. a

5.2 RuleVCs

Recall (Sect. 4) that our language manipulates encodings through five types of encoding
rules. We give verification conditions for each type of rule. Intuitively, these capture the
correctness of each rule in isolation. Next, we’ll show that they imply the correctness of
a ZKP compiler that follows our calculus.

Our VCs quantify over valid encodings. That is, they have the form: “for any
valid encoding e of term ¢, ...” We can quantify over an encoding e by making each
t; € terms(e) a fresh variable, and quantifying over the ¢,. Encoding validity is captured
by a predicate valid(e, t), which is defined to be the validity condition in Table 2. Each

@ Springer



176 Formal Methods in System Design (2025) 67:161-188

Table 4 VCs for encoding rules

Rule Property Condition
Operator Sound (A A N, valid(e;, 1,)) — valid(e', o(t))
e «r,e) Complete ((A\, valid(e;, 1,)) = (A A valid(e', o(t)))) [F]
Equality Sound (A AN, valid(e;, 1)) — (t; = 1,)
r_(e;,ey) Complete (((t) = 1) A N\, valid(e;, 1;)) > A)[F]
Conversion Sound (A Avalid(e, 1)) — valid(e', 1)
e —r_(e) Complete ((valid(e, )= (AA valid(e’,t)))[F]
Variable Sound (¢t € w) A — 3¢ . valid(e', 1)

Sound (¢ € x) (A - valid(¢', 1))[F,]
e «r,) Complete (A Avalid(e', 1)[F]
Constant - valid(e, t)
e« r.(1)

VC containing encoding variables e implicitly represents a conjunction of instances of
that VC, one for each possible tuple of kinds of e, which is fixed for each instance. If a
VC contains valid(e, t), the sort of ¢ is constrained to be compatible with kind(e). For a
kind and a sort to be compatible, they must occur in the same row of Table 2. We define
the equality predicate equal(e, ¢') as /\,; terms(e)[i] ~ terms(e’)[i].

Encoding Uniqueness First, we require the uniqueness of valid encodings, for any fixed
encoding kind. Table 3 shows the VCs that ensure this. Each row is a formula that must
be valid, for all compatible encodings and terms. The first two rows ensure that there is a
bijection from terms to their valid encodings (in the first row, we consider only instances
for which kind(e) = kind(¢’)). The function fromTerm(t,kind) — ¢ maps a term and an
encoding kind to a valid encoding of that kind, and the function toTerm(e) — t maps a valid
encoding to its encoded term. The third and fourth rows ensure that fromTermand toTerm
are correctly defined. We will use toTermin our proof of calculus soundness (Thm. 3) and
we will use fromTermto optimize VCs for faster verification (Sect. 6.1).

For an example of the valid, fromTerm, and toTermfunctions, consider a Boolean b
encoded as an encoding e with kind bitand whose termsconsist of a single field element
f. Validity is defined as valid(e, b) = f ~ ite(b, 1,0), toTerm(f) is defined as f =~ 1, and
fromTerm(b,bit)is (b, bit,ite(b, 1,0)).

VCs for encoding rules. Table 4 shows our VCs for the rules of Fig. 5. For each rule
application, A and F' denote, respectively, the assertions and the variable declarations gen-
erated when that rule is applied.” Now, we explain some of the VCs in detail.

First, consider a rule r, for operator o applied to inputs ¢, ..., t,. The rule takes input
encodings ey, ..., ¢, and returns an output ¢’. It is sound if the validity of its inputs and its
assertions imply the validity of its output. It is complete if the validity of its inputs implies
its assertions and the validity of its output, after substituting fresh variable definitions.

 As a warning, note that the completeness VC do not imply the soundness ones, because of the sub-
stitutions F. The completeness VCs have form (P — (A A Q))[F] and the soundness VCs have form
(P AA) = Q). As an example of how the first does not imply the second, let P and A be T, x be an integer
variable, Q be x = 0, and F assign x = 0. Then, (P — (A A Q))[F]reduces to T, which does not imply x = 0
(which is what soundness reduces to).
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Second, consider a variable rule. Its input is a variable term z, and it returns ¢/, a puta-
tive encoding thereof. Note that ¢’ does not actually contain z, though the substitutions in
F may bind the fresh variables of ¢’ to functions of z. For the rule to be sound when ¢ is a
witness variable (¢t € w), the assertions must imply that ¢’ is valid for some term . For the
rule to be sound when 7 is an instance variable (¢ € x), the assertions must imply that ¢’ is
valid for #, when the instance variables in ¢’ are replaced with their definition (F, denotes
F, restricted to its declarations of instance variables).'® For the variable rule to be complete
(for an instance or a witness), the assertions and the validity of ¢’ for # must follow from F.

Third, consider a constant rule. Its input is a constant term ¢, and it returns an encoding
e. Recall that the terms of e are always evaluated, yielding ¢’ which only contains constant
terms. Thus, correctness depends only on the fact that e is always a valid encoding of the
input ¢. This can be captured with a single VC.

5.3 A correct field-blasting calculus

Given rules that satisfy these verification conditions, we show that the calculus of Sect. 4.3
is a correct ZKP compiler.

Theorem 3 (Correctness) With rules that satisfy the conditions of Sect. 5.2, the calculus of
Sect. 4.3 is demonstrably complete and sound (Def. 1).

Proof We begin with a note on notation. Then, we prove demonstrable correctness. Then,
we prove demonstrable soundness.

Notation. If ¢(x) is a formula in variable x, and x is a value, by ¢[x — x] we denote ¢
with its variable x replaced with a constant term of value x. Note that for our theories of
interest (bit-vectors and prime fields), all values have a corresponding constant. When the
variable x and the value being substituted x are denoted with the same letter, we will abbre-
viate ¢[x — x] as ¢[x]. Finally, for a term ¢ which contains no variables, we denote the
fact that ¢ evaluates to z by ¢ | z. Thus, | denotes the evaluation relation for variable-free
terms and values. Evaluation for variable-free terms is unique because we allow interpreta-
tions to differ only in variables (Sect. 2.1).

Demonstrable soundness. Sketch. At a high level, we use toTerm to define Inv that
transforms a satisfying witness z’ for ¢’ into witness z for ¢p. Then, we induct on a trace
of the field-blaster’s execution to show that, under z, every encoding that the compiler
produces is valid. Then, a simple analysis of the final rule (equality assertion) shows that
<j3(z) = T. Now, we give the proof in full.

Let the compiler take ¢(x, w) as input and produce as output: ¢'(x’, w'), Ext,, and Ext,,.
Fix an instance x for ¢, and let x’ « Ext(x). Fix a w’ such that @', W) =T, and let
Z/ = (x’,w). Let 7 (the “trace”) be the sequence of transitions that the compiler takes. For
each witness variable w; € w, there is a transition in 7 that encodes w; as some ¢;. We define
a function Inv(z') — w. For variable w; € w, it outputs the evaluation of roTerm(e;)[z']. Let
w denote the output of Inv and let z = (x, w). It suffices to show that d2)=T.

10 The different soundness conditions for instance and witness variables play a key role in the proof of
Theorem 3. Essentially: since the condition for instances replaces variables with their definitions, the valid-
ity of the encodings of instance variables need not be explicitly enforced in A. This is why some constraints
could be omitted in our field-blasting example.®
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By inducting over 7, we will show that for each (1 » ¢) € E (where E is the final
encoding store in 7°), valid(e[Z'], [z]) { T. Initially, E is empty, so the property holds. We
have one inductive case for each transition rule (except equality).

Operator rules are our first inductive case. Consider a transition for operator o applied to
arguments t, with operator rule r: A’, F’, ¢’ « r(o, e). By the inductive hypothesis, we have
that for all 7, valid(e;[2'], #,(z]) § T. Furthermore, we have that A’[z'] { T. Operator sound-
ness requires that (A A \\; valid(e;, t,)) — valid(e', o(t)) is valid (i.e., holds for all values of
variables). Then, instantiation and evaluation give the desired result:

AA /\ valid(e;, 1;)) — valid(¢’, o(t)) is valid  (operator soundness)
AN /\ valid(e;, t,)) — valid(e', o(t))[z,2'] I T(inst&eval)
A[ZT1A /\ valid(e;[2'],t,[z])) = valid(e'[Z'], o(t)[z]) U T(move subs to vars)

(TA /\ T) = valid(e'[Z'], o(t)[z]) | T(eval)

valid(e'[Z'], o(t)[z]) ¥ T(eval)

Variables are our second inductive case. For a witness variable w;, encoded as e;, the value
of w; in w is that of foTerm(e;)[z']. So, we must show that valid(e,[z'], toTerm(e))[z'])  T.
Variable soundness (for witnesses) implies that there exists a term constant ¢ of value t
such that valid(e;[z'],t) § T. Instantiating the correctness of toTerm, we have that
valid(e;[2'], toTerm(e;[2'])) { T. Instantiating the uniqueness of valid encodings, the valid-
ity of two different terms for the same encoding implies that the terms are equal, i.e.,
t = toTerm(e;[2']) U T, so toTerm(e;[z']) J t. Using this equivalence, we eliminate ¢ from
our previous valid term, giving that valid(e;[2'], toTerm(e;[z'])) U T, which is the desired
conclusion.

For an instance variable x;, encoded as e; with definitions F’, 7 — z’ agrees with F’ on
the instance variables of F’. Thus, instantiating variable soundness (for instances) gives
valid(e;[2'],x;[z]) U T, which is what we need.

The recursive cases for constants and conversions hold mutatis mutandis. These cases
complete the induction.

Now, consider the final transition in 7. By construction, it is an equality transition:
er < const(T); A',F’ « assertEq(er, ed,). By the constant completeness condition,
valid(e+, T) § T. By induction, we have valid(e¢[z’ 1,¢[z]) ¥ T. Through instantiating
equality soundness, substituting, and evaluating, we find:

(A Avalid(ey, ) Avalid(er, T)) = ¢ =T is valid (eq. sound)
((A Avalid(ey, p) A valid(er, T)) — ¢ = T)lz, 2’1 U T(inst&eval)
(A[Z'T A valid(e¢[z'], Plz]) Avalid(e[2'], T)) = ¢lz] = T) U T(move subs)
(TATAT)= @lz] =T) § T(eval)
Pz 4 T (eval)
This is exactly what we sought to show. Thus, our compiler is demonstrably sound.

Demonstrable completeness. Sketch. At a high level, we consider the substitutions
F and a satisfying witness z for ¢p. We induct on a trace of the field-blaster’s execution to
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show that, under F and z, every encoding that the compiler produces is valid, and that all
assertions are satisfied. Now, we give the proof in full.

Let the compiler take ¢(x,w) as input and produce as output: ¢'(x',w’), Ext,
and Ext,. Fix x and w such that ¢(x,w) =T. Let z < (x,w). We must show that for
7' « (Ext.(x), Ext,(2)), ¢'[z'] ¥ T. Again, let 7 be the compiler’s transition sequence. Let
A be the final assertion set and let F' be the final sequence of fresh variable definitions. It
suffices to show that A[F][z] = T, since the substitutions z’ are equivalent to the substitu-
tion sequence defined by F and z, because of z’s definition in terms of the Ext, and Ext
functions.

We proceed by induction on 7. Our inductive hypothesis is that after each transition,
A[F][z] ¥ T and for each (¢t = e) € E, valid(e[F], t)[z] § T.Initially, A and E are empty, so
this holds. There is one inductive case for each transition type (except equality). The transi-
tion begins with the calculus in state (E, A, F). It might create new constraints A’, new defi-
nitions F’, and a new encoding ¢ for some term ¢. It suffices to show that A'[F][F'][z] J T
and that valid(e[F][F'],H)[z] U T.

First, consider a transition for operator o applied to arguments t, with operator rule r:
A',F',e' < r(o,e). The inductive hypothesis gives that for all i, valid(e;[F],,)[z]  T. We
instantiate operator completeness and proceed:

W

((/\ valid(e;, 1,)) — (A’ Avalid(e',1))[F'] is valid(op completeness)
((/\ valid(e;, 1,)) — (A’ Avalid(e',0)))[F,F',z] § T(inst&eval)
((/\ valid(e;[F1,t)[z]) = (A'[FI[F'1 A valid(€' [F1[F'1, )[z]) ¥ T(move subs)

((/\ T) = A'[FI[F'] Avalid(e'[F1[F'],0)[z]) ¥ T(eval)

A'[F1[F'1[z] A valid(e'[F1[F'], t)[z] 4 T(eval)

which is what we sought to show.

Second, consider a transition for variable z;. Variable completeness states that the con-
junction (A’ A valid(¢’, z;))[F'] holds for all values of z;; thus it evaluates to T under z, as
desired.

The inductive cases for conversion rules and constant rules also hold, mutatis mutandis.
These cases complete the induction.

Finally, consider the calculus’s final equality transition: e < const(T);
A',F' « assertEq(er, ed,). By constant completeness, et | T. Moreover, ¢[z] | T. By the
inductive hypothesis, valid(ey[F], ¢)[z] § T. We instantiate equality completeness and
proceed:

((¢p =T Avalid(ey, §) A valid(er,T)) = A")[F'] is valid(eq. complete)
(¢ =T Avalid(ey, §) Avalid(er,T)) = A)F, F',z] | T(sub&eval)
(plz] =T A valid(e¢ [F], )[z] Avalid(e, T)) = A'[F1[F'1[z]) ¥ T(move subs)
(T=TATAT) = A[FI[F'1[z]) I T(eval)
A'[FI[F'1[z]) ¥ T(eval)

That is exactly what we sought to show. Thus, our compiler is demonstrably complete.
O
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6 Case study: a verifiable field-blaster for CirC

We implemented and partially verified a field-blaster for CirC [47]. Our implementation
is based on a refactoring of CirC’s original field-blaster to conform to our encoding rules
(Sect. 4.2) and consists of ~850 lines of code (LOC).'! As described below, we have (par-
tially) verified our encoding rules, but trust our calculus (Sect. 4.3, %150 LOC) and our
flattening implementations (Fig. 2, %160 LOC).

While porting rules, we found 4 bugs in CirC’s original field-blaster (see Sect. 6.3),
including a severe soundness bug. Given a ZKP compiled with CirC, the bug allowed a
prover to incorrectly compare bit-vectors. The prover, for example, could claim that the
unsigned value of 0010 is greater than or less than that of 0001. A patch to fix all 4 bugs
(in the original field-blaster) has been upstreamed, and we are in the process of upstream-
ing our new field-blaster implementation into CirC.

6.1 Verification evaluation

Our implementation constructs the VCs from Sect. 5.2 and emits them as SMT-LIB
(extended with a theory of finite fields [48]). We verify them with cvc5, because it can
solve formulas over bit-vectors and prime fields [48]. The verification is partial in that it
is bounded in two ways. We set b € N to be the maximum bit-width of any bit-vector and
a € N to be the maximum number of arguments to any n-ary operator. In our evaluation,
we used a = 4 and b = 4. These bounds are small, but they were sufficient to find the bugs
mentioned above.

Optimizing completeness VCs Generally, cvc5 verifies soundness VCs more quickly
than completeness VCs. This is surprising at first glance. To see why, consider the sound-
ness (S) and completeness (C) conditions for a conversion rule from e to ¢’ that generates
assertions A and definitions F:

S 2 (A Avalid(e, 1)) — valid(e',t)  C 2 (valid(e,t) = (A Avalid(e', 1)))[F]

In both, 7 is a variable, e contains variables, and there are variables in ¢’ and A that are
defined by F. In C, though, some variables are replaced by their definitions in F—which
makes the number of variables (and thus the search space)—seem smaller for C than S.
Yet, cvc5 is slower on C.

The problem is that, while the field operations in A are standard (e.g., +, X, and =), the
definitions in F use a CirC-IR operator that (once embedded into SMT-LIB) is hard for
cvc5 to reason about. That operator, (ff2bv b), takes a prime field element x and returns a
bit-vector v. If x’s integer representative is less than 2%, then v’s unsigned value is equal to
x; otherwise, v is zero.

The ff2bv operator is trivial to evaluate but hard to embed. cve5’s SMT-LIB extension
for prime fields only supports +, X and =, so no operator can directly relate x to v. Instead,
we encode the relationship through b Booleans that represent the bits of v. To test whether
x < 2°, we use the polynomial f(x) = Hl,zigl(x — i), which is zero only on [0,2” — 1]. The
bit-splitting essentially forces cvc5 to guess v’s value; further, f's high degree slows down
the Grobner basis computations that form the foundation of cvc5’s field solver.

T Our implementation is in Rust, as is CirC.
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Fig.8 How average VC verification time depends on operator arity a. Includes only VCs that are verified

by the pertinent solver at arity 4

Table5 VCs verified by different

solvers.‘uniq’ denotes the VCs of Type Prop VGs Verified Unver

Table 3; others are from Table 4 oves Exhaust Either
const - 6 5 0
conv C 8 8 0
conv S 8 4 0
€q C 10 10 9 10 0
eq S 10 10 9 10 0
op C 259 247 247 259 0
op S 263 259 126 259 4
unip - 40 40 0 40 0
var C 12 12 10 12 0
var S 6 6 0 6 0

‘C’ denotes completeness; ‘S’: soundness
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Table 6 The performance

Metri ifi Verifi
of CirC with the verified etrie Unverified erified
and u.nverlﬁed field-blaster. Time(s) 2797 25.05
Metrics are summed over the

61 functions in the Z# standard Mem. (GB) 6.56 6.42
library Constraints 559,445 559,445

To optimize verification of the completeness VCs, we reason about CirC-IR directly.
First, we use the uniqueness of valid encodings and the fromTerm function. Since the VC
assumes valid(e, t), we know e is equal to fromTerm(t,kind(e)). We use this equality to
eliminate e from the completeness VC, leaving:

(A Avalid(e', 1))[Flle — fromTerm(t, kind(e))]

Since F defines all variables in A and ¢/, the only variable after substitution is z. So, when ¢
is a Boolean or small bit-vector, an exhaustive search is very effective!?; we implemented
such a solver in 56 LOC, using CirC’s IR as a library.

For soundness VCs, this approach is less effective. The fromTermsubstitution still
applies, but if F introduces fresh field variables, they are not eliminated and thus, the final
formula contains field variables, so exhaustion is infeasible.

Verification results We ran our VC verification on machines with Intel Xeon E5-2637 v4
CPUs." Each attempt is limited to one physical core, §GB memory, and 30 min. Table 5
shows the number of VCs verified by cvc5 and our exhaustive solver. As expected, the
exhaustive solver is effective on completeness VCs for Boolean and bit-vector rules, but
ineffective on soundness VCs for rules that introduce fresh field variables. There are four
VCs that neither solver verifies within 30 min: bvadd with (b =4, a = 4), and bvmul
with (b =3, a=4) and (b =4, a > 3). Most other VCs verify instantly. Now, we analyze
how VC verification time depends on a and b.

In Fig. 7a, we show how VC verification time scales with the bit-width b of the rule that
the VC models. Each data point is the average solve time at a particular bit-width over all
VC operator rules that the solver verifies at bit-width 4. We see that cvc5’s run time grows
substantially with the bit-size. The exhaustive solver is far faster on average (though it veri-
fies only completeness VCs). Figure 7b shows the same data with a logarithmic time scale.
Both solvers appear to take time exponential in the bit-width.

In Fig. 8a, we show how VC verification time grows with the arity a of the operator
that the VC is written for. As before, we include only VCs that the solver verifies at arity 4.
Note that this excludes binary operators and ternary operators like if-then-else. The trend
is similar to that observed with bit-width: solver runtime grows quickly with the arity. Fig-
ure 8b shows the same data with a logarithmic scale.

6.2 Performance and output quality evaluation
We compare CirC with our field-baster (“Verified”) against CirC with its original field-

blaster (“Unverified”)'* on three metrics: compiler runtime, memory usage, and the final
RICS constraint count. Our benchmark set is the standard library for CirC’s Z# input

12/ S0 long as the exhaustive solver reasons directly about all CirC-IR operators.
13 We omit the completeness VCs for ff2bv
4 After fixing the bugs we found. See Sect. 6.3.
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Seconds Memory (kB) Constraint
File Ver. Unver. Ver. Unver. Ver. Unver. Rules
ecc/edwardsAdd.zok 0.00 0.00 7048 6960 17 17 30
ecc/edwardsCompress.zok 0.09 0.09 21604 21636 511 511 772
ecc/edwardsNegate.zok 0.00 0.00 6792 6840 2 2 7
ecc/edwardsOnCurve.zok 0.00 0.00 6848 6884 6 6 16
ecc/edwardsOrderCheck.zok 0.01 0.00 7304 8988 57 57 72
ecc/edwardsScalarMult.zok 0.55 0.62 127064 100748 9206 9206 10496
ecc/proofOfOwnership.zok 0.57 0.49 126428 100832 9392 9392 10419
EMBED.zok 0.00 0.00 6872 7056 1 1 3
field.zok 0.00 0.00 6760 6940 1 1 3
hashes/mimc7,/mimc7R20.zok 0.01 0.01 7840 8052 80 80 124
hashes/mimcSponge/mimcFeistel.zok 0.15 0.17 20080 20004 662 662 1325
hashes/pedersen/512bitBool.zok 0.54 1.14 48664 48672 3573 3573 8617
hashes/pedersen/512bit.zok 0.59 0.55 52540 52744 4083 4083 8424
hashes/sha256/1024bitPadded.zok 3.96 4.59 750852 841956 84727 84727 49749
hashes/sha256/1024bit.zok 2.55 2.99 546200 550216 57382 57382 33242
hashes/sha256/1536bit.zok 3.93 4.78 772816 863696 86253 86253 49953
hashes/sha256 /256bitPadded.zok 1.20 1.36 276076 273748 27645 27645 16442
hashes/sha256/512bitPacked.zok 2.65 3.03 551276 541852 55897 55897 34692
hashes/sha256/512bitPadded.zok 2.45 2.85 550252 542844 55856 55856 33036
hashes/sha256/512bit.zok 1.25 1.50 281908 277880 28505 28505 16523
hashes/sha256 /embed /IVconstants.zok  0.01 0.02 9068 8804 256 256 514
hashes/sha256 /shaRound.zok 1.21 1.55 283432 281228 29057 29057 16879
hashes/utils/256bitsDirectionHelper.zok  0.00 0.00 7456 7188 16 16 65
utils/casts/bool 128 to_u32_4.zok 0.03 0.04 21616 21612 4 4 272
utils/casts/bool 256 to_ u32_8.zok 0.05 0.07 21620 21632 8 8 544
utils/casts/field _to ul6.zok 0.03 0.02 21604 21604 17 17 38
utils/casts/field_to_u32.zok 0.02 0.03 21604 21548 33 33 70
utils/casts/field _to u64.zok 0.03 0.03 21604 21628 66 66 134
utils/casts/field _to u8.zok 0.02 0.02 21600 21600 9 9 22
utils/casts/ul6_from bits.zok 0.00 0.00 7144 6824 1 1 4
utils/casts/ul6_to bits.zok 0.00 0.00 7144 7056 17 17 50
utils /casts/ul6_to_ field.zok 0.00 0.00 7112 7108 1 1 3
utils/casts/ul6é_to_u32.zok 0.00 0.00 8720 6632 1 1 4
utils/casts/ul6_to u64.zok 0.00 0.00 8356 6796 1 1 4
utils/casts/u32_4 _to_bool 128.zok 0.06 0.05 21572 21572 132 132 392
utils/casts/u32_8 to_bool 256.zok 0.06 0.08 21620 21620 264 264 784
utils/casts/u32 from bits.zok 0.01 0.00 6988 6960 1 1 4
utils/casts/u32_to_ bits.zok 0.00 0.00 7580 6956 33 33 98
utils/casts/u32_to_field.zok 0.00 0.00 6952 6776 1 1 3
utils/casts/u32 to u64.zok 0.00 0.00 7184 6976 1 1 4
utils/casts/u64_from _bits.zok 0.00 0.00 7152 7208 1 1 4
utils/casts/u64_to_bits.zok 0.01 0.00 8160 7704 65 65 194
utils/casts/u64 _to field.zok 0.00 0.00 6996 8680 1 1 3
utils/casts/u8 _from _ bits.zok 0.00 0.00 6584 6876 1 1 4
utils/casts/u8 to_ bits.zok 0.00 0.00 7080 7064 8 8 17
utils/casts/u8 to_field.zok 0.00 0.00 8796 6932 1 1 3
utils/casts/u8 to_ul6.zok 0.00 0.00 6984 8708 1 1 4
utils/casts/u8 to u32.zok 0.00 0.00 7064 6700 1 1 4
utils/casts/u8_to_u64.zok 0.00 0.00 6796 6704 1 1 4
utils/multiplexer/lookup1bit.zok 0.00 0.00 6708 8416 1 1 6
utils/multiplexer/lookup2bit.zok 0.00 0.00 7044 7080 3 3 20
utils/multiplexer/lookup3bitSigned.zok  0.00 0.00 9100 6788 4 4 26
utils/pack/bool/nonStrictUnpack256.zok 0.06 0.06 21612 21552 257 257 769
utils/pack/bool /pack128.zok 0.06 0.03 21544 21632 1 1 388
utils/pack/bool/pack256.zok 0.06 0.07 21612 21556 1 1 772
utils/pack/bool /unpack128.zok 0.06 0.06 21604 21660 129 129 386
utils/pack/u32/nonStrictUnpack256.zok  0.08 0.11 21616 21604 255 255 543
utils/pack/u32/pack128.zok 0.12 0.10 21620 21628 129 129 396
utils/pack/u32/pack256.zok 0.06 0.07 21640 21604 257 257 788
utils/pack/u32/unpack128.zok 0.10 0.10 21632 21628 129 129 274

Fig.9 Compile time, memory usage, and constraint count for all standard library functions.

language (which extends ZoKrates [17, 70] v0.6.2). Our testbed runs Linux with 32GB

memory and an AMD Ryzen 2700.
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Table 6 shows the total compile time and compiler memory usage of CirC with the veri-
fied and unverified field-blaster. These metrics are summed over the entire set of bench-
mark programs. There is no difference in constraints, but the verified field-blaster slightly
improves compiler performance: — 8% time and — 2% memory.

We think that the small performance improvement is unrelated to the fact that the new
field-blaster is verified. The difference is in a downstream compiler pass—the R1CS opti-
mizer. We believe the cause of the difference is in how our field-blaster represents bit-con-
straints. A bit-constraint for variable x € F is an equation that ensures that x € {0,1} C F.
Field-blasters emit many bit-constraints, for instance when converting a bit-vector from an
unsigned integer encoding to a bitwise encoding. The previous field-blaster emitted bit-
constraints of form x X x = x. (Observe that this polynomial’s roots are exactly {0, 1}.) Our
field-blaster emits bit-constraints of form x X (x — 1) = 0. This constraint encodes the same
polynomial, but with one fewer variable occurrence. It appears that the R1CS optimizer
maintains an index over variable occurrences, and that this index performs slightly better (in
both time and space) when there are fewer occurrences.

In Fig. 9, we show compiler runtime, memory usage, and final constraint count for
every function in the Z# standard library, with and without the verified field-blaster. We
also show the number of encoding rules applied in the verified field-blaster; this is gener-
ally similar to the final number of constraints. The number of constraints is always exactly
equal. The slight improvement in compiler runtime and memory usage seems well dis-
tributed across most non-trivial benchmarks. The benchmarks where the verified blaster
is sometimes slower are those based on elliptic-curve cryptography (e.g., twisted Edwards
curve arithmetic [8] and the Pedersen hash function). Note that these circuits include few
bit-constraints relative to the overall number of constraints. The number of rule applica-
tions (in the verified blaster) varies widely, but is correlated with the number of constraints.

6.3 Bugs found in the CirC field-blaster

In this subsection, we explain the four bugs we found in CirC’s field-blaster. We found
these bugs by observing VC violations while porting operator rules from CirC’s field-
blaster to our verifiable field-blaster.

Incompleteness: finite field reciprocal CirC-IR includes a finite field reciprocal operator:
z < 1/y. In the IR evaluator, if y is zero, then z is set to be zero. However, the field-blaster
emits the equation zy = 1; this is unsatisfiable for y = 0. This is an incompleteness bug: it
makes the whole output predicate unsatisfiable. The completeness VC for the finite-field
division rules catches this bug.

One change would be to emit zyy = y. This fixes completeness: now if y is non-zero,
then z = x/y is a solution for any x. But, it compromises soundness: now if y = 0, any (z, x)
pair is a solution.

Our actual fix is to emitay = 1 — ¢t Aty = 0 A ta = 0 In this system ¢ is zero if z is zero
and one otherwise. And, a is the inverse of y if y is non-zero and O otherwise. Complete-
ness is easy to check. For soundness, observe that if y is non-zero, then the second equation
forces t = 0, and then a must be the inverse of y (first equation). On the other hand, if y is
zero, then 7 is 1 (first equation), so a is zero (last equation).

Incompleteness: bit-shifts CirC-IR includes bit-vector shifts (left shift, arithmetic
right shift, and logical right shift). Following SMT-LIB, overshifting should saturate:
i.e., shifting a length-b bit-vector by > b bits should be equivalent to shifting by b — 1
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fn bvUgeBuggy(ts,ty,x : Enc,y : Enc) : fn bvUgeCorrect(ty,ty,x : Enc,y : Enc) :

kind(z) = uint A kind(y) = uint kind(z) = uint A kind(y) = uint

b < size(sort(tz)) b < size(sort(tz))

A+—z—y A« bvUezt(x,1) — bvUezt(y, 1)

A’ + terms(z) — terms(y) for ¢ in [0, b]:

for ¢ in [0,b — 1]: Aj « fresh(i, ite(A[i],1,0), 1)
Af + fresh(i, ite(Ali], 1,0), L) assert(A%(A; — 1) = 0)
assert(A;(A; — 1) = 0) assert(A’ ~ —20 A + 3071 27 A)

return ffEq(4’, Zf;é 21 AL return (bit,1 — A})

Fig. 10 Pseudocode for buggy and correct bit-vector unsigned >. All sub-routines have been inlined, except
ffEQ which produces a boolean bitencoding of whether the inputs are equal, as field elements.

bits. However, the field-blaster required the shift amount to be less than b. This is an
incompleteness bug, and it is caught by the completeness VCs for the shift rules.

The fix for this bug is relatively straightforward. The idea is to simply add a test for
overshifting. That is, we field-blast x > y as ite(x > b,b—1,b) > y, and
likewise for the other shift operators.

Non-determinism: unsigned bit-vector division CirC-IR includes unsigned bit-vector
division: z < x/y. Following SMT-LIB, when y = 0, the value of z should be 2° — 1.
However, when y = 0, the field-blaster emits equations that allow z to have any value in
{0, ...,2° — 1}. The soundness VC for the unsigned bit-vector division rule catches this
bug. Fixing is again fairly straightforward, through a special-case for when y = 0.

Unsoundness: bit-vector comparisons CirC-IR includes operators for signed and
unsigned bit-vector comparisons: z « x 4 y. For example, signed > and unsigned <.
For all these operators, the field-blaster uses a utility that computes A = x — y (the dif-
ference of signed values) and tests whether 4 > 0. This test reduces to testing whether
A “fits in b unsigned bits”. To test this, the field-blaster emits bit-constrained fresh vari-
ables 4, ..., 4,_; and tests A = Y. 2'A,. This approach is unsound: while the 4; variables
are supposed to be set to the bits of 4 (if it is non-negative), this is not ensured. By set-
ting the bits to the wrong decomposition, the equality doesn’t hold, even if 0 < 4 < 2°.
In the context of a ZKP, this allows a malicious prover to equivocate about whether
x >y. We first caught this bug with the soundness VC for the operator rule for signed
bit-vector >. However, the subroutine “fits in bits” is also used in all bit-vector compari-
sons, as well as division and remainder.

To fix the bug, observe that A always fits in b + 1 signed bits. After enforcing (not
testing!) the signed bit decomposition, the sign bit indicates whether 4 > 0. In Fig. 10,
we show the buggy rule and the correct rule.

Significance In most applications of ZKPs, safety properties (e.g., the solvency of
an exchange) depend on soundness, while liveness properties (e.g., whether a specific
transaction completes) depend on completeness. Thus, the soundness bugs are more
serious. The bug in unsigned division only affects predicates that assume SMT-LIB
semantics for division by zero. The comparison bug is much more serious: it affects any
predicate that compares or divides bit-vectors.

Impact For each bug, we submitted a report and a patch to CirC’s existing field-blaster.
All of these patches have been upstreamed. We are still considering whether to upstream
the verifiable field-blaster itself.

complete incomplete
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7 Discussion

In this work, we present the first automatically verifiable field-blaster. We view the field-
blaster as a set of rules; if some (automatically verifiable) conditions hold for each rule,
then the field-blaster is correct. We implemented a performant and partially verified field-
blaster for CirC, finding 4 bugs along the way.

Our approach has limitations. First, we require the field-blaster to be written as a set of
encoding rules. Second, we only verify our rules for bit-vectors of bounded size and opera-
tors of bounded arity. Third, we assume that each rule is a pure function: for example, it
doesn’t return different results depending on the time. Future work might avoid the last two
limitations through bit-width-independent reasoning [43, 44, 69] and a DSL (and compiler)
for encoding rules. It would also be interesting to extend our approach to: a ZKP with a
non-prime field [7, 14], a compiler IR with partial or non-deterministic semantics, or a
compiler with correctness that depends on computational assumptions.
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