Reachabl&tate Spaceof
DistributedDeadlak Avoidancéd’rotocols

CESARSANCHEZ and HENNY B. SIPMA
Stanfad Universiy

We present a family of e cien t distributed deadlock avoidance algorithms with applications to
distributed real-time and embedded systems (DREs), which subsumespreviously known solutions
as special instances. Then we usethis family to study the reachable set of states and the allocation
sequencesallowed by the dieren t proto cols. This result enables a new proof method for showing
freedom from deadlock of variations of deadlock avoidance proto cols.

Distributed deadlock avoidance is a hard problem and general solutions are considered im-
practical due to the high communication overhead. In previous work, however, we showed that
practical solutions exist when all possible sequencesof resource requests are known a priori in the
form of call graphs; in this case,proto cols can be constructed that perform saferesource allocation
based on local data only, that is, no communication between components is required. The most
basic algorithm Basic-P , performs only one operation per request using one counter per site. The
proto col Live-P , which also guarantees livenessglobally, needsto performs a logarithmic number
of operations per request, using a linear number of counters in each site (in terms of the total
ammount of resources). The family of algorithms that we intro duce here, called k-Efficient-P |
subsumes these as special cases. This family allows us to compare the proto cols according to the
set of reachable states and their legal allocation sequences.We prove that, even though the more
lib eral algorithms allow more concurrency, all algorithms can reach the same set of states. We
capture this set of states as a network invariant.

Categories and Subject Descriptors: D.4.1 [Soft ware]: Operating Systems| Process manage-
ment; D.1.3 [Soft ware ]: Programming Tedhniques| Concurr ent programming

General Terms: Theory, Reliabilit y, Algorithms
Additional Key Words and Phrases: Scheduling, Deadlock Avoidance, Distributed Algorithms

1. INTRODUCTION

Computations in distributed systemsoften involve a distribution of method calls
over multiple sites. At ead site these computations needresources for examplein
the form of threads, to proceed. With multiple processesstarting and running at
di erent sites, and a limited number of threads at ead site, deadlock may arise.
Traditionally three methods are usedto dealwith deadlock: deadlock prevertion,
deadlock avoidance, and deadlock detection. In deadlock prevention a deadlock
state is made unreadhable by violating one of the necessaryconditions for dead-
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2 C. Sanchezand H. B. Sipma

lock. For example,imposinga xed order in which resourcesare acquired, such as
in \monotone locking" [Birrell 1989, violates the condition for a cyclic dependency
among resources. This strategy, however, imposessome burden on the program-
mer, and|often amoreimportant concernin embeddedsystems|can substartially

reduce performance, by arti cially limiting concurrency With deadlock detection

methods deadlock states may occur, but are upon detection resolved by, for exam-
ple, roll-back of transactions. This approad is commonin databases.In embedded
systems, however, this is usually not an option, especially in systemsinteracting

with physical devices.

Deadlock avoidane methods take a middle route. At runtime a protocol is used
to decide whether a request for resourcesis granted based on current resource
availability and possible future requestsof processesin the system. A resource
is granted only if it is safe that is, if all processesstill have a strategy to com-
plete. To make this test feasable,processeghat enter the system must inform the
protocol about their expected resourceusage. The best known algorithm follow-
ing this strategy is Dijkstra's Banker's algorithm [Dijkstra 1965 Habermann 1969
Havender 1968 Stallings 1998 [Silbersdhatz et al. 2003, where a processupon cre-
ation reports the maximum number of resourcesof ead type that it can request
during its execution. This information is usedto decidewhether to grant resource
requests. When resourcesare distributed acrossmultiple sites, however, deadlock
avoidanceis harder, becausehe di erent sitesmay haveto consult ead other to de-
termine whether a particular allocation is safe. Becauseof this needfor distributed
agreemen, a generalsolution to distributed deadlock avoidanceis consideredim-
practical [Singhal and Shivaratri 1994; the communication costs involved simply
outweigh the bene ts gained from deadlock avoidance over deadlock prevertion.

In this paper we study a distributed deadlock avoidance algorithm that does
not require any communication betweensites. The algorithm is applicable to dis-
tributed systemsin which processegerform method invocations at di erent sites
and lock local resources(threads) until all remote calls have returned. In particu-
lar, if the chain of remote calls arrivesbadk to a site previously visited, then a new
resourceis needed. This model arises, for example, in distributed real-time and
embedded (DRE) architectures that usethe WaitOnConnection policy for nested
up-calls [Schmidt 1998 [Schmidt et al. 200Q [Subramonian et al. 2004].

The algorithm's ability to provide deadlock avoidanceusing only operations over
local data is made possibleby providing the protocol with additional information
about resourceusagein the form of call graphsthat represen all possiblesequences
of remote invocations. In DRE systems,this information can usually be extracted
from the componert speci cations or from the sourcecode directly by static analy-
sis. In [Sanchez et al. 2005 'Sanchez et al. 2006 Sanchez et al. 200§ we preseried
a rst versionof such a deadlock avoidancealgorithm basedon an annotated global
call graph and showved that the conditions imposedon theseannotations weretight:

a violation could lead to deadlock.

The rest of this documert is structured as follows. Section 2 introduces the
computational model and the necessarynotation and shows why deadlocks can be
reachable if no allocation manageris used. Section[3| presers a network invariant
that deadlock avoidance algorithms maintain, restatesthe previously known pro-
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ReachableState Spacesof Distributed Deadlock AvoidanceProtocols 3

tocols in terms of this invariants. This generalization allows the de nition of the
family of protocols k-Efficient-P . Sections[4] and [5] compare the di erent algo-
rithms accordingthe global sequence®f legal allocations they allow, and the set of
global states they can reach. Finally, Section[6] explains a new proof technique for
correctnessof deadlock avoidance schemasderived from the results in this paper,
sketches someopen problems and the conclusions.

2. COMPUTATIONAL MODEL

To study deadlock avoidanceprotocolswe view a distributed systemasa set of sites
that perform computations and a set of call graphsthat describe how and at which
site these computations are to be performed. The resourceswe consider are the
threads. In classicaloperating systemsterminology, the resourcesare guarded by
courting semaphores.The call graphsprovide a static represenation of all possible
resourceusagepatterns.

Formally, a distributed systemis modeledby atuple S : hR;G consisting of

| R: fry;:::;rigj g, a setof sites, and

Each call graph G isa nite tree hV;;! i whereead noden:r represerts a method
that runs in site r. We also say that node n residesin site r. If two nodesreside
in the samesite we write N g m. An edgefrom n:r to m:s denotesthat method
n, in the courseof its execution may invoke method m in site s. We assumethat

every pair of call ggaphs isdisjoint: &/ \ V; = ? and! ;\ I ;= ? whenewri6 j.
WealsouseV for Vi and! for ;! ;,andcall (V;! ) the call graph of system
S.

We assumethat ead site hasa xed number of pre-allocated resources.Although
in many modern operating systemsthreads can be spavned dynamically, it is com-
mon in real-time systemsto bound resources. Many DRE systemspre-allocate a
xed setsof threadsto avoid the relatively large and variable cost of thread creation
and initialization. Each site r stores a set of local variables V, that includes the
constart T, 1 denoting the number of resourcespresen in r, and a variable t,
that represens the number of available resources.Initially , t, = T;.

The executionof a systemconsistsof processesywhich canbe createddynamically,
executing computations that only perform remote calls according to the edgesin
the call graph. When a new processis spavned it announcesthe call graph node
whoseoutgoing paths describe the remove calls that the processwill perform. All
invocations to a call graph node require a new resourcein the corresponding site,
while call returns releasethe resource.

We imposeno restriction on the topology of the call graph or on the number of
processinstances, and thus deadlocks can be readhed if all requestsfor resources
are immediately granted.

Example 2.1. Consider a systemwith two sites R = fr;sg, a call graph with

four nodesV = fni;ny;my;myg, and edgesp: n—p2 s and my_s—m. n. If

sites s and r each handle exactly one resource (T, = Ts = 1) and two processesare
created, onein n; and onein my, no more resourcesare availableafter each process
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4 C. Sanchezand H. B. Sipma

starts its execution. Hence a deadlock is reached, since none of the processescan
proceed. [

Our deadlock avoidancesolution consistsof two parts: (1) the o ine computation
of call-graph annotations, maps from call-graph nodesto natural numbers;and (2)
a run time protocol that cortrols resourceallocations and deallocations basedon
call-graph annotations. Informally, annotations measurethe amournt of resources
that the computation of a node requires. The protocolsgrant a requestbasedon the
remaining local resources(and possibly other local variables) and the annotation
of the requesting node.

2.1 Protocol

A protocol for cortrolling the resourceallocation in node n:r is implemented by a
program executedin r before and after method n is dispatched. This code can be
di erent for two call-graph nodeseven if they residein the samesite. The schematic
structure of a protocol for a node n:r is:

2 ) 3
o8 wher:nlir(\\,}r(y\r/)())do entry section
» Vy
n:g 1 f( methad invocation
)
o0 [Outy (Vs V9 exit section

The entry and exit sectionsimplemert the resourceallocation policy. Upon in-
vocation, the entry section cheds resourceavailabilit y by inspecting local variables
V; of site r. If the predicate En,(V;), called the enabling condition, is satis ed
we sg that the entry sectionis enablal. In this case,the request can be granted
and the resourceassignedto the processupdating the local variables according to
the relation In, (V;;V,9, where V,° stands for the local variables after the action is
taken. We assumethat the entry sectionis executedatomically, as a test-and-set
The method invocation section executesthe code of the method, here represened
asf (), which may include remote invocations accordingto the edgesoutgoing from
node n in the call graph. The method invocation terminates after all its descen-
dants in the call graph have terminated and returned. The exit sectionreleasegshe
resourceand may update somelocal variables in site r, according to the relation
Outn (V;; V9. In, is called the entry action and Out,, is called the exit action

2.2 Annotations

Given a system S and annotation , the annotated call-graph (V;! ;99K is ob-
tained from the call graph (V;! ) by adding one edgen 99Km betweenany two
nodesthat residein the samesite with annotation (n) (m). A node n \de-
pends" on a node m, which we represert n  m, if there is a path in the annotated
graph from n to m that follows at leastone! edge. The annotated graph is acyclic
if no node dependson itself, in which casewe say that the annotation is acyclic.
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ReachableState Spacesof Distributed Deadlock AvoidanceProtocols 5

3. A FAMILY OF LOCAL PROTOCOLS

We study protocols that prevent deadlock in all scenarios,trying to utilize the
resourcesas much as possible,while requiring no communication betweenthe sites.
These are called local protocols. We say that a protocol is completely local if all
the enabling conditions are determined by:

(1) the annotation of the requestednode, and

(2) the number of active processesn the local site and their corresponding anno-
tations.

For completely local protocols, the e ect of the input (resp. output) action on
future enabling conditions is determined by the e ect of adding (resp. removing)
an erntry at the corresponding annotation from the set of active processes. All
the deadlock avoidance protocols suggestedto date are completely local. We use
the following notation to for active processesa, [k] stands for the number of active
progessesunning in site r in anode with annotation k. We alsouseA, [k] asa short
for ik a[j], that is, A [K] stands for the number of active processesunning in
site r executing nodeswith annotation k or higher.

The protocol Basic-P was introduced in [Sanchezet al. 200§. An allocation

attempt at node n:r with annotation (n) =i, is cortrolled by:
when i t, do 3
ty--
n:g f0
t, ++

Before assigninga resource,Basic-P cheds whether the provision of resourcesis
large enough, as indicated by the annotation i. This chedk ensuresthat processes
(local or remote) that could potentially be blocked if the requestedresourceis
granted, have actually enoughresourcesto complete. The counter t, keepstrack
of the remaining resourcesin site r. The correctnessof Basic-P is basedon the
acyclicity of the annotations:

Theorem 3.1 (Annot ation Theorem for Basic-P [Sanchez et al. 2005]).
Given a systemS and an acyclic annotation, if Basic-P is usel to control resouice
allocations then all executions of S are deadlock free.

The protocol Basic-P can be improved observing that processesequesting re-
sourcesin nodes with annotation 1 can always terminate, in spite of any other
processin the system. This obsenation leadsto Efficient-P , which usestwo
courters: t,, as before; and p;, to keeptrack of the \p otentially recoverable" re-
sourceswhich include not only the available resourceshut alsothe resourcegyranted
to processesn nodeswith annotation 1. The protocol Efficient-P ~ that cortrols
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6 C. Sanchezand H. B. Sipma

the aIIocann at anoden:r witg annotatioa iis:

when 1 t, do wheni p 1 t do
. tr-- é g hor-- 5 tr--i
n: g n:
f0 £
tr++ bt ++ p+H
fi=1 ifi>1

A versionof the Annotation Theorem alsoexistsfor Efficient-P  establishingthat
in the absenceof dependencycycles, Efficient-P ~ can readh no deadlocks. These
proofs of correctnessare basedon properties of the setsof active processesn the
system, in statesreachable by the protocols. The proof of the Annotation Theorem
for Basic-P and Efficient-P  relies on shawing that the following invariant ' is

maintained: A A

o Akl T, (k1)
r2R k T,
Weuse'; asan aliasfor |  Ar[k] T, (k 1), and’ [k] for eadh of its
clauses. The fact that ' is an invariant is usedto show, for example, that if a
requestfor annotation i is denied, then there must be an active processrunning in
a node with annotation i or lower.

A legitimate question is whether the most lib eral protocol, that only guarantees
that ' is an invariant, still provides absenceof deadlocks in the presenceof an
acyclic annotation. The answer (see [Sanchez et al. 2004) is that this protocol,
called Live-P , guarantees not only absenceof deadlock but also livenessunder
somesimple fairnessassumptionsabout the local schedulers. Live-P  simply chedks
whether granting a requestat node n:r with annotation i keepsthe systemin an
' state. Live-P for anoden:r V\éith annotation i is:

when ' ) do
a[i]++
n:a f(
ar [i]"
Here, the formula ' " stands for the formula that results from * ; when a[i] is
incremerted. That is, ' 1 is the wealest precondition for ' under the transition
that assignsthe resource.Thg formula’ 5') can easily be statled:
N
Ar[K] T (k1)
k>i

v (i) def n
r - A

Arkl+1 T, (k 1)
k i
Again, we use' §i)[i ] for the clauseof’ Ei) that correspondsto annotation j. Obsene
that ' ﬁ')[j] is equivalent to ' ([j] for j > i since the expressionsare identical.
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ReachableState Spacesof Distributed Deadlock AvoidanceProtocols 7

Moreover, for j i, the condition is strengthened:* [j1! ' ([i].

In order to comparethe protocols, we usethe notation introducedfor Live-P to
restate the de nition of the protocols Basic-P and Efficient-P . The following is
an invariant of Basic-P :

Tr = tr + Ar [1],

since A, [1] correspondsto the total number of active processesn r. The enabling
condition of Basic-P for a node n:r with annotation i can be restated as:

A1l T (01

As we will see,this is an strengthening of ' Ei). We de ne the k-th strengthening
formula for a requestin node n:r with annotation i as:

Ok E Ak T (1)

It is easyto seethat the following holds:

Opqr O] forallk j i, (1)
Therefore,
EI)[k] ] ' El)[j]: (2)
k joi
Now, ' {'[j] holds vacuously for all i |, sincethe formulas for * {’[j] and " [j]

are identical in this case.Hence:

O P )
ki

Finally, if ' Ei)[j] is satis ed for all valuesat most k, and ﬁi)[k] is ensured,’ ¢ can
be concluded:

C P Pr ¢ 0 C 0
| <k j <k ik

s 00

s

Therefore, if a protocol ensuresvj<k ' p)[i] A p)[k] for somek, then ' is an
invariant.

In general,the lower the value of the strengthening point k, the lesscomputation
is neededto compute the predicate (the number of comparisonare reduced)but the
lesslib eral the enabling condition becomes.In the caseof k = 1 the strengthening
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is 5”[1]! * O and the following protocol, equivalent to Basic-P , is obtained:
22 (i) 33
h 1
4W en /[ ]do5
a[i]++
a[i]-

It must be noted that this protocol is logically equivalent to Basic-P : the result
of the enabling condition, and the e ect of the input and output actions on future
tests are equivalert. The direct implementation of Basic-P introduced earlier in
this sectionusesa single courter t,, while in this restated version, seeral courters
are apparertly needed: a;[i] and A, [1]. Howewer, the e ect of the incremerts and
decremetts of a;[i] on A([1] are the same, independenly of i. Therefore, these
actions can be implemented as A, [1]++ and A, [1]-- respectively.
With astrengtheningpoint of k = 2 we obtain a protocol equivalent to Efficient-
P: 5 | | 3
4 When Oyr Op2) do,
a [iJ++

n:: f()
ar [i]“

In general, if an arbitrary k is picked as the strengthening point, the following
protocol, that we call k-Efficient-P  is obtained:

22 A . . 33
when 01 A~ Ok do
4 < 5
a[il++
n::
f0

ar [i]“

In the extreme, if the strengthening point is higher than the number of resources

T;, then Live-P is obtained:
N

‘ 33
when C O[] do5

22
4
a[i]++
n: f()

ar [i]"
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ReachableState Spacesof Distributed Deadlock AvoidanceProtocols 9

The protocol k-Efficient-P  canbedirectly implemented usingk courters, obtain-
ing a running time of O(k) and needinga storage spaceof O(k log T;) bits. Using
an active tree data-structure, (see[Sanchezet al. 200q), k-Efficient-P can be
implemernted in O(log k) running time per allocation and still needingO(k log T;)
bits in ead site.

We remark here that the In and Out actions of all these protocols (Basic-P
Efficient-P  , k-Efficient-P ~ and Live-P ) are identical. Sincethis protocols are
completely local, the e ects that they have in the successoistates are the sameas
with the standard presenrations using the extra variablest;, p;, etc.

4. ALLOCATION SEQUENCES

Here we establish the basic foundations to compare the reachable states and the
possibleallocation sequencesllowed by a deadlock avoidance protocol. We de ne
a languagewhosestrings correspond to sequence®f (global) allocations and deallo-
cations. Then we de ne the languagethat a protocol acceptsasthe legal sequences
allowed by the protocol.

Givenacall graph G: (V;! ) wede ne the alphabet = V[ V whereV cortains
one elemert m for every node n in V. We assumethat V and V are disjoint,
V\ V = ?. We refer to the elemeris of V as allocation symbols, to the elemerts
of V as deallocation symbols and the elemeris of  simply as symbols. Given a
string s in and a symbol v, we uses, to denote the number of occurrencesof v
in s, and jsj, asashort for s, sy

Definition 4.1 (Well-F ormed Alloca tion Strings) . A string s in is
called well-formed if for every pre x p of s, and for every allocation symiwol n,

Pn Pm
or, equivalently, jpj, 0.

An admissibleallocation sequences onethat correspondsto a possibleexecution
of the system, which not only requires the string to be well-formed but it also
requires that ewvery allocation of a non-root node is precededby a corresponding
annotation in its parent node. Essetially , a processmust be executingin the calling
node for the actual call to exist. Dierent semarics for remote calls are possible,
and ead is captured by a di erent languagerestriction. For example,asynchionous
calls allow a processto cortinue running while a remote call is being executed,while
synchronous calls block the caller until the call returns. Multiple call semartics
allow a remote calllexpressed by a! edge|to be repeated inde nitely , while
exactly-on@ semariics establish that all descendaits must be invoked, and using
at-most-once a call can either be ignored or produced once. We describe here
asyndronous, at-most-once calls. Many of these results can also be obtained for
other call semartics.

Definition 4.2 (Admissible Strings) . A well-formed allocation string s is
called admissibleif for every pre x p of s, and everyremotecall n! m:
jPin jPim:

1The only restriction all semartics must satisfy is that all processesmust terminate if scheduled
in nitely  often.
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10 C. Sanchezand H. B. Sipma

Admissible strings ensurethat the number of children processegcallees)is not more
than the number of parents (caller processes)so that there is a possible match.
For brevity, we simply usestring to refer to \admissible string".

We de ne a global state of a systemas a the nhumber of the active processedor
ead site and annotation. This is enoughto capture all e ects of completely local
protocols. The initial condition of the systemestablishesthat there are no active
process:a[i] = O for all sitesr and annotationsi. If a state satis es a predicate

we write

A protocol P canreac asystemstate after executingthe sequencef operations
described by the string s (which we represert by = P(s)) if:

(1) s= and

(2) s=s; n, 1=P(s1),and =1Iny( 1) with 1 En,.
(3) s=s; n, 1=P(s1),and =7? with ;6 En,.

(4) s=s; M, 12P(s1),and = Outn( 7).

Initiation is encaded by (1): before any operation is executedthe systemsis the
initial state. Consecution of an allocation is encaded by (2) if the allocation is
possible, or (3) if it is not a legal allocation. Deallocations are always legal, and
encaded by (4). The special state ? is introduced here to indicate that s doesnot
represen a legal sequenceof operations for protocol P. We extend the input and
output actionsto presene ?, and force all enable conditions to be falsein ?.

A string s is accepted by a protocol P, and we write s2 L(P) if ? 6 P(s). We
de ne a partial orderv on protocolsbasedon languageinclusion: P v Q whenewer

L(P) L(Q).

Lemma 4.3. The following are equivalent:

(1) L(P) L(Q).
(2) For all strings s and allocation symtols n, if Enﬁ(P(s)) then EnS(Q(s)).

Proof. AssumelL(P) L(Q), let s be an arbitrary string and n an arbitrary
symbol, with EnF (P(s)). First, s 2 L(P) and consequetly s 2 L(Q); second,
s n2L(P)andthens n2 L(Q). Hence,En%(Q(s)).

Assumenow (2). Weshaw by induction on stringsthat if s2 L(P) thens 2 L(Q).

|[First, both 2 L(P)and 2 L(Q).
IlLet s n2 L(P). Then Enf (P(s)), soalso En?(Q(s)). Hence,s n 2 L(Q).

[Let s m2 L(P). This impliess 2 L(P) and by inductive hypothesiss 2 L(P).
Thens n2 L(P), asdesired.

Therefore (1) and (2) are equivalent. [

Let P;Q be any two of Basic-P , Efficient-P , k-Efficient-P ~ and Live-P .
We showed in Section[3that the input and exit actions are identical for all these
protocols. Therefore, if sisin the languageof both P and Q then the statesreaced
are the same,i.e., P(s) = Q(s). It follows that if for all states , EnY ( ) implies
EnS( ), then L(P) L(Q). Consequetly, comparing the enabling conditions for
arbitrary states allows to conclude languagecontainments.
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' $
' L (Live-P ) $
, L (k-Efficient-P ) $
L (Efficient-P )$

‘ L (Basic-P ) ‘

%,
= Py,
P,

%

Fig. 1. Allo cation sequencesaccepted by the dieren t proto cols.

4.1 Compaing the enablingconditions

The following lemma shaws that the enabling condition of k-Efficient-P ~ becomes
strongerask grows. This implies that the enabling condition of Basic-P is stronger
than that of Efficient-P , which in turn is stronger than k-Efficient-P  , which
is stronger than Live-P .

Lemma 4.4. If j-Efficient-P allows an allocation then k-Efficient-P also
allows the allocation, providedj k.

Pr oof. It follows from the de pition that if j  k then ([j] implies "[K].

Moreover, by (3), fi)[j] implies ;| ' ﬁi)[l]. Consequetly,

O~ fae 0 Ok
j k
ey ——
En jn -Efficient-P En lé-Efficient-P
Therefore if j-Efficient-P  allows the requestso doesk-Efficient-P . [

Lemmal4.4directly implies that an allocation allowed by Basic-P is alsoallowed
by Efficient-P , and that an allocation allowed by Efficient-P  is also allowed
by k-Efficient-P  with k 2. Moreover:

Cor ollar y 4.5. If k-Efficient-P ~ allows an allocation then so does Live-P .

4.2 Protocol Compaison by Allocation Sequences

As an immediate consequencef lemmas4.4and/4.5we concludethat the languages
acceptedby these protocols are partially ordered as follows:

Basic-P v Efficient-P v :::v k-Efficient-P v :::v Live-P
The following examplesshows that theselanguagecorntainments are strict:

Basic-P 6wEfficient-P 6w :: 6wk-Efficient-P 6w :: 6wLive-P
which is depicted in Fig
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12 C. Sanchezand H. B. Sipma

Example 4.1. Consider the following call-graph, with initial resourcesT, = 2.
2 1
np r ng r

1
my r
The string myn, is accepted by Efficient-P ~ but not by Basic-P .
Example 4.2. The previous examplecan be generlized to showthat there is a
string acceptad by k-Efficient-P  but not by j -Efficient-P ~ (for j < k). Consider
the following annotated call graph, with initial resourcesT, = j + 1.

j+1 i j 1
Mjer r—fy r—n 1 r— N 1)
i1 1

(m; rjj—{mj 1 T— my
The string m;j n; .1 is acceptad by k-Efficient-P , butis not accepted by -Efficient-
P.

Example in Appendix|Algeneralizeshese examplesto a single scenariothat
shows all the proper containments.

5. REACHABLE STATE SPACES

In this sectionwe study the notion of state spacereacable by a protocol, and study
a containment relation betweenthe protocols basedon their reachable state spaces.

Let P be an completely local protocol. The reachable state spaceof P, denoted
by S(P), is the set of global statesthat P canread following somelegal allocation
sequence.lt follows immediately that if the actions of two protocols P and Q are
equivalent, then P v Q implies that every state reachable by P is also reachable
by Q: any string that withessesthe reacability of a state for P alsowitnessesthat
the samestate is reachable for Q.

Lemma 5.1. For every two protocols P and Q with the sameinput and output
actions, if P v Q then S(P) S(Q).

Consequetly, the reacthable state spacesare ordered by:
S(Basic-P ) S(Efficient-P ) ::: S(k-Efficient-P ) ::: S(Live-P)

We shaw in the rest of this sectionthat this containments are not proper, by prov-
ing that Basic-P canread all ' -states which together with Live-P ' -states
implies that all reachable spacesare actually the same:all ' -states

5.1 TopologicalOrdersof Annotated Call Graphs.

Given a call graph, a total order > in its nodesis called topological if it respects
the descendah relation, that is, if for every pair of nodesn and m, if n! m then
n > m. Analogously, we say that an order > respects an annotation if for every
pair of nodesn and m residing in the samesite, if (n) > (m) thenn > m. A
total order that is topological and respects annotations is called compatible.

Lemma 5.2. Every call graph annotated with an acyclic annotation has a com-
patible order.
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Pr oof. The proof proceedsby induction in the number of call-graph nodes.
The result trivially holds for the empty call-graph. Assumethe result holds for all
call-graphswith at most k nodesand take an arbitrary call-graph with k+ 1 nodes.

First, there must be a root node whoseannotation is the highest among all the
nodesresiding in the samesite. Otherwise a dependencycycle can be formed: take
the maximal nodesfor all sites, which are internal by assumption, and their root
ancestors. For every maximal (internal) nodethereis! * path reaching it, starting
from its corresponding root. Similarly, for every root there is an incoming 99Kedge
from the maximal internal node that residesin its site. A cycle exist since the
(bipartite) subgraph of roots and maximal nodesis nite, and every node has a
successora ! * for root nodes, and a 99K for maximal nodes). This corntradicts
that the annotation is acyclic.

Now, let n be a maximal root node, and let > be a compatible order for the
graph that results by removing n, which exists by inductiv e hypothesis. We extend
> by adding n > m for every other node m. The order is topological sincen is a
root. The order respects annotations sincen is maximal in its site. O

5.2 ReachableStates

A global state of a distributed systemis admissibleif all existing processegactive
or waiting) in a node n are also existing, and active, in ewvery node ancestor of
n. That is, if the state correspondsto the outcome of someadmissible allocation
sequence.

Theorem 5.3. The setof reachablestatesof a systemusing Live-P is precisely
the setof ' -states.

Pr oof. It follows directly from the speci cation of the Live-P protocol that
all reachable states satisfy ' . Therefore, we only needto show that all ' -states
are reachable. Let > be a topological order in the nodes, compatible with the
annotation as guaranteed by Lemma[5.2 Given a global state let (n) indicate
the utilization of node n (the number of active processesunning node n in state

). We partially order the set of global states, by having ; 2 Whene\er:
(1) 1(n) > 2(n)  for somenode n, and
(2) i(m) = 2(m) for all prior nodesm < n.
Sincethe maximum utilization of any nodeis bounded,the order is nitely-based,
and consequetly well-founded. We show by induction in  that ewery ' -state is
reachable.

The baseof induction is the global state with no utilization in any node, which
is the initial state of the system and therefore it is reachable. Consider now an
arbitrary ' -state  with some utilization. Let n be an arbitrary node with an
active processP that has no active descendah Sud a processis guaranteed to
exist sincecall-graphsare nite, and leafshave no descendats (active or otherwise).
Let ©be the state that is obtained from by removing P from being an active
processin node n. The state ©is strictly smallerthan in , andisalsoa" -
state. By induction hypothesis, °is reachable. Since is obtained from °by an
allocation that presenes' , is alsoreacable, asdesired. O

In terms of the allocation strings, Theorem[5.3 is equivalert to shaw that for every
sequences that arrivesto a' -state there is a sequences® arriving at the samestate
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for which all pre xes alsoreac to ' -states. The sequences® is in the languageof
Live-P .

Perhaps more surprisingly, the set of reachable states of Basic-P is alsothe set
of all ' -states. To prove this we rst needan auxiliary lemma.

Lemma 5.4. In every' -state, an allocation requestin site r with annotation k
has the same outcome using Basic-P and Live-P , if there is no active processin
r with annotation strictly smaller than k.

Pr oof. First, in every ' -state, if Basic-P grants a resourceso does Live-P ,
by Lemmal4.4. We shaw that in every ' -state, if Live-P grants a requestof k and
a[j]= Ofor all j < k, then Basic-P also grants the request. In this case,

X X
Tt =Al]=  afl= alil= AL (4)
=1 i=k

andsincelLive-P grants the request,then A [k]+1 T, (k 1)andA([k] T, k.
Using(4), T, t. T, k,andt, Kk, soBasic-P alsogrants the resource. O

Theorem 5.5. The set of reachablestates of a system using Basic-P is pre-
cisely the setof ' states.

Pr oof. The proof is analogousto the characterization of the reacable states
of Live-P , except that we also obsene that the constructed run to the desired
state satis es that at ewery transition the requestis performedin a node with no
active processof lower annotation. By Lemma(5.4 the requestis granted because
it is granted by Live-P (both starting and reaching states are ' -states) and the
allocation picked to be in a node whosesites have no smaller active processes. [J

Theorem[5.5 can also be restated in terms of allocation sequences.For every ad-
missible allocation string that arrivesto a' -state there is an admissible allocation
string that, arrivesat the samestate and (1) corntains no deallocations, and (2) all
the nodesoccur accordingto somecompatible order. It follows from Theorem ??
that SBasic-P = ' -states so:

S(Basic-P ) = S(Efficient-P ) = ::: = S(k-Efficient-P )= :::= S(Live-P )
as depicted in Fig

6. CONCLUSIONSAND OPEN PROBLEMS

The fact that the reacable state spaceof k-Efficient-P is all the ' -states can
be used as a proof technique: if the decision of someprotocol can be stated as a
transition into an' -state, then the protocol still provides deadlock avoidance. This
is usedin [Sanchez et al. 2004 to createan e cien t distributed priorit y inheritance
medanism where annotations are usedto encade priorities; inheriting a priority is
carried out by an annotation decrease.This doesnot compromisedeadlock freedom
becausedecreasingthe annotation of an existing processin a ' -state results into
an' -state.
The following conjecturesare still open problems:
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=== #

' -states =

S(Live-P )
S(Efficient-P )
S(k-Efficient-P )
= S(Basic-P )

& W,

Fig. 2. Reachable state spacesof the di eren t proto cols.

(1) Given a completely local protocol P that guarantees deadlock avoidance for
all initial resources,there is a minimal annotation for which P v Live-P .
This would imply an optimality result for Live-P and an indication that the
' capturesthe essenceof deadlock avoidance.

(2) Let P be a completely local protocol that guarantees deadlock avoidance for
all initial resources,and whoseenabling condition and input and exit actions
can be computed using O(log T,) bits at ead site r. Then for someminimal
annotation P v k-Efficient-P ~ for somek. This result would imply that k-
Efficient-P  is optimal among protocols that useonly a constart number of
courters.
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A. MISSINGPROOFSAND EXAMPLES

Example A.1. Let k be arbitrary, and consider the following annotated call
graph, where all nodesresidein siter, and T, = k+ 1.

K+1 k k 1

[nk+1;k+1 r]+—>[nk+1;k Fanﬂ;k 1 TJH 1
K k 1
k 1

e 1)

1

The string nyx Nk+1 k+1 IS acceptal by Live-P , butis not accepted by k-Efficient-
P. For arbitrary j < k, the following string is accepted by k-Efficient-P  but not
by j -Efficient-P

L{Zi Nj+1;j+1

T, j times
This includes the following string, which is acceptad by Efficient-P but not by
Basic-P :

1:1 o N1:gN2:2
[t
T, 1 times
B. A PROTOCOLTHAT ACCEPTSA RUN THAT LIVE-P DOESNOT ACCEPT
Consider the call graph:

m; S my r
The protocol starts running as Live-P with the annotation:
2 1
ng r n, s
1 1
mi S mp 1

The rst time thereis a processrunning in n, but no processunning in my, it blocks
all requestsin m until the processin n, nishes. This is alocal operation cortrolled
by a boolean variable in s. When the processin n, nishes, the output action
piggytacks a tokento n; asa part of the return call, and changesthe annotation of
m; to 2. Node n;, when receiving the token changesits annotation to 1, e ectiv ely
continuing as Live-P with annotation:

1
ny r no

n
-

N
=

my; S ms 1
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18 C. Sanchezand H. B. Sipma

Obsene that there is an interval during which the system is running with the
annotation:

until the messageof the return call that cortains the token arrivesto nj.

We conjecture that this run, for large enough number of resourcescannot be
acceptedby Live-P with any annotation whatsoever. Howewer, this conjecture
doesnot immediately cortradict the optimalit y of Live-P , asstated in somesection
above, since the protocol preseried here is not local: it exdhanges messagesas
piggybads.
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