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ABSTRACT
Distributedreal-timeandembedded(DRE) systemshave stringent
constraintson timelinessandotherpropertieswhoseassuranceis
crucial to correctsystembehavior. Formal tools and techniques
playakey role in verifying andvalidatingsystemproperties.How-
ever, many DRE systemsarebuilt usingmiddleware frameworks
that have grown increasinglycomplex to addressthe diversere-
quirementsof a wide rangeof applications.How to apply formal
tools andtechniqueseffectively to thesesystems,given the range
of middlewarecon�guration optionsavailable,is thereforean im-
portantresearchproblem.

Thispapermakesthreecontributionsto researchon formal veri-
�cation andvalidationof middleware-basedDREsystems.First, it
presentsa reusablelibrary of formal modelswe have developedto
captureessentialtiming andconcurrency semanticsof foundational
middlewarebuilding blocksprovidedby theACEframework. Sec-
ond, it describesdomain-speci�ctechniquesto reducethe costof
checkingthosemodelswhile ensuringthey remainvalid with re-
spectto thesemanticsof themiddlewareitself. Third, it presentsa
veri�cation andvalidationcasestudyinvolving a gateway service,
usingourmodels.

CategoriesandSubjectDescriptors: D.2.4[Software/ProgramVer-
i�cation]: Model Checking

General Terms:Veri�cation, Design.

Keywords: Middleware,TimedAutomata.

1. INTRODUCTION
Signi�cant researchover the pastdecadehasmademiddleware

more customizablethrough the use of pattern-orientedsoftware
frameworks [13, 12]. Although this effort hasmademiddleware
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solutionssuitablefor a wider rangeof applications,managingthe
resultingmultiplicity of customizationoptionshasbecomean in-
creasingconcern.As is shown in Figure1,abstractionsfrom higher

Figure1: Layers,Abstractions, and Properties

layersof the systemsoftwarearchitecturebuild uponabstractions
from lowerlayers.Thisestablishesanimplicit dependenceof higher
level propertieson lower level properties,which in turn makesthe
formal veri�cation of application-level requirementsmoredif�cult
in middleware-basedsystems.

As Figure1 illustrates,application-level propertiessuchasthe
timely return of a remotemethodinvocation (A1), may depend
on middleware-level propertiessuchasdelaysintroducedby dif-
ferentstrategiesfor establishingandre-usingconnectionswith re-
mote endsystems(M1) or for delivering the result of the remote
invocationto theapplication(M2). Furthermore,middleware-level
propertiessuchasthedelayin deliveringtheresultof theremotein-
vocationto theapplication(M2) maydependon othermiddleware
propertiessuchasthestrategyusedto wait for thereplyfrom there-
moteinvocation(M3) andon OS-level propertiessuchaswhether
threadswith the samepriority arescheduledwith round-robinor
run-to-completionsemantics(O1) and whetherother threadsare
holdingresourcesneededby thethreadthatwill returntheresultto
theapplication(O2).

Wehavefocusedpreviouslyonthedesignandproofof protocols
to enforceapplication-level propertiesthatdependonotherproper-
tiesat theapplication,middlewareandOSlevels.For example,we
havedeveloped[22] andoptimized[21] threadallocationprotocols
that canprovably avoid deadlockin middleware-baseddistributed
real-timeandembeddedsystemswhose2-way remotemethodin-
vocationcall graphis known. While this approachserves to ad-
vancethestateof theart in bothmiddlewaredesignanddistributed
systemstheory, careful effort is requiredto designandprove an
enforcementprotocol for eachpropertyof interest. The research
presentedin this papercomplementsthe designandproof of en-



forcementprotocolsfor systempropertiesby establishinga formal
foundationthat canbe re-usedeffectively to checkpropertiesfor
whichenforcementprotocolshavenotyetbeendeveloped.Ourap-
proachis alsousefulwhenexisting enforcementprotocolsdo not
considernew in�uences,suchasthoseintroducedby otherenforce-
mentprotocolsor by new middlewareor OSfeatures.

Ourapproachoffersthefollowing bene�tsbeyondthoseoffered
by other relatedwork, which we discussin Section7: (1) our
reusable,detailedandexecutablemodelsof middlewarebuilding
blockscanbe composedto modeldifferentkinds of middleware,
and thencanbe composedwith differentapplicationmodels;(2)
the timing andlivenesspropertiesof thesebuilding blockscanbe
veri�ed with suitableprecision;(3) our modelsoffer a more rig-
orousandformal representationof detailedmiddlewareengineer-
ing expertisethatis currentlyrepresentedaspatterns[24]; (4) with
theseresuablelow-level modelsandveri�cation techniques,theex-
tentto whichsystemsmustbe“over-designed”canbereduceddue
to greaterinsight into thepossiblebehaviors of middleware-based
systems.

Therestof thispaperis structuredasfollows. Section2 presents
a detailedsystemmodelandstatestheresearchproblemthis paper
addresses.Section3 describesthemiddlewarearchitecturethat is
capturedby our models.Section4 discusseschallengesandsolu-
tion approachesfor modelingconcurrentobjectmiddlewareusing
theIF tool set.Section5 discussesdomain-speci�cstatespaceopti-
mizationsto allow tractablecheckingof themodelswehavedevel-
oped.In Section6, we presenta casestudyof scenariosinvolving
abroadersetof middlewareconcurrency andinteractionstrategies,
which in turn affect systemtiming and livenessproperties. Sec-
tion 7 describesrelatedwork, andSection8 offersconcludingre-
marks.

2. SYSTEM MODEL AND PROBLEM
In thissection,weformallydescribesomeof thecanonicalbuild-

ing blocks [24] usedin the constructionof real-timemiddleware
andtheir interactions.We alsodescribethe methodologythat we
useto modelandverify realworld examples(seesection6) using
middlewarebuilt from thesecanonicalbuilding blocks. Although
our approachis similar to the approachesusedin modelingand
verifying componentinteractions[11] in the context of a compo-
nentmodel like CORBA ComponentModel [29], the key differ-
encefrom thoseapproachesis thegranularityof theelementsthat
interact.Theinteractionsbetweenthemiddlewarebuilding blocks
(e.g.packet arrival throughan interprocesscommunicationchan-
nel that canresult in triggeringa returnfrom a select OSsystem
call, reactormakinganupcall to aneventhandler)arelessexplic-
itly structuredandmorediversethanstandardcomponentmodels
(e.g.interactionvia ports andevent channels)and hencemust be
capturedby modelsthat incorporatestatetransitionandtiming se-
manticsat a �ner granularitythan componentmodels. We need
the full power of timed automata[1] for capturingthe interaction
semanticsof thesemiddlewarebuilding blocks.

Oursystemmodelcanbeexpressedasa6-tuplef E ; H ; I ; R; A; � g,
consistingof thefollowing elements:

� E is a setof eventsdenotingrelevantasynchronouschanges
in the system's state,suchas the expiration of a timer, the
arrival of a network packet, or a transport-layerbuffer be-
comingavailablefor writing.

� H is a set of event handlers, which perform application-
speci�c processingwhensystemeventsaredispatchedto them.

� I is a setof interactionchannels,suchassocketsandtimer
registrationinterfaces,which triggereventsasa resultof ac-
tionsperformedon them.

� R is asetof reactors, whichdispatcheventsto eventhandlers
by invokingevent-speci�chandlermethods.

� A is asetof actionsperformedoneventhandlers,interaction
channels,and reactors– suchas registeringan event han-
dler with a reactor, dispatchinganevent to aneventhandler,
sendingdataover a socket, or waiting in a reactorfor events
to occur.

� � is a setof endsystemthreads– actionswithin a threadare
performedsequentially, while actionsin differentthreadscan
beperformedconcurrently.

Note thatsomecategoriesof events(e.g., the returnof a thread
from amethodcall) andactions(e.g., invokingamethodcall) could
applyto multiple instancesandkindsof systemelements.Further-
more,agiveneventor actioncanbeperformedrepeatedly. To avoid
ambiguity, we assumethatevery event andevery actionis identi-
�ed uniquely, andthateachoccurrenceof a given event or action
is indexeduniquelyacrosstheentiresystem.We alsoassumethat
eachoccurrenceof aneventis instantaneous,while eachoccurrence
of anactionhasa (possiblydifferent)non-zerotemporalduration,
andtheinitiation andcompletionof eachactionarerepresentedby
distincteventsin our systemmodel.

The dynamicinteractionsbetweentheseelementscapturefor-
mally therelevantpartsof thesystembehavior. Theseinteractions
canbetransformedinto formulasin temporallogic usingtherela-
tions describedbelow. Theseformulascan thenbe proved using
formal veri�cation techniques,suchas model checking,abstract
interpretation,anddeductive methods.Sections4 and5 describe
how theserelationscanbemappedto theIF modelchecker, while
Section6 presentsa proof using the IF tool. We envision a de-
velopmentcycle wherethe translation(and its validation) to this
formal modelis performedby thecomponentdeveloper. Someof
thesetranslationsandformalproofscanbereusedacrossscenarios,
andarecomposableto form largerproofsspeci�c for theparticular
application.

Static relations. We �rst expressseveral static relationsin our
systemmodel,which hold for theentiresystemlifetime. Thesere-
lationspartitionactionsaccordingto thesystemelementsonwhich
the actionscan be performed,and partition threadsinto reactor-
speci�c threadpools:

� � H : H ! 2A . Thesetof actionsthatcanbetakenonevent
handlerh is givenby � H (h).

� � I : I ! 2A . Thesetof actionsthatcanbetakenon inter-
actionchanneli is givenby � I (i ).

� � R : R ! 2A . Thesetof actionsthatcanbetakenonreactor
r is givenby � R (r ).

� thr eadpool : R ! 2� . Thesetof threadsassignedstatically
to reactorr is givenby thr eadpool(r ), with eachthreadas-
signedto exactlyonereactor, andatleastonethreadassigned
to eachreactor. We saythat two threadsarelocal to reactor
r if bothareassignedto thatsamereactor. We saythat two
threadsareremoteif they areassignedto differentreactors.

Temporal relations.Weusenon-negative realnumberdomainT
to denotetime,andexpressseveraltemporalrelationsin oursystem
modelthatareusefulfor theanalysisof systemtiming andliveness
properties:

� r egister ed : E � I � R� T ! 2H . Thesetof eventhandlers
registeredfor evente on interactionchanneli in reactorr at
time t is givenby r egister ed(e;i; r ; t ).

� activ e : R � T ! 2E . Thesetof eventsthathave arrived
at reactorr but havenotbeendispatchedto eventhandlersat
time t is givenby activ e(r ; t ).



� r eady : E � R � T ! 2I . Thesetof interactionchannels
for which event e is active in reactorr at time t is givenby
r eady(e;r ; t ), andasingleevent-speci�caction,suchasone
readfrom a socket for a “dataready”event,canbetakenon
a readychannelwithout blocking the threadin which that
actionis taken.

� dispatched : R� T ! 2� . Thesetof threadsin thr eadpool(r )
thatarecurrentlyin useto dispatcheventsto eventhandlers
in reactorr , andthusarenotavailabletodispatchotherevents
from activ e(r ; t ) at time t is givenby dispatched(r ; t ).

� blocked : R � T ! 2� . Thesetof threadsin thr eadpool(r )
that have taken blocking actionsthat will only unblockand
allow the threadto continuewhena speci�c eventoccursis
givenby blocked(r ; t ). Notethatfor somescenarios,suchas
a threadschedulinga timer andthenblockingon thetimer's
expiration, unblockingwill not dependon an action being
performedin anotherthread;for otherscenarios,suchasa
threadperforminga blocking readon a socket, an event to
triggerunblockingmustbegeneratedby anactiontakenby
another(possiblyremote)thread.

� deadline : N � E ! T . Thetimeby which then th occur-
renceof evente mustoccurto preserve correctnessis given
by deadline(n; e). Event occurrenceswithout timing con-
straintsaregivena deadlineof 1 .

� occurr ed : N � E ! T . Thetime at which then th occur-
renceof evente happenedis givenby occurr ed(n; e).

� l iv e : R � T ! 2� . Thesetof threadsassignedto reactorr
within eachof whichat leastoneactionoccursaftertimet is
givenby l iv e(r ; t ).

� ar r iv al time : N � E � R � I ! T . Thetime of arrival
of the nth occurrenceof event e on channeli at reactorr
is given by ar r iv al time (n; e;r ; i ). Eventoccurrencesare
numberedglobally ratherthanby interactionchannel,andif
thenth occurrenceof aneventhappenedin a differentchan-
nel than i (or did not happenat all) then the time returned
would be1 .

� dispatch time : N � E � R � I ! T . Thetimeof dispatch
of thenth occurrenceof evente on channeli by reactorr to
theappropriateeventhandlerisgivenbydispatch time (n; e;r ; i ).
If thenth occurrenceof evente happenedin adifferentchan-
nel thani (or did not happenat all), thenthe time returned
would be1 .

Problemde�nition. Our approachhingeson the ideathat inter-
ferenceoccurswhen the actionstaken by endsystemthreadscan
affect eachother in ways that produceadverseconsequencesfor
thesystem's speci�ed constraints.In this research,we addressthe
speci�c problemof detectinginterferencein whichthreads'actions
on reactors,eventhandlers,andinteractionchannelsin theendsys-
temmiddlewarecancauseviolationsof application-speci�ctiming
andlivenessconstraints.

Interference. We analyzetwo forms of interferencewith time-
linessandlivenessconstraints:blockingdelaysandexhaustionof
threadsin areactorthreadpool.

� blocking delay : N � E � R � I ! T . The blocking
delay for the nth occurrenceof event e is given by the in-
terval betweenits arrival at a reactorr on channeli andits
dispatchto an event handler, blocking delay(n; e;r ; i ) =
dispatch time (n; e;r ; i ) � ar r iv al time (n; e;r ; i ). If the
nth occurrenceof e happenedin a differentchanneland/or
reactorthanthosegivento theblocking delay functionthen
thereturnvaluewould be0.

� thr eads exhausted : R� T ! f tr ue; f alseg. Thethreads
in the threadpool of a reactorr areexhaustedat time t if
jblocked(r ; t )j = jthr eadpool(r )j.

Our analysisdependsboth on (1) the speci�c constraintsgiven
and(2) how differentmiddlewaremechanismsshapedifferentforms
of interferencewith thoseconstraints.We model the constraints
as temporallogic statementsand model the middleware mecha-
nismsas timed automata. We then usemodel checkingto eval-
uatewhetheror not the constraintsaresatis�ed. Speci�cally, we
searchfor statesof thesystemin whichtwo particularkindsof con-
straintviolationsappear:misseddeadlines, which aretiming con-
straintviolations that canoccureven when livenessis preserved,
and deadlocks which are livenessconstraintviolations that usu-
ally alsoleadto timing constraintviolationsin subsequentsystem
states.Checkingfor a misseddeadlinecanbedoneusingour sys-
temmodelby comparingthe time at which thenth occurrenceof
evente happened,to thedeadlinefor thatoccurrenceof theevent:
occurr ed(n; e) > deadline(n; e). Deadlockscanbedetectedus-
ing our systemmodelby determiningwhetheror not we reacha
statewith global time t afterwhich no furtheractionwill be taken
by any of areactorr 'sassignedthreads: jl iv e(r ; t )j = 0. Notethat
it is not suf�cient to checkwhetheror not all threadsin a reactor
areblocked: jblocked(r ; t )j = jthr eadpool(r )j saysonly thatno
actionscanbetakenby thethreadsassignedto reactorr from time
t until asubsequentoccurrenceof anevent(e.g., dueto anactionin
a remotethread)causesoneof thosethreadsto unblock,andonly
indicatesdeadlockif no sucheventoccursaftertime t.

When a statecontaininga constraintviolation is reached,the
modelchecker thencanproducea traceof the systemstatesthat
led up to that constraintviolation. By examiningthesetracesand
correctingtheparticularpatternsof interferencethey reveal,wecan
remove designand implementationerrors,andalsogain insights
into designingnew enforcementprotocolsto preventor avoid con-
straintviolations.

3. MODELING ARCHITECTURE
To beableto verify thecorrectnessof differentmiddlewarecon-

�gurations in thecontext of eachspeci�c application,we have de-
velopeddetailedandformalmodelsof commonmiddlewarebuild-
ing blocksfoundin thewidely usedACE[13] framework. Wehave
modeledreactors,threadpools, event handlers,interactionchan-
nels,andothermiddlewarebuilding blockswhichcanbecomposed
andchecked rigorouslyto evaluatetiming andlivenessproperties
in eachparticularapplicationandits supportingmiddlewarecon-
�guration.

Figure2 showsourmodelingarchitecture,whichwehaveimple-
mentedin thecontext of theIF tool set[3]. We usetheIF notation
to specifyour �ne-grainedmodelsasprocesses(automata)thatrun
in parallelandinteractthroughsharedvariablesandasynchronous
signals.Thebehavior of theseprocessesis representedformally in
IF astimedautomatawith urgency[2] andthesemanticsof a sys-
temmodeledin IF is theLabeledTransitionSystem(LTS)obtained
by interleaving theexecutionsof its processes.

Our modelsare divided into three layers: (1) modelsof net-
work/OSlevel abstractionssuchaschannelsfor interprocesscom-
munication;(2) modelsof middlewarebuilding blockssuchasre-
actors;and(3) modelsof applicationfunctionality implementedin
theform of eventhandlers.Themodelsthemselvesareexecutable
in the IF environmentandcan be model-checked againstsystem
propertyspeci�cations.Theunshadedrectangularboxesshown in
Figure2 aremodeledusingtimed�nite stateautomataspeci�edin
the IF language.Theshadedrectangularboxesshown in Figure2
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Figure2: Middlewar eModeling Ar chitecture

aredatastructuresthataresharedby thedifferentautomatain the
models.Automatawith timedtransitionsareshown by timer icons
in Figure2.

Network/OSabstraction layer. At the lowestarchitecturallayer
we model inter-processcommunication(IPC) mechanisms,such
as sockets, pipes,FIFOs, and messagequeues,as IPC channels.
An IPC channelhastwo ServiceAccessPoints(SAPs),for conve-
niencecalledtheleft-hand-sideSAP(lhs-SAP)andtheright-hand-
sideSAP(rhs-SAP).EachSAPhasaread-buffer andawrite-buffer
associatedwith it. The read-buffer is usedby the SAP to receive
any datasentto it from anotherSAPandthewrite buffer is usedto
senddatafrom that SAP to anotherSAP. EachSAP hasa unique
handleassociatedwith it andthis handleis usedasanindex in the
IPC channelcollectiondatastructureto accessthedatabuffersas-
sociatedwith thatSAP.

An IPC channelis bidirectional. It is modeledas two data-
transferautomata,one for the forward direction,andone for the
reversedirection. The forward channelautomatonwaits for data
to beenqueuedon thewrite-buffer of the lhs-SAPandtransfersit
to the read-buffer of the rhs-SAP. The reversechannelautomaton
waitsfor datato beenqueuedonthewrite buffer of therhs-SAPand
transfersit to theread-buffer of thelhs-SAP. Theseforwardandre-
versechannelautomataalsocanbeparameterizedwith appropriate
propagationdelays,if needed.

Middleware abstraction layer. Above the network/OS layer is
the middleware layer, wherewe model abstractionsof semanti-
cally rich middlewarebuilding blocks.Eachmiddlewareprimitive
is modeledso that the behavior seenwhenthe model is executed
closely adheresto that of the actualimplementation.This faith-
ful modelingof the middlewareprimitivesin turn resultsin high-
�delity modelsof higher-level middleware services,obtainedby
composingtheseprimitivemodels.To supportsuchfaithful model-
ing, wehavedevelopeddatastructuresliketheeventhandlerrepos-
itory usedby thereactorto storemappingsbetweena ServiceAc-
cessPoint (SAP) and the handlerassociatedwith that SAP. This
table is populatedwhenever an event handleris registeredwith a
reactor.

Applicationabstraction layer. Our modelsencapsulateapplica-
tion functionality usingevent handlers,asis customarywhende-
velopingACE-basedapplicationsin practice. Eachevent handler
readsdatafrom or writesdatato IPCchannels,whichin turnmodel
interactionsbetweendifferent event handlers. The computation

performedby an event handlercan be modeledas a (potentially
complex) automaton,or may be abstractedaway andrepresented
by asingletransitionguardedby a constraintona timervariableto
delayits executioncompletioneventasnecessary.

Propertyspeci�cationsfor veri�cation. In the IF tool set, ob-
servablesystempropertiescanbespeci�edby observers [3]. These
observersarerepresentedby timedautomata;they areexecutedat
eachstepof the labeledtransitionsystem(LTS) that is generated
from the composedsystemmodelbeforean enabledtransitionis
selected.To facilitatespeci�cation,IF providesobserverconstructs
for a varietyof eventsin asystemincludingforking anew process,
outputevents,andinput events. In generalanobserver recordsan
abstractionof the actionsand interactionsof other automataand
alsocanbeusedto controlthemodel's execution.

4. MODELING CONCURRENT OBJECTS
Althoughour goalis to modelsystemshaving multiple commu-

nicatingthreads,eachof which executesactionsincluding object
methodcalls,thedistinctionbetweenanobjectanda threadis not
known to the IF modelchecker. Despiteits lack of direct repre-
sentationsfor objectsandthreads,IF proved to be the bestsuited
tool set for our middleware modelingand analysisneeds:while
Bogor [20] providesnative supportfor objectsandthreads,IF of-
fersdirectsupportfor reasoningaboutexplicit timing,whichBogor
doesnotprovide. Thisdecisionrequiredusto keeptrackof thedis-
tinctionsbetweenthreadsandobjectsin themodelsthemselves.In
this sectionwe describethe techniqueswe developedto represent
object-orientedconcurrentDREsystemsin termsof processes(au-
tomata)andtheir interactionsin IF.

4.1 Modeling Object Interactions
To modelobject-orientedconcurrentsystemsin IF, eachmethod

call mustbe representedby a separateprocess,becausemultiple
simultaneouscallscanbemadeto thesameobject(method),whose
computationsmayinterferewith eachother. If eachobjectmethod
weremodeledby a singleprocess,all calls to this methodwould
beimplicitly assumedserialized.Thisdoesnot,however, correctly
representactualsystembehavior of, for example,multiple threads
in a reactor. We thereforemodela methodcall from oneobjectto
anotherobjectby having thecallerprocesscreateanew processfor
thecalleemethodandsenda signalto thenew processto startits
execution[10]. Upon completionof executionthe calleeprocess
sendsa signalback to the parent(caller) processandstops,thus
deletingitself.

4.2 Modeling Threads
In IF, it is theresponsibilityof themodeldeveloperto represent

explicitly, in themodelitself, the ideaof a threadof control �o w-
ing throughmultiple objectsaspart of a chainof objectmethod
invocations.For example,Figure3(a)shows a logical threadthat
representsa�o w of controlfrom oneobjectto anotherobject(Foo1
to Foo2, Bar1 to Bar2),with both of theseobjectsmodeledasIF
processes.To modela distinct thread�o w of control, we devel-
opedtheconceptof a threadid maintainedby eachIF process.The
threadid is a reference(of typepid in IF) to a uniqueinstanceof
an IF processof type Thread. Note that the Thread automaton
hasbeendevelopedaspartof this researchandit is not a built-in
featurein IF. Thethreadautomatonservesto recordthereal-world
threadcontext underwhich theIF processis executing.

To representconcurrency accurately, any threadin theactualsys-
tem shouldbe modeledby creatinga Thread automatonin our
models.Whenwe modelanobjectmethodinvocation,the thread
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(a)ThreadID PropagationandScheduling

   thread_schedule: pid1 < pid2


     if

       pid1 instanceof Foo1 and


       pid2 instanceof Bar1 and

       ({Foo1}pid1).threadid <>


       ({Bar1}pid2).threadid and

       ({Thread}(({Foo1}pid1).threadid)).prio <


       ({Thread}(({Bar1}pid2).threadid)).prio )


(b) IF Priority Rulesto Model ThreadScheduling
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(d) Idle Catcher

Figure3: Modeling Thr eadSemanticsin IF

context (representedby a uniquethreadid) underwhich that invo-
cationis madeis carriedover from the caller to the calleeobject.
To propagatethethreadcontext, we useanIF observer [3]. IF ob-
serversrecordabstractionsof theactionsandinteractionsof other
automata.IF providesobserver constructsfor a variety of events
in a systemincluding forking a new process,output events,and
input events.TheIF modelchecker ensuresthatall enabledIF ob-
serversare run betweenany two labeledtransitionsystem(LTS)
steps. Our threadcontext propagationobserver runsandupdates
thethreadcontext of a destinationprocessof anIF signalto bethe
sameasthethreadcontext of thesourceprocess.

4.3 Modeling ThreadPriority Scheduling
In our approach,a Thread automatonwith a user-de�ned state

variablenamedpriority canbe instantiatedto restrictconcurrency
in executionof the models,just as a priority can be usedin OS
threadschedulingto reduceinterleavingsof threadsactionsin the
actualsystem.Sincethe Thread automatonis not a built-in con-
struct in IF, a mechanismby which we inform the modelchecker
abouttheprioritiesof logical threadsis needed,so that themodel
checker cangive preferenceto transitionsthatareexecutingunder
thecontext of a higherpriority threadover thoseunderthecontext
of a lower priority thread.We usethepriority rulesfeaturein IF to
specifythepriority orderingamongdifferentautomatainteractions.

Figure3(b) illustrateshow we usethe priority rules featurein
IF to achieve threadschedulingin our models. This IF priority
rulestatesthatbetweentwo automataof IF processtypesFoo1and
Bar1, if the threadcontexts of thesetwo automataare different,
thenchoosetheautomatonwith a threadid thatpointsto aThread
automatonwith ahighervaluefor thepriority statevariable(in this
example,Bar1is chosenover Foo1).

4.4 Modeling Run­to­Completion Semantics
In theprevioussection,wediscussedhow tomodelpriority based

schedulingin IF, wherewe dealt mainly with modeling threads
with different priorities. In real-timesystems,it is very common
to usetheSCHED FIFO schedulingmechanismto reducecontext
switchingbetweenreal-timethreadsof thesamepriority. Weusea
similar techniqueto control interleavingsbetweentheexecutionof
automatawithin differentlogical threadsof thesamepriority.

In ourmodels,eachlogicalthreadof controlrunsacrossmultiple
IF automatauntil the threadblocks,or is preemptedby a higher
priority thread- only thencananotherthreadstartrunning.In theIF
model,this translatesto thenotionof automatain thesamethread
context executingin sequenceuntil therearenoenabledtransitions
in thegroupof automatarunningunderthatthreadcontext.

To realizerun-to-completionsemanticsin IF, we developeda
combinationof techniques:(1) keepingtrackof thecurrentlyrun-
ning threadid aspartof thestatespace;(2) performingthreadcon-
text propagationfrom a callerobjectto calleeobject;and(3) using
an idle catcherto resetthecurrentlyrunningthreadwhennoneof
the processesin our modelhave any enabledtransitions. For the
purposeof this discussion,we assumethat Thread1andThread2
have thesamevaluefor their priority statevariables.

Currently running thread context. A globally accessiblestate
variableCurrent is usedto recordthethreadcontext which is cur-
rently running. Eachtransitionin every automatonin the model
updatesthis global variablewith the locally storedthreadcontext
underwhich that automatonis running. If multiple automataare
enabled,thenonly oneautomatonis selectedby themodelchecker
to updatethevalueof Current. Any IF processPwhosethreadcon-
text is thesameasthecurrentlyrunningthreadwill getpreference
to any IF processQ whosethreadcontext is not the sameasthe



currentlyrunningthread,providedthethreadsfor PandQ have the
samepriority. This policy is expressedin IF usinga combination
of IF priority rules.Notethatif thereis nocurrentlyrunningthread
context, thenwe allow appropriatenondeterminismin the model.
For example,Figure3(c) illustratesan executionsequencewhere
in state1, theFoo1automatonis chosennon-deterministicallyover
Bar1 sincethe valueof Current is nil. The Foo1 automatonup-
datesthevalueof theCurrent statevariablewith the threadid (1)
of its threadcontext. In state2, the model checker selectsFoo2
over Bar1,sincethevalueof Current (1) is thesameasthethread
id of Foo2andhenceFoo2is chosenover Bar1. Foo2(andhence
Thread1)thenblocksin state3. Bar1 is now chosento run since
thereareno otherautomatathatareeligible to run. Bar1now sets
Current to its threadid (2). After thisBar2runsandthenblocksin
state5. Thuswe have achievedrun-to-completionsemantics.

Idle catcher. The combinationof maintainingandpropagating
threadcontexts is suf�cient aslong asthereis alwaysan enabled
transitionin the system.However, therecouldbe problemswhen
thereareno enabledtransitionsin the system,suchaswhentime
needsto progressin themodel.Figure3(d) illustratessucha prob-
lem, whereThread1andThread2from Figure 3(c) both become
unblocked after sometime at state6. At state6, both Foo2 and
Bar2 areenabledand ideally thereshouldbe a non-deterministic
choicebetweenthem. But sincethe valueof Current is 2, Bar2
is alwayschosento run by virtue of its threadid beingthe same
asthevalueof Current. This resultsin over-constrainingthestate
space,in which a form of nondeterminismwhich is quitepossible
andwhichmayberelevantto theconstraintsof theactualsystem,is
removed.To avoid suchover-constraining,weaddanIdle Catcher
automatonasFigure3(d)alsoshows.

Thisautomatonhasalowerpreferencethanany otherautomaton
in themodel,andrunsonly whentherearenootherenabledtransi-
tions in thesystem.As soonasit runs,the idle catcherautomaton
resetsthecurrentlyrunningthreadcontext to nil. WhenFoo2and
Bar2 are enabledoneof themis picked non-deterministicallyby
themodelchecker. Theselectedprocessthenupdatesthecurrently
runningthreadcontext andrunsto completion.

5. DOMAIN SPECIFIC OPTIMIZA TIONS
A commonproblemwith model checkingis the potential for

statespaceexplosion. With concurrency thestatespacecangrow
especiallylarge dueto interleavings of transitions,even whenin-
dividual processeshave relatively small statespaces.Thereforeit
is imperative to reduceunnecessarynondeterminismandto disable
statetransitionsthatdonothaveacounterpartin theactualsystem.
In thissectionwedescribethetechniqueswe have employedto re-
ducenondeterminismin thesysteminitializationphaseandto limit
irrelevant interleavingsof statetransitions,respectively.

Systeminitialization. Whenwe constructanIF modelof a sys-
tem, we �rst establishthe staticstructureof the system,creating
both active objects(e.g., threadpools) and passive objects(e.g.,
Reactors)andtheirassociations.In this initializationphase,theor-
derin which thedifferentobjectsandtheir associationsarecreated
maybe irrelevant to theapplicationsemantics,in which casethey
areobservationally equivalent. However, differentcreationorders
areby default considereddistinctstatesby themodelchecker. For
example,consideran applicationwith objectsA andB that each
createaninstanceof objectC. In IF whenaprocessis created(with
fork) it getsauniqueid. Thus,dependingonwhichobject's fork is
executed�rst, we may have the associationsf Ag0-f Cg0, f B g0-
f Cg1, or f Ag0-f Cg1, f B g0-f Cg0. Althoughthesetwo scenarios
areequivalent from an applicationpoint of view, they areconsid-

ereddistinctexecutionpathsby themodelchecker. Sincethenum-
ber of combinationsis exponentialin the numberof suchobject
creations,this cansigni�cantly impactthe sizeof thestatespace.
To reducethis type of nondeterminismwe arbitrarily chooseand
�x an objectcreationorder, e.g., in ascendingorderof processid
values,usingIF priority rules.

Leaderthreadelection.With someconcurrency strategies,such
asthethreadpool reactor, it maynotmatterin whichorderathread
is chosenfrom a setof waiting threads,e.g., to becomethe leader
threadandstartwaiting for eventson thereactor. If thechoiceof a
speci�c threaddoesnot have any consequencesfor thesafety, tim-
ing, or livenesspropertiesof thesystem,thenthis nondeterminism
canbeeliminated,thusreducingthestatespace.We usea simple
strategy to remove nondeterminismin this case:amongtheIF pro-
cessesrepresentingthewaitingthreads,wechoosetheonewith the
lowestprocessid number.

Althoughthesetechniquesareusefulin increasingthe�delity of
our modelsandreducingthestatespace,extremecareis neededin
using the above techniquesto model real-timemiddleware. The
pre-conditionfor using eachof the above techniquesis that the
model checker cannotdo theseoptimizationsjust by using par-
tial order reduction. Wherever necessary, the model checker is
provided with extra information necessaryfor the optimizations
(e.g.usingthepriority rulesmechanismin IF). However, thesetech-
niqueneedto beappliedcarefullyso thatsubtleformsof interfer-
encedo not creepin. A formal treatmentof theseissuesis beyond
thescopeof thispaper, but wouldnecessarilyinvolveproofof non-
interferenceandotherrelevantproperties.

6. CASESTUDY: APPLICATION GATEWAY
Thecasestudypresentedin thissection(1) illustratesthereusabil-

ity of our modelsand(2) servesasan illustrative exampleof real-
istic systems1, whereour low-level modelshelp to identify gaps
betweenhigherlevel modelsandtheactualdesignandimplemen-
tationof systems.

This casestudyillustrateshow our low-level modelscandetect
theformsof interferencediscussedin Section2, which arenot en-
tirely capturedby high-level systemmodelslike RMA [15]. This
casestudy also shows how our low-level modelshelp to evalu-
atedifferentmiddleware-level designalternativesin light of these
formsof interference.

Gatewayoverview. We�rst giveabrief overview of thegateway:
a morecompletedescriptionof this middlewareserviceappearsin
[23]. Theunderlyingideaof a gateway is themediatorpattern[7]
thatallowscooperatingpeersto interactwithouthaving to maintain
referencesto eachother. A peerthat takes the role of a supplier
publisheseventsto thegateway. Thegatewayforwardstheseevents
to peersthattake theroleof consumersandaresubscribedto those
events.

We�rst extendedthedefault functionalityof thegatewaysothat
beforeforwarding an event to a consumer, the gateway can per-
form a value-addedservicethat is speci�c to a supplieranddone
beforeforwardingeventsto eachconsumersubscribedto thatsup-
plier. This is a reasonableextensionfor real-world applications,
e.g., whena stockquoteis broadcastto differentsubscribersthe
gateway may collect anddistribute more informationsuchas the
stock's performancehistory.

1Although customersof Riverace(a company thathelpsto main-
tain ACE andprovidescommercialsupportfor a numberof ACE-
basedsystems)could not sharethe detailsof their usecaseswith
us,SteveHuston,theCEOof Riverace,con�rmed thatthegateway
exampleis anexemplarof suchapplications.



We developedtwo variationsof the gateway, both with event
propagationfrom suppliersto consumersandwith suppliersbeing
consumeragnostic.Thetwo variationsshow how featureadditions
(i.e., real-time,reliability) canproducechangesin themiddleware
con�gurationwhichin turncanaffect thetiming andlivenessprop-
ertiesof the system: (1) a gateway usedby an applicationwith
real-timerequirements;and(2) a gateway usedby an application
with a control-pushdata-pullmodelandreliability requirements.

6.1 Real­timeGateway
We �rst examinetheuseof thegateway by a real-timeapplica-

tion. Weconsiderascenariowhereeventsaresuppliedperiodically
by two suppliersS1andS2with periods100msand50msrespec-
tively. Eventsfrom S1areforwardedto consumersC1 andC2 and
eventsfrom S2areforwardedto C2 andC3. NotethatC2 receives
eventsfrom bothS1andS2. Thedeadlinesfor thearrival of these
eventsat the consumersis the sameasthe periodof the supplier
that suppliesthe events. The value-addedserviceprocessingfor
theeventssuppliedby S1takes20msandthatfor S2takes10ms.
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(c) Design3: ReactorandDispatchPriority Lanes

Figure4: Real-timeGatewayDesignChoices

High level modelingusing RMA. During high level modeling,
we try to determinewhetherthe above applicationis schedulable
underthe given parameters.Typically for a periodicsystemlike
this, RateMonotonicAnalysis (RMA) [15] is usedto determine
whethersharingthesameCPUamongtasksis feasible.Assuming
that thereis a constantpropagationdelayfrom thesuppliersto the
gateway, theeventsarriveat thegatewayatregularintervals.Under
RMA, thegatewaythuscanbeconsideredaperiodicsystemwith 2
periodictasks(with periods100msand50msandexecutiontimes
of 20msand10 msrespectively). Sincethe total utilization (80%)

is well below the utilization bound(100%)for harmonicperiods,
thesystemis guaranteedto beschedulableif thehigherfrequency
taskis givena higherpriority, preemptively.

Having doneahigh-level analysis,wenow examinethreedesign
choicesfor con�guring thegateway, which areshown in Figure4.
Note that in theRMA analysis,we only consideredthesharingof
resourcesat thehardwarelevel anddid not considerthesharingof
resourcesthatcould take placeat themiddlewarelevel. This lack
of detail in thehigh-level modelin turn may leadto a violation of
systemtiming propertiesduring systemexecution,unlesswe use
a suf�ciently detailedmodel to capturethe effectsof variousde-
signchoicestherebyguiding thedesignerto make theappropriate
choice. Therefore,we now provide themiddlewaredesigndetails
using our own modelsand analyzethe resultingmodelsfor any
timing violations.

Design1: singlereactorthread.With this designchoice,shown
in Figure4(a),anI/O threadwaitsonsocket eventsusinga reactor.
Whenaneventarrivesfrom a supplier, thereactormakesanupcall
to the appropriatesupplierhandlerwhich thenforwardsthe event
to theappropriateconsumerhandlers.Theconsumerhandlerssend
theseeventsto theconsumersin thecontext of theI/O threaditself.
Notethatthevalue-addedservice(if any) for eachconsumeris also
donein thecontext of theI/O thread.

Themodelexecutiontracein Figure5(a)shows thata deadline
missoccurredbecauseof a priority inversion(A) thatoccurredat
thereactorin thegateway. Thepriority inversionoccurredbecause
of the sequentialnatureof the reactorupcalls. Messagefrom S1
wasprocessed�rst andthenmessagefrom S2wasprocessed.This
resultedin a blockingdelayfor themessagefrom S2. Theblock-
ing delaywasthe time it took for the value-addedprocessingfor
messagefrom S1, which in the above examplewas40 time units
(20 timeunitseachfor C1andC2). Becauseof thisblockingdelay
therewasa deadlinemissfor ConsumerC3 at (B). This tracethus
shows that the enforcementof the high-level RMA model is not
achievedusingthis designapproach.

Design2: reactorpriority lanes. To eliminatethe priority in-
versiondue to blocking at the reactorin Design1, we now use
separatereactor/threadpairsto handleI/O eventscorrespondingto
thetwo suppliers.Underthisdesignchoice,whichhasbeenusedto
avoid priority inversionin real-timeORBslike TAO [18, 19], there
is an I/O threadandreactorper priority level, asis shown in Fig-
ure4(b). Thevalue-addedservicefor eachconsumeris alsodone
in the context of the I/O thread. To protectthe sameevent han-
dler (for examplethe consumerhandlerfor C2) from concurrent
upcallsfrom differentreactorthreads,accessto theeventhandlers
is synchronized.

Themodelexecutiontracein Figure5(b) shows thatthepriority
inversionseenat(A) in Figure5(a))is preventedbecauseof thepri-
ority isolationachievedby separationof I/O handlingfor theevents
from the two suppliers.However, a priority inversionstill occurs
(C) at thesynchronizedconsumerhandlercorrespondingto C2be-
causethevalue-addedservicecorrespondingto theevent from S1
to C2 is doneby thesynchronizedconsumerhandlerfor C2. This
delaysthesecondeventfrom S2(releasedattime= 50)thatis wait-
ing for accessto thesameconsumerhandler.

Design3: reactoranddispatch priority lanes.Underthisdesign,
a consumerhandlerhandsover an event to an active object [24],
which hasits own threadof executionto forward the eventsto a
consumer. Synchronizationat the event handleris maintainedas
in Design2, but thevalue-addedserviceitself is doneby theactive
objectthreadratherthanwithin theeventhandler. To achieveprior-
ity isolationfor eventdispatchingby theactive objectthreads,we



usedsimpleKokyu [8] stylepriority lanes.Thenumberof lanesis
thenumberof priority levelsneeded- 2 lanesin thisexampleunder
RMA, sincewe have two rategroups(100msand50ms).

Our modelexecutiontracesindicatedno deadlinemissesor pri-
ority inversions,asis shown in Figure5(c). Accordingto RMA, the
lanecorrespondingto the100msperiodwasgivena lower priority
thanthatfor 50ms.As a result,theS1-C2eventprocessingby the
low priority active objectthreadis preempted(at time = 50 units)
by theS2-C2eventprocessingby thehighpriority thread.
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Figure5: Timelinesfr om Model Execution

6.2 ReliableGateway(Control­PushData­Pull)
In Section6.1 we have seenhow our middleware modelscan

helpto evaluatedifferentdesignchoiceswith respectto timing con-
straintsandalternative con�gurationsof theapplicationlevel gate-
way. That discussionfocusedon blocking delayscausedby the
single threadedreactoror by synchronizationat an event handler
sharedby two differentgateway threads.

We now examinea secondform of interferencethat our mod-
els capture- exhaustionof reactorthreads- usingan application
with reliability requirements.This examplereemphasizesthe fact
that such interferencecan be capturedonly by including lower-
level modelsof middlewarebuilding blocksin ouranalysis.In this
example,the applicationusesan event propagationmodelcalled
“control-pushdata-pull” model. In this model, the supplierpub-
lishesa “data-available” eventto thegateway andthegateway for-
wardsit to the subscribedconsumers.The consumersthenmake
remotecallsto thesupplierto fetchthedata.

Apartfrom thecontrol-push-datapull model,theapplicationalso
hasa reliability requirement- every event that is publishedby a
suppliermust be acknowledgedby the gateway and every event
received by a consumerfrom the gateway mustbe acknowledged
by that consumer. Oncethe gateway receivesacknowledgements
from all theconsumersfor anevent, it sendsanacknowledgement
backto thesupplier.

To wait for an acknowledgementfrom the gateway after pub-
lishing an event, a suppliercould usethe WaitOnConnectionor
WaitOnReactorstrategy. Which of thesestrategiesis mostsuitable
dependson other factorssuchas inter-processdependenciesand
availablethreads,aswell asonapplication-speci�cconstraints[27].
Wenow analyzetheimpactof thesetwo designchoicesonthelive-
nessof thesystem,andillustratehow a deadlockmayoccurin the
context of thegatewayexampleasaconsequenceof usingtheWait-
OnConnectionreplywait strategy.

We enhancedboth the composedset of low-level modelsand
the implementationof thegateway examplein ACE to accommo-

datereliability. In the following discussion,we considera single-
threadedimplementationof thegateway, wherea reactorthreadis
responsiblefor demultiplexing amongconnectionsfrom suppliers
andforwardingtheeventsto consumers.We alsoassumethesup-
pliersandconsumersto have a single-threadedreactor. Scenarios
involving multi-threadedsuppliers,consumers,andgatewayscan
leadto similar analyses[22] to thosepresentedhere,but a detailed
discussionof thosescenariosis beyondthescopeof this paper.

Design1: replywait usingWaitOnConnection.Figure6 shows
thesequenceof interactionsdrawn from thetraceoutputfrom our
modelexecution.Thetraceshows thatasupplier�rst (1) publishes
an event to the gateway, and then (2) waits for an acknowledge-
mentfrom thegateway usingtheWaitOnConnection(WoC) reply
wait strategy. Thegateway reactorunblocks,and(3) makesanup-
call to the appropriateevent handler. The event handler(4) for-
wardstheevent to a consumerhandler, which then(5) forwardsit
to theappropriateconsumer. Theconsumer(6) receivestheevent
andmakesa remotecall to the supplierto get data. After this no
transitionsare enabledand time advancesto a large presetnum-
ber, indicatinga deadlock.Thedetectionof this deadlockexposes
an insuf�ciency of resources(here,reactorthreads)for the given
constructionof thecall graph,which canbe addressedby enforc-
ing a deadlockavoidanceprotocol(e.g.,BASIC-Por EFFICIENT-
P [21]) in thereactors.
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Figure6: Interaction Sequence:WaitOnConnection

Design 2: reply wait using WaitOnReactor. Figure 7 shows
thesequenceof interactionsdrawn from thetraceoutputfrom our
model execution. The traceis similar to the one with the Wait-
OnConnectionstrategy (shown in Figure6) until (6) wherea con-
sumergot an event andsendsa requestto the supplierandwaits
for a reply. Theonly differenceuntil (6) in Figure7 is thatthesup-
plier (2) waitsfor theacknowledgementfrom thegatewayusingthe
WaitOnReactor(WoR) reply wait strategy. After (6), the request
sentby theconsumerreachesthesupplierwhosesinglethreadwas
waiting both for requestsandfor pendingreplies,usingthe reac-
tor. In theWaitOnReactorreply wait strategy, thereactorthreadis
usedto receive the incomingremotecall from the consumerand
make an upcall to the appropriateevent handler. The event han-
dler for the remotecall then (7) sendsa reply to the consumer,
which (8) receives the reply and then(9) sendsan acknowledge-
ment to the gateway, which in turn (10) sendsan acknowledge-
ment back to the supplier. This traceshows that the WaitOnRe-
actorstrategy eliminatedthedeadlockarisingfrom the loop in the
supplier! gateway! consumer! suppliercall-chain.
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Figure7: Interaction Sequence:WaitOnReactor

7. RELATED WORK

Model-integratedcomputing. Ourwork followstheModel-Driven
Middleware[9] paradigm,whichappliesmodelintegratedcomput-
ing [28] techniquesto the domainof middleware. Our approach
providesa detailedsetof modelsfor usein conjunctionwith other
model-basedmiddlewarecon�gurationtechniquessuchastheCoS-
MIC [9] tool set,which supportsintegratedmodel-driven compo-
nentassembly, deployment andcon�guration. We plan to inves-
tigate the possibility of integratingour formal modelswithin the
GenericModelingEnvironment[14] andPtolemyII [16] environ-
ments.

DREAM.DREAM [17, 6] is an open-sourcetool and method
thatallows DRE systemdesignersto do model-basedschedulabil-
ity analysisof timeandevent-drivenDREsystems.DREAM offers
acomputationalmodelcalledtheDREsemanticdomain [17]. The
key elementsin this computationalmodelaretasks,timers,event
channelsandschedulers.Tasksaretriggeredeitherby atimeror ex-
ternalaperiodiceventsandtaskscommunicateamongthemselves
by meansof an event channel.Within this computationalmodel,
DREAM considersthe problemof decidingthe schedulabilityof
a given set of taskswith time and event-driven interactions. By
usingtimedautomatamodelsfor eachof theelementsin thecom-
putationalmodel,theschedulabilityproblemis converted[6] into a
reachabilityproblemin thecomposedmodelusinga modelcheck-
ing tool likeUPPAAL. DREAM alsoprovidesamodeltransforma-
tion facility by which a modelof theDRE systemexpressedusing
a domainspeci�c modelinglanguage(e.g., ESML [14]), is trans-
formedusingmodeltransformationtoolsto timedautomatamodels
in theDREsemanticdomain.Eventhoughour approachis similar
to DREAM [17, 6] in thatwe usetimedautomatamodelsto verify
systemproperties,theproblemsthat theseresearchefforts address
aredifferent.WhereasDREAM addressestheproblemof deciding
schedulabilityof a setof tasks,our researchaddressestheproblem
of correctcompositionof reusablemiddlewarebuilding blocksthat
aremodeledat a �ner level of granularitythantheelementsin the
computationalmodelofferedby DREAM.

CADENA and Bogor. CADENA [11] is an integratedenviron-
mentfor building andmodelingCORBA ComponentModel [29]
systems.[5] shows how modelcheckingusingtheextensibleBo-
gor [20] modelchecker hasbeenappliedto verifying event-driven
systemsusingan event channel. We plan to investigatehow the
low-level formal modelswe have developed,combinedwith the
middleware building blocksour modelsrepresent,could be inte-
gratedwith thesetool setsto provide �ne-grainedmodelchecking
and software synthesiscapabilitiesover a commonand reusable
softwarebase.

Schedulability Analysis. Model checkingprovides a common
formal basisfor checkinga wide rangeof concurrency andtiming
propertiesin DRE systems.A variety of analysistechniquesfor
individual propertieshave beendevelopedin other relatedwork,
e.g.,for schedulabilityanalysisin tool-setssuchasVERSA[4] and
Cheddar[25].

8. CONCLUSIONS AND FUTURE WORK
Our middleware modelingapproachpresentedin this paperis

designedto addressthe needfor a moredetailedformal basisfor
veri�cation of correctmiddlewareconstructionandcon�guration
in the context of individual applications.Theexamplespresented
in Section6 illustratea varietyof waysin which evaluatingtiming
andlivenesspropertiescanbe complicatedby differentcombina-
tionsof middlewaremechanisms.In practice,therangeof compli-
catingfactorsis muchlargerthaneventheseexamplesshow, which
motivatesbothourdevelopmentof reusablemechanism-level mod-
elsandour composition-basedmodelcheckingapproachfor anal-
ysisof entiresystems.For example,differentapplicationswill nat-
urally exhibit (1) different dependency topologiesbetweenevent
handlers;(2) variousstrategiesfor concurrency, scheduling,event
demultiplexing, andothercrucialmechanisms;and(3) alternative
strategiesfor handlersrelinquishingcontrol, suchasWaitOnCon-
nectionandWaitOnReactor. Furthermore,theconstraintseachap-
plicationplacesontiming andotherpropertiesmayalterthecriteria
by which systemtimelinessandlivenessareevaluated.

Summaryof results. The resultsof our casestudy presented
in Section6 motivatethe needfor detailedmodelingof low-level
middlewaremechanisms,andevaluationof thosemodelsthrough
modelcheckingtools. We comparedthe resultsof executingour
modelswith theresultsof executingactualimplementationsof our
casestudy scenarioswith ACE 5.4.7 on Linux 2.6.12,using the
designalternatives that we discussedin Section6. Both the the
priority inversionspredictedby themodelsin Section6.1,andthe
deadlockspredictedby themodelsin Section6.2,appearedin the
actualruns,thusdemonstratingthevalidity of ourmodels.

Moreover, for thereal-timegatewayscenariosin Section6.1,we
populatedthemodelswith executiontimesfrom theactualrunsand
thengeneratedtimelinetracesfrom theresultingmodelexecution.
Thetimelinesfrom themodelexecutiontraceresembledthetime-
lines from actualexecutiontracevery closely, demonstratingthe
�delity of ourmodels.A moredetaileddiscussionof ourmodeling
approach,of thiscasestudy, andof otherveri�cation andvalidation
examplesusingour modelscanbefoundin [26].

Theseresultssupporttheview thatmodelingandanalysisshould
be doneasan integral part of the systemdesignandengineering
process.Signi�cant further work is neededto make this vision a
reality in theDRE middlewaredomain,but theresearchpresented
in this paperdemonstratesthe suitability andviability of that ap-
proach.
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