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ABSTRACT

Distributedreal-timeandembeddedDRE) systemshave stringent
constraintson timelinessand other propertieswhoseassurancés
crucial to correctsystembehaior. Formal tools and techniques
play akey rolein verifying andvalidatingsystemproperties How-
ever, mary DRE systemsare built using middlevare framevorks
that have grown increasinglycomplex to addresshe diversere-
quirementsof a wide rangeof applications.How to apply formal
tools andtechnique<ffectively to thesesystemsgiven the range
of middleware con guration optionsavailable,is thereforeanim-
portantresearciproblem.

This papemalesthreecontributionsto researcton formal veri-
cation andvalidationof middlevare-base@®RE systemsFirst, it
presents reusabldibrary of formal modelswe have developedto
captureessentiatiming andconcurreng semanticef foundational
middlevarebuilding blocksprovided by the ACE framework. Sec-
ond, it describesilomain-speci ctechniquedo reducethe costof
checkingthosemodelswhile ensuringthey remainvalid with re-
spectto the semanticof the middlevareitself. Third, it presenta
veri cation andvalidationcasestudyinvolving a gatevay service,
usingour models.

CatggoriesandSubjecDescriptos: D.2.4[Software/Progranver
i cation]: Model Checking

Geneal Terms: Veri cation, Design.
Keywords: Middleware, Timed Automata.

1. INTRODUCTION

Signi cant researclover the pastdecadehasmademiddlevare
more customizablethroughthe use of pattern-orientedsoftware
frameworks [13, 12]. Although this effort hasmademiddlevare
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solutionssuitablefor a wider rangeof applicationsmanaginghe
resultingmultiplicity of customizatioroptionshasbecomeanin-
creasingoncern Asis shavnin Figurel, abstractionérom higher

Figure 1: Layers, Abstractions, and Properties

layersof the systemsoftware architecturebuild uponabstractions
fromlowerlayers.Thisestablisheanimplicit dependencef higher
level propertieson lower level propertieswhich in turn makesthe
formal veri cation of application-leel requirementsnoredif cult
in middlewvare-basedystems.

As Figure 1 illustrates,application-leel propertiessuchasthe
timely return of a remote methodinvocation (A1), may depend
on middlevare-level propertiessuchas delaysintroducedby dif-
ferentstratgiesfor establishingandre-usingconnectionswith re-
mote endsystemgM1) or for delivering the result of the remote
invocationto theapplication(M2). Furthermoremiddlevare-level
propertiesuchasthedelayin deliveringtheresultof theremotein-
vocationto the application(M2) may dependon othermiddlevare
propertiesuchasthestratgy usedo wait for thereplyfrom there-
moteinvocation(M3) andon OS-level propertiessuchaswhether
threadswith the samepriority are scheduledwith round-robinor
run-to-completionsemantic§O1) and whetherother threadsare
holdingresourcesmeededy thethreadthatwill returntheresultto
theapplication(02).

We have focusedpreviously onthedesignandproofof protocols
to enforceapplication-l@el propertiegthatdependn otherproper
tiesattheapplication middlevareandOSlevels. For example,we
have developed[22] andoptimized[21] threadallocationprotocols
that canprovably avoid deadlockin middlevare-basedlistributed
real-timeand embeddedystemsvhose2-way remotemethodin-
vocationcall graphis knowvn. While this approachsenesto ad-
vancethe stateof theartin bothmiddlevaredesignanddistributed
systemstheory careful effort is requiredto designand prove an
enforcemenprotocolfor eachpropertyof interest. The research
presentedn this papercomplementghe designand proof of en-



forcementprotocolsfor systempropertiesy establishinga formal
foundationthat can be re-usedeffectively to checkpropertiesfor
which enforcemenprotocolshave notyetbeendeveloped.Our ap-
proachis alsousefulwhenexisting enforcemenprotocolsdo not
considemew in uences,suchasthoseintroducedy otherenforce-
mentprotocolsor by nev middlevareor OSfeatures.

Our approacthoffersthefollowing bene tsbeyondthoseoffered
by other relatedwork, which we discussin Section7: (1) our
reusable detailedand executablemodelsof middlevare building
blocks canbe composedo modeldifferentkinds of middleware,
andthencanbe composedwith differentapplicationmodels;(2)
the timing andlivenessropertiesof thesebuilding blockscanbe
veri ed with suitableprecision;(3) our modelsoffer a morerig-
orousandformal representationf detailedmiddlevare engineer
ing expertisethatis currentlyrepresentedspatterns[24]; (4) with
theseresuabldow-level modelsandveri cation techniquestheex-
tentto which systemsnustbe“over-designed’canbereduceddue
to greaterinsightinto the possiblebehaiors of middlevare-based
systems.

Therestof this paperis structuredasfollows. Section2 presents
adetailedsystemmodelandstateshe researchproblemthis paper
addressesSection3 describeghe middlevare architecturehatis
capturedby our models. Section4 discusseghallengesandsolu-
tion approache$or modelingconcurrenpbjectmiddlevare using
thelF tool set. Sections discussedomain-speci cstatespaceopti-
mizationsto allow tractablecheckingof themodelswe have devel-
oped.In Section6, we presenta casestudyof scenariosnvolving
abroadersetof middlewareconcurreng andinteractionstrategies,
which in turn affect systemtiming and livenessproperties. Sec-
tion 7 describegelatedwork, and Section8 offers concludingre-
marks.

2. SYSTEM MODEL AND PROBLEM

In thissectionweformally describesomeof thecanonicabuild-
ing blocks[24] usedin the constructionof real-timemiddlevare
andtheir interactions.We also describethe methodologythat we
useto modelandverify realworld examples(seesection6) using
middlevare built from thesecanonicalbuilding blocks. Although
our approachis similar to the approachesisedin modelingand
verifying componeninteractiong11] in the context of a compo-
nentmodellike CORBA ComponentModel [29], the key differ-
encefrom thoseapproachess the granularityof the elementghat
interact. Theinteractionsbetweerthe middlevare building blocks
(e.g.paclet arrival through an interprocescommunicationchan-
nel thatcanresultin triggeringa returnfrom a select OS system
call, reactormakinganupcallto aneventhandler)arelessexplic-
itly structuredand more diversethanstandardccomponenimodels
(e.g.interactionvia ports and event channelsjand hencemust be
capturedby modelsthatincorporatestatetransitionandtiming se-
manticsat a ner granularitythan componentmodels. We need
the full power of timed automatdg1] for capturingthe interaction
semanticof thesemiddlevarebuilding blocks.

Oursystenmodelcanbeexpressedsa6-tuplef E; H; 1 ;R; A; g,
consistingof thefollowing elements:

E is asetof eventsdenotingrelevantasynchronoushanges
in the systems state,suchasthe expiration of a timer, the
arrival of a network paclet, or a transport-layetbuffer be-
comingavailablefor writing.

H is a setof event handles, which perform application-
speci ¢ processingvhensystemeventsaredispatchedo them.
| is asetof interaction channelssuchassocletsandtimer
registrationinterfaceswhich triggereventsasa resultof ac-
tionsperformedonthem.

R is asetof reactos, whichdispatcheventsto eventhandlers
by invoking event-speci chandlemethods.
A is asetof actionsperformedon eventhandlersinteraction
channels,and reactors— suchas registeringan event han-
dlerwith areactor dispatchinganeventto aneventhandlery
sendingdataover a soclet, or waiting in areactorfor events
to occur

is a setof endsystenthreads— actionswithin a threadare
performedsequentiallywhile actionsin differentthreadscan
be performedconcurrently

Note that somecategyoriesof events(e.g., thereturnof a thread
from amethodcall) andactions(e.g., invokingamethodcall) could
applyto multiple instancesandkinds of systemelementsFurther
more,agiveneventor actioncanbeperformedepeatedlyTo avoid
ambiguity we assumehatevery eventandevery actionis identi-

ed uniquely andthateachoccurrenceof a given eventor action
is indexed uniquelyacrosghe entire system.We alsoassumehat
eachoccurrenc®f aneventis instantaneousyhile eachoccurrence
of anactionhasa (possiblydifferent)non-zeratemporalduration,
andtheinitiation andcompletionof eachactionarerepresentetly
distincteventsin our systemmodel.

The dynamicinteractionsbetweentheseelementscapturefor-
mally therelevant partsof the systembehaior. Theseinteractions
canbetransformednto formulasin temporallogic usingtherela-
tions describedbelon. Theseformulascanthenbe proved using
formal veri cation techniquessuchas model checking,abstract
interpretation,and deductve methods. Sections4 and5 describe
how theserelationscanbe mappedo the IF modelchecler, while
Section6 presentsa proof using the IF tool. We ervision a de-
velopmentcycle wherethe translation(andits validation) to this
formal modelis performedby the componenteveloper Someof
thesetranslationsandformal proofscanbereusedicrosscenarios,
andarecomposablé¢o form largerproofsspeci c for theparticular
application.

Staticrelations. We rst expressseveral staticrelationsin our
systemmodel,which hold for theentiresystemlifetime. Thesere-
lationspartitionactionsaccordingo the systemelementonwhich
the actionscan be performed,and partition threadsinto reactor
speci ¢ threadpools:

u i H 1 2% Thesetof actionsthatcanbetakenon event
handlerh is givenby 4 (h).

| 111 2°. Thesetof actionsthatcanbetakenoninter-
actionchannel is givenby | (i).

r : R! 2% Thesetof actionsthatcanbetakenonreactor
r isgivenby r(r).
thr eadpool: R! 2 . Thesetof threadsassignedtatically
to reactor is givenby thr eadpoolr), with eachthreadas-
signedto exactly onereactorandatleastonethreadassigned
to eachreactor We saythattwo threadsarelocal to reactor
r if bothareassignedo thatsamereactor We saythattwo
threadsareremoteif they areassignedo differentreactors.

Tempokel relations.We usenon-n@atie realnumberdomainT
to denotetime, andexpressseseraltemporakelationsin our system
modelthatareusefulfor theanalysisof systemtiming andliveness
properties:

registered:E | R T! 2", Thesetofeventhandlers
registeredfor evente oninteractionchannel in reactorr at
timet is givenby r egister ed(e;i; r;t).

active: R T ! 2F. Thesetof eventsthathave arrived
atreactor but have notbeendispatchedo eventhandlersat
timet is givenby activ e(r; t).



ready:E R T ! 2'. Thesetofinteractionchannels
for which evente is active in reactorr attimet is givenby

ready(e;r;t), andasingleevent-speci caction,suchasone
readfrom a soclet for a “dataready” event,canbetakenon

a ready channelwithout blocking the threadin which that

actionis taken.

dispatched : R T ! 2 . Thesetofthreadsn thr eadpoo(r)
thatarecurrentlyin useto dispatcheventsto eventhandlers
in reactor , andthusarenotavailableto dispatchotherevents
from activ e(r;t) attimet is givenby dispatched(r;t).
blocked: R T ! 2 .Thesetofthreadsn thr eadpoo(r)
that have taken blocking actionsthat will only unblockand
allow the threadto continuewhena speci c eventoccursis
givenby blocked(r;t). Notethatfor somescenariossuchas
athreadschedulinga timer andthenblockingon thetimer's
expiration, unblockingwill not dependon an action being
performedin anotherthread;for otherscenariossuchasa
threadperforminga blocking readon a soclet, an event to
trigger unblockingmustbe generatedy an actiontaken by
another(possiblyremote)thread.

deadline : N E ! T.Thetimebywhichthen™ occur
renceof evente mustoccurto presere correctnesss given
by deadline (n; €). Eventoccurrencesvithout timing con-
straintsaregivenadeadlineof 1 .

occurred: N E ! T.Thetimeatwhichthen™ occur
renceof evente happeneds givenby occurr ed(n; €).

live:R T! 2 .Thesetof threadsassignedo reactorr

within eachof which atleastoneactionoccursaftertimet is
givenby live(r;t).

arrival time :N  E R |I'! T. Thetimeof arrival
of the nth occurrenceof event e on channeli at reactorr

is givenby arrival_time (n; e;r;i). Eventoccurrencesire
numberedylobally ratherthanby interactionchannel andif

thenth occurrenceof aneventhappenedn adifferentchan-
nel thani (or did not happenat all) thenthe time returned
wouldbel .

dispatch_time :N E R 1! T. Thetimeofdispatch
of thenth occurrencef evente on channel by reactor to

theappropriateventhandleris givenby dispatch _time (n; e;r;i).

If thenth occurrencef evente happenedh adifferentchan-
nel thani (or did not happenat all), thenthe time returned
wouldbel .

Problemde nition. Our approachhingeson theideathatinter
ferenceoccurswhenthe actionstaken by endsystenthreadscan
affect eachotherin waysthat produceadwerseconsequencefor
the systems speci ed constraints.n this researchye addresghe
speci ¢ problemof detectingnterferencen whichthreads'actions
onreactorseventhandlersandinteractionchannelsn theendsys-
temmiddlevarecancauseviolationsof application-speci diming
andlivenesgonstraints.

Interference We analyzetwo forms of interferencewith time-
linessandlivenessconstraints:blocking delaysand exhaustionof
threaddn areactorthreadpool.

blocking delay : N  E R | ! T. Theblocking
delayfor the nth occurrenceof evente is given by the in-
tenal betweernits arrival at a reactorr on channeli andits
dispatchto an event handley blocking _delay(n; e;r;i) =
dispatch _time (n; e;r;i) arrival_time (n; e;r;i). If the
nth occurrenceof e happenedn a differentchanneland/or
reactorthanthosegivento theblocking _delay functionthen
thereturnvaluewould be0.

thr eads.exhausted : R T ! ftrue;f alseg. Thethreads
in the threadpool of a reactorr are exhaustedattime't if
jblocked(r;t)j = jthr eadpoolr)j.

Our analysisdependdoth on (1) the speci ¢ constraintggiven
and(2) how differentmiddlevaremechanismshapelifferentforms
of interferencewith thoseconstraints. We model the constraints
as temporallogic statementsand model the middlevare mecha-
nismsastimed automata. We then use model checkingto eval-
uatewhetheror not the constraintsare satis ed. Speci cally, we
searcHor stateof thesystemin whichtwo particularkindsof con-
straintviolationsappear:misseddeadlineswhich aretiming con-
straintviolations that can occur even whenlivenesss presered,
and deadlo&s which are livenessconstraintviolations that usu-
ally alsoleadto timing constraintviolationsin subsequergystem
states.Checkingfor a misseddeadlinecanbe doneusingour sys-
tem modelby comparingthe time at which the nth occurrenceof
evente happenedto the deadlinefor thatoccurrenceof the event:
occurred(n; e) > deadline (n; ). Deadlockscanbe detectedis-
ing our systemmodel by determiningwhetheror not we reacha
statewith globaltimet afterwhich no furtheractionwill betaken
by ary of areacton 'sassignedhreads jlive(r;t)j = 0. Notethat
it is not sufcient to checkwhetheror not all threadsin a reactor
areblocked: jblocked(r;t)j = jthr eadpoolr)j saysonly thatno
actionscanbetakenby thethreadsassignedo reactor fromtime
t until asubsequerticcurrencef anevent(e.g., dueto anactionin
aremotethread)causesneof thosethreadgo unblock,andonly
indicatesdeadlockif no sucheventoccursaftertimet.

When a statecontaininga constraintviolation is reachedthe
model checler thencanproducea traceof the systemstatesthat
led up to that constraintviolation. By examiningthesetracesand
correctingtheparticularpatternf interferencehey reveal,we can
remove designandimplementationerrors,and also gain insights
into designingnew enforcemenprotocolsto preventor avoid con-
straintviolations.

3. MODELING ARCHITECTURE

To beableto verify the correctnessf differentmiddlevarecon-
gurations in the context of eachspeci ¢ application,we have de-
velopeddetailedandformal modelsof commonmiddlevarebuild-
ing blocksfoundin thewidely usedACE [13] framevork. We have
modeledreactors threadpools, event handlers,interactionchan-
nels,andothermiddlevarebuilding blockswhich canbecomposed
andchecled rigorouslyto evaluatetiming andlivenessroperties
in eachparticularapplicationandits supportingmiddlevare con-
guration.

Figure2 shavs ourmodelingarchitecturewhichwe have imple-
mentedin the context of the IF tool set[3]. We usethe IF notation
to specifyour ne-grainedmodelsasprocessegautomatajhatrun
in parallelandinteractthroughsharedvariablesandasynchronous
signals.Thebehaior of theseprocessess representefbrmally in
IF astimedautomatawith urgency[2] andthe semanticof a sys-
temmodeledn IF is thelLabeledTransitionSystem(LTS) obtained
by interleaving the executionsof its processes.

Our modelsare divided into three layers: (1) modelsof net-
work/OSlevel abstractionsuchaschanneldor interprocesgom-
munication;(2) modelsof middlevare building blockssuchasre-
actors;and(3) modelsof applicationfunctionalityimplementedn
the form of eventhandlers.The modelsthemselesareexecutable
in the IF ervironmentand can be model-checkd againstsystem
propertyspeci cations. The unshadedectangulaboxesshavn in
Figure2 aremodeledusingtimed nite stateautomataspeci edin
the IF language.The shadedectangulaboxesshavn in Figure2
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Figure 2: Middlewar e Modeling Ar chitecture

aredatastructureghat are sharedby the differentautomatan the
models.Automatawith timedtransitionsareshavn by timericons
in Figure2.

Network/OSabstractionlayer At the lowestarchitecturalayer
we model inter-processcommunication(IPC) mechanismssuch
as soclets, pipes, FIFOs, and messagejueues,as IPC channels.
An IPC channehastwo ServiceAccessPoints(SAPSs),for corve-
niencecalledtheleft-hand-sideSAP (Ihs-SAP)andtheright-hand-
sideSAP (rhs-SAP) EachSAPhasaread-luffer andawrite-huffer
associateavith it. Theread-luffer is usedby the SAP to receve
ary datasentto it from anotherSAP andthewrite buffer is usedto
senddatafrom that SAP to anotherSARP. EachSAP hasa unique
handleassociatedvith it andthis handleis usedasanindex in the
IPC channelcollectiondatastructureto accesshe databuffers as-
sociatedwith that SAP.

An IPC channelis bidirectional. It is modeledas two data-
transferautomata,one for the forward direction, and one for the
reversedirection. The forward channelautomatorwaits for data
to be enqueuedn the write-buffer of the lhs-SAPandtransferst
to the read-luffer of the rhs-SAP The reversechannelautomaton
waitsfor datato beenqueuednthewrite buffer of therhs-SAPand
transferst to theread-luffer of thelhs-SAP Theseforwardandre-
versechannehutomatalsocanbeparameterizedith appropriate
propagatiordelays,f needed.

Middleware abstraction layer Above the network/OS layer is

the middleware layer, wherewe model abstractionsof semanti-
cally rich middlewvarebuilding blocks. Eachmiddlevare primitive

is modeledso that the behaior seenwhenthe modelis executed
closely adheredo that of the actualimplementation. This faith-

ful modelingof the middleware primitivesin turn resultsin high-

delity modelsof higherlevel middlevare services,obtainedby

composingheseprimitive models.To supportsuchfaithful model-
ing, we have developeddatastructuredik e theeventhandlerepos-
itory usedby thereactorto storemappingetweera ServiceAc-

cessPoint (SAP) andthe handlerassociatedvith that SAP. This
tableis populatedwhen&er an event handleris registeredwith a
reactor

Applicationabstiaction layer Our modelsencapsulatapplica-
tion functionality using event handlersasis customarywhende-
veloping ACE-basedapplicationsin practice. Eachevent handler
readdatafrom or writesdatato IPC channelswhichin turnmodel
interactionsbetweendifferent event handlers. The computation

performedby an event handlercan be modeledas a (potentially
comple) automatonor may be abstractedway andrepresented
by a singletransitionguardedby a constrainion atimer variableto
delayits executioncompletioneventasnecessary

Property speci cationsfor veri cation. In the IF tool set, ob-
senablesystenmpropertiecanbespeci edby observes[3]. These
obserersarerepresentetby timed automatathey areexecutedat
eachstepof the labeledtransitionsystem(LTS) thatis generated
from the composedsystemmodel beforean enabledtransitionis
selectedTo facilitatespeci cation,IF providesobserer constructs
for avarietyof eventsin a systemincludingforking anew process,
outputevents,andinput events. In generalan obserer recordsan
abstractionof the actionsand interactionsof other automataand
alsocanbeusedto controlthemodels execution.

4. MODELING CONCURRENT OBJECTS

Althoughour goalis to modelsystemshaving multiple commu-
nicating threads,eachof which executesactionsincluding object
methodecalls, the distinctionbetweenan objectanda threadis not
known to the IF modelchecler. Despiteits lack of direct repre-
sentationdor objectsandthreads|F proved to be the bestsuited
tool setfor our middlevare modelingand analysisneeds: while
Bogor[20] providesnative supportfor objectsandthreads)F of-
fersdirectsupportor reasoningboutexplicit timing, whichBogor
doesnotprovide. Thisdecisionrequiredusto keeptrackof thedis-
tinctionsbetweerthreadsandobjectsin themodelsthemseles. In
this sectionwe describethe techniquesve developedto represent
object-orientedoncurrenDRE systemsn termsof processeu-
tomata)andtheirinteractionsin IF.

4.1 Modeling Object Interactions

To modelobject-orientedoncurrensystemsn IF, eachmethod
call mustbe representedby a separateprocesspbecausenultiple
simultaneousallscanbemadeto thesameobject(method) whose
computationsnayinterferewith eachother If eachobjectmethod
weremodeledby a single processall callsto this methodwould
beimplicitly assumederialized.This doesnot, however, correctly
represenactualsystembehaior of, for example,multiple threads
in areactor We thereforemodela methodcall from oneobjectto
anothemwbjectby having thecallerprocessreateanew procesgor
the calleemethodand senda signalto the new procesgo startits
execution[10]. Upon completionof executionthe calleeprocess
sendsa signal backto the parent(caller) processand stops,thus
deletingitself.

4.2 Modeling Threads

In IF, it is theresponsibilityof the modeldeveloperto represent
explicitly, in the modelitself, the ideaof a threadof control o w-
ing throughmultiple objectsas part of a chainof objectmethod
invocations. For example,Figure 3(a) shaws a logical threadthat
representa o w of controlfrom oneobjectto anotherobject(Fool
to Foo2, Barlto Bar2), with both of theseobjectsmodeledasIF
processes.To modela distinct thread o w of control, we devel-
opedtheconcepbf athreadid maintainedy eachlF processThe
threadid is a referencgof type pid in IF) to a uniqueinstanceof
an IF processof type Thread. Note thatthe Thread automaton
hasbeendevelopedas part of this researchandit is not a built-in
featurein IF. Thethreadautomatorsenesto recordthereal-world
threadcontext underwhich the IF processs executing.

Torepresentoncurreng accuratelyary threadin theactualsys-
tem should be modeledby creatinga Thread automatonin our
models. Whenwe modelan objectmethodinvocation,the thread
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Figure 3: Modeling Thread Semanticsin IF

contet (representedly a uniquethreadid) underwhich thatinvo-

cationis madeis carriedover from the caller to the calleeobject.

To propagateéhethreadcontet, we useanIF obserer [3]. IF ob-

senersrecordabstraction®f the actionsandinteractionsof other
automata.lF providesobserer constructdor a variety of events
in a systemincluding forking a new process,outputevents,and

inputevents. The IF modelchecler ensureghatall enabledF ob-

senersarerun betweenary two labeledtransition system(LTS)

steps. Our threadcontet propagatiorobserer runs and updates
thethreadcontext of a destinatiorprocesf an|F signalto bethe

sameasthethreadcontext of the sourceprocess.

4.3 Modeling ThreadPriority Scheduling

In our approacha Thread automatorwith a userde ned state
variablenamedpriority canbe instantiatedo restrictconcurreng
in executionof the models,just as a priority can be usedin OS
threadschedulingo reduceinterlearings of threadsactionsin the
actualsystem. Sincethe Thread automatoris not a built-in con-
structin IF, a mechanisnby which we inform the modelchecler
aboutthe priorities of logical threadss neededso thatthe model
checler cangive preferencedo transitionsthatareexecutingunder
the contet of a higherpriority threadover thoseunderthe context
of alower priority thread.We usethe priority rulesfeaturein IF to
specifythepriority orderingamongdifferentautomatanteractions.

Figure 3(b) illustrateshowv we usethe priority rulesfeaturein
IF to achieve threadschedulingin our models. This IF priority
rule stateghatbetweertwo automataf IF procesdypesFooland
Barl, if the threadcontects of thesetwo automataare different,
thenchoosethe automatorwith athreadid thatpointsto a Thread
automatorwith ahighervaluefor thepriority statevariable(in this
example,Barlis choserover Fool).

4.4 Modeling Run-to-Completion Semantics

In theprevioussectionwediscussedthow to modelpriority based
schedulingin IF, wherewe dealt mainly with modeling threads
with different priorities. In real-timesystemsijt is very common
to usethe SCHED_FIFO schedulingmechanisnio reducecontext
switchingbetweerreal-timethreadsof the samepriority. We usea
similartechniqueto controlinterleavings betweerthe executionof
automatawithin differentlogical threadf the samepriority.

In ourmodelseachlogicalthreadof controlrunsacrosanultiple
IF automatauntil the threadblocks, or is preemptedoy a higher
priority thread only thencananothethreadstartrunning.In thelF
model,this translatego the notion of automatan the samethread
context executingin sequencentil thereareno enabledransitions
in thegroupof automataunningunderthatthreadcontext.

To realize run-to-completionsemanticsn IF, we developeda
combinationof techniques(1) keepingtrack of the currentlyrun-
ning threadid aspartof thestatespacef?2) performingthreadcon-
text propagatiorfrom a callerobjectto calleeobject;and(3) using
anidle catcherto resetthe currentlyrunningthreadwhennoneof
the processe& our modelhave ary enabledtransitions. For the
purposeof this discussionwe assumehat Threadland Thread2
have the samevaluefor their priority statevariables.

Currently running thread context. A globally accessiblestate
variableCurrent is usedto recordthe threadcontect which is cur-
rently running. Eachtransitionin every automatonin the model
updatesghis global variablewith the locally storedthreadcontext
underwhich that automatoris running. If multiple automataare
enabledthenonly oneautomatoris selectedy themodelchecler
to updatethevalueof Current. Any IF proces$ whosethreadcon-
text is the sameasthe currentlyrunningthreadwill getpreference
to ary IF procesQ whosethreadcontext is not the sameasthe



currentlyrunningthread providedthethreadsor PandQ have the
samepriority. This policy is expressedn IF usinga combination
of IF priority rules.Notethatif thereis no currentlyrunningthread
contet, thenwe allow appropriatenondeterminisnin the model.
For example,Figure 3(c) illustratesan executionsequencavhere
in statel, the Foolautomatons chosemon-deterministicallyver

Barl sincethe value of Current is nil. The Fool automatorup-

datesthevalue of the Current statevariablewith the threadid (1)

of its threadcontet. In state2, the modelchecler selectsFoo2
over Barl,sincethevalueof Current (1) is the sameasthethread
id of Foo2 andhenceFoo2is chosernover Barl. Foo2 (andhence
Threadl)thenblocksin state3. Barlis now chosento run since
thereareno otherautomatahatareeligible to run. Barlnow sets
Current toits threadid (2). After this Bar2runsandthenblocksin

state5. Thuswe have achiezed run-to-completiorsemantics.

Idle catcher The combinationof maintainingand propagating
threadcontets is sufcient aslong asthereis alwaysan enabled
transitionin the system.However, therecould be problemswhen
thereareno enabledtransitionsin the system,suchaswhentime
needgo progressn themodel. Figure3(d) illustratessucha prob-
lem, where Threadland Thread2from Figure 3(c) both become
unblocled after sometime at state6. At state6, both Foo2 and
Bar2 are enabledandideally thereshouldbe a non-deterministic
choicebetweenthem. But sincethe value of Current is 2, Bar2
is always chosento run by virtue of its threadid beingthe same
asthevalueof Current. This resultsin over-constraininghe state
spacejn which a form of nondeterminisnwhich is quite possible
andwhichmayberelevantto theconstraint®f theactualsystemijs
removed. To avoid suchover-constrainingwe addanlidle_Catcher
automatorasFigure3(d) alsoshaws.

Thisautomatorhasalower preferenceéhanary otherautomaton
in themodel,andrunsonly whenthereareno otherenabledransi-
tionsin the system.As soonasit runs,theidle catcherautomaton
resetghe currentlyrunningthreadcontext to nil. WhenFoo2and
Bar2 are enabledone of themis picked non-deterministicallyby
themodelchecler. Theselectegprocesghenupdateghecurrently
runningthreadcontext andrunsto completion.

5. DOMAIN SPECIFIC OPTIMIZA TIONS

A commonproblemwith model checkingis the potential for
statespaceexplosion. With concurreng the statespacecangrow
especiallylarge dueto interleavings of transitions,even whenin-
dividual processesave relatively small statespaces.Thereforeit
is imperatize to reduceunnecessargondeterminisnandto disable
statetransitionsthatdo nothave a counterpartn theactualsystem.
In this sectionwe describethetechniquesve have employedto re-
ducenondeterminisnin the systeminitialization phaseandto limit
irrelevantinterleavings of statetransitionsyrespectiely.

Systeminitialization. Whenwe constructan IF modelof a sys-
tem, we rst establishthe static structureof the system,creating
both active objects(e.g., threadpools) and passie objects(e.g.,
Reactorspndtheir associationsln thisinitialization phasetheor-
derin whichthedifferentobjectsandtheir associationsrecreated
may beirrelevantto the applicationsemanticsin which casethey
areobsenrationally equivalent. However, differentcreationorders
areby default consideredlistinctstateshy the modelchecler. For
example,consideran applicationwith objectsA andB thateach
createaninstanceof objectC. In IF whenaprocesss createdwith
fork) it getsauniqueid. Thus,dependingnwhich objects fork is
executed rst, we may have the association$ Ag0-f Cgo, f B g0-
fCgl, orf Ag0o-f Cgl, f BgO-f Cg0. Althoughthesetwo scenarios
areequialentfrom an applicationpoint of view, they areconsid-

ereddistinctexecutionpathsby themodelchecler. Sincethenum-
ber of combinationsis exponentialin the numberof suchobject
creationsthis cansigni cantly impactthe size of the statespace.
To reducethis type of nondeterminisnwe arbitrarily chooseand
X anobjectcreationorder e.g., in ascendingrderof processd

values,usinglF priority rules

Leaderthreadelection. With someconcurreng stratejies,such
asthethreadpoolreactorit maynotmatterin which orderathread
is chosenfrom a setof waiting threadsge.g., to becomethe leader
threadandstartwaiting for eventsonthereactor If thechoiceof a
speci ¢ threaddoesnot have ary consequencdsr the safety tim-
ing, or livenesgropertiesof the systemthenthis nondeterminism
canbe eliminated,thusreducingthe statespace.We usea simple
stratgy to remove nondeterminisnin this case:amongtheIF pro-
cessesepresentinghewaiting threadswe choosgheonewith the
lowestprocessd number

Althoughthesetechniquesreusefulin increasinghe delity of
our modelsandreducingthe statespacegxtremecareis heededn
using the above techniqueso modelreal-timemiddlevare. The
pre-conditionfor using eachof the abose technigueds that the
model checler cannotdo theseoptimizationsjust by using par
tial order reduction. Wherever necessarythe model checler is
provided with extra information necessaryfor the optimizations
(e.g.usingthe priority rulesmechanisnin IF). However, theseech-
nigueneedto be appliedcarefully sothat subtleforms of interfer
encedo not creepin. A formaltreatmenbf theseissuess beyond
thescopeof this paper but would necessarilynvolve proofof non-
interferenceandotherrelevantproperties.

6. CASESTUDY: APPLICATION GATEWAY

Thecasestudypresentedh thissection(1) illustrateshereusabil-
ity of our modelsand(2) senesasanillustrative exampleof real-
istic systems, whereour low-level modelshelp to identify gaps
betweerhigherlevel modelsandthe actualdesignandimplemen-
tationof systems.

This casestudyillustrateshow our low-level modelscandetect
theformsof interferencaliscussedn Section2, which arenoten-
tirely capturedby high-level systemmodelslike RMA [15]. This
casestudy also shavs how our low-level modelshelp to evalu-
atedifferentmiddlevare-level designalternatvesin light of these
formsof interference.

Gatevayovervien. We rst give abrief overview of thegatavay:
amorecompletedescriptionof this middlevareserviceappearsn
[23]. Theunderlyingideaof a gatavay is the mediatorpattern[7]
thatallows cooperatingeerdo interactwithouthaving to maintain
referencedo eachother A peerthattakesthe role of a supplier
publishesventsto thegatevay. Thegatavay forwardstheseevents
to peerghattake therole of consumersindaresubscribedo those
events.

We rst extendedthe defaultfunctionality of thegatevay sothat
beforeforwarding an event to a consumerthe gatevay can per
form a value-addedservicethatis speci ¢ to a supplieranddone
beforeforwardingeventsto eachconsumessubscribedo thatsup-
plier. This is a reasonablextensionfor real-world applications,
e.g., whena stockquoteis broadcasto differentsubscriberghe
gatevay may collect and distribute more information suchasthe
stock’s performanceéistory

Although customerf Riverace(a compay that helpsto main-
tain ACE andprovidescommercialsupportfor a numberof ACE-
basedsystems)ould not sharethe detailsof their usecaseswith
us, Steve Huston,the CEOof Riveracecon rmed thatthe gatavay
exampleis anexemplarof suchapplications.



We developedtwo variationsof the gatavay, both with event
propagatiorfrom suppliersto consumerandwith suppliersbeing
consumergnostic.Thetwo variationsshav how featureadditions
(i.e., real-time,reliability) canproducechangesn the middlevare
con gurationwhichin turn canaffectthetiming andlivenesgrop-
ertiesof the system: (1) a gatevay usedby an applicationwith
real-timerequirementsand (2) a gatavay usedby an application
with a control-pushdata-pullmodelandreliability requirements.

6.1 Real-time Gateway

We rst examinethe useof the gatevay by areal-timeapplica-
tion. We considera scenariavhereeventsaresuppliedperiodically
by two suppliersS1andS2with periods100msand50msrespec-
tively. Eventsfrom S1areforwardedto consumer€1andC2and
eventsfrom S2areforwardedto C2 andC3. NotethatC2 recevves
eventsfrom both S1andS2. Thedeadlinedor thearrival of these
eventsat the consumerss the sameasthe period of the supplier
that suppliesthe events. The value-addedserviceprocessingor
theeventssuppliedby S1takes20msandthatfor S2takes10ms.

(a) Designl: SingleThreaded

Lo W Consumer
HI Supplier Consumer
Handler Handler

(b) Design2: ReactorPriority Lanes

P
HI Supplier Consumer
Handler Handler D:‘:g
HI

(c) Design3: ReactorandDispatchPriority Lanes

Figure 4: Real-time GatewayDesignChoices

High level modelingusing RMA. During high level modeling,
we try to determinewhetherthe abore applicationis schedulable
underthe given parameters.Typically for a periodic systemlike
this, Rate Monotonic Analysis (RMA) [15] is usedto determine
whethersharingthe sameCPU amongtasksis feasible.Assuming
thatthereis a constanipropagatiordelayfrom the suppliersto the
gatevay, theeventsarrive atthegatevay atregularintenals. Under
RMA, thegatevay thuscanbeconsideredhperiodicsystemwith 2
periodictasks(with periods100msand50msandexecutiontimes
of 20msand10 msrespectiely). Sincethetotal utilization (80%)

is well below the utilization bound(100%) for harmonicperiods,
the systemis guaranteedio be schedulabléf the higherfrequeny
taskis givenahigherpriority, preemptiely.

Having doneahigh-level analysisywe now examinethreedesign
choicesfor con guring the gatevay, which areshovn in Figure4.
Notethatin the RMA analysis,we only consideredhe sharingof
resourcesit the hardwarelevel anddid not considerthe sharingof
resourceshat could take placeat the middlevarelevel. This lack
of detailin the high-level modelin turn mayleadto aviolation of
systemtiming propertiesduring systemexecution,unlesswe use
a sufciently detailedmodelto capturethe effects of variousde-
sign choicestherebyguiding the designeito make the appropriate
choice. Therefore we now provide the middlevare designdetails
using our own modelsand analyzethe resultingmodelsfor ary
timing violations.

Designl: singlereactorthread. With this designchoice,shavn
in Figure4(a),anl/O threadwaitson soclet eventsusingareactor
Whenaneventarrivesfrom a supplier thereactormakesanupcall
to the appropriatesupplierhandlerwhich thenforwardsthe event
to theappropriateconsumehandlersTheconsumehandlerssend
theseeventsto the consumerin thecontet of thel/O threaditself.
Notethatthevalue-addedervice(if ary) for eachconsumeis also
donein thecontet of thel/O thread.

The modelexecutiontracein Figure5(a) shavs thata deadline
missoccurredbecausef a priority inversion(A) thatoccurredat
thereactorin the gatavay. The priority inversionoccurrecbecause
of the sequentiahatureof the reactorupcalls. Messagerom S1
wasprocessedst andthenmessagérom S2wasprocessedThis
resultedin a blocking delayfor the messagédérom S2. The block-
ing delaywasthe time it took for the value-addegrocessingor
messagdrom S1, which in the abore examplewas 40 time units
(20time unitseachfor C1 andC2). Becausef this blockingdelay
therewasa deadlinemissfor ConsumerC3 at (B). This tracethus
shaws that the enforcemenbf the high-level RMA modelis not
achieed usingthis designapproach.

Design2: reactor priority lanes. To eliminatethe priority in-
versiondue to blocking at the reactorin Designl1, we nowv use
separateeactor/threaghairsto handlel/O eventscorrespondingo
thetwo suppliers.Underthis designchoice which hasbeenusedto
avoid priority inversionin real-timeORBslike TAO [18, 19], there
is anl/O threadandreactorper priority level, asis shavn in Fig-
ure 4(b). Thevalue-addedervicefor eachconsumeis alsodone
in the context of the I/O thread. To protectthe sameevent han-
dler (for examplethe consumerhandlerfor C2) from concurrent
upcallsfrom differentreactorthreadsaccesgo the eventhandlers
is synchronized.

Themodelexecutiontracein Figure5(b) shavs thatthe priority
inversionseerat(A) in Figure5(a))is preventedbecausef thepri-
ority isolationachievedby separatiorof I/O handlingfor theevents
from the two suppliers. However, a priority inversionstill occurs
(C) atthesynchronizeadzonsumehandlercorrespondingo C2 be-
causethe value-addedervicecorrespondingo the eventfrom S1
to C2is doneby the synchronizedconsumeihandlerfor C2. This
delaysthesecondeventfrom S2(releasedttime = 50) thatis wait-
ing for accesdo the sameconsumehandler

Design3: reactoranddispatd priority lanes.Underthisdesign,
a consumethandlerhandsover an eventto an active object[24],
which hasits own threadof executionto forward the eventsto a
consumer Synchronizatiorat the event handleris maintainedas
in Design2, but thevalue-addederviceitself is doneby theactive
objectthreadratherthanwithin theeventhandler To achieve prior-
ity isolationfor eventdispatchingoy the active objectthreadswe



usedsimpleKokyu [8] style priority lanes.The numberof lanesis
thenumberof priority levelsneeded 2 lanesin this exampleunder
RMA, sincewe have two rategroups(100msand50ms).

Our modelexecutiontracesindicatedno deadlinemissesor pri-
ority inversionsasis shavn in Figure5(c). Accordingto RMA, the
lanecorrespondindo the 100msperiodwasgivena lower priority
thanthatfor 50ms. As aresult,the S1-C2eventprocessindy the
low priority active objectthreadis preemptedat time = 50 units)
by the S2-C2eventprocessingy the high priority thread.

Figure5: Timelinesfrom Model Execution

6.2 ReliableGateway(Control-PushData-Pull)

In Section6.1 we have seenhow our middlevare modelscan
helpto evaluatedifferentdesignchoiceswith respecto timing con-
straintsandalternatve con gurationsof the applicationlevel gate-
way. That discussionfocusedon blocking delayscausedby the
single threadedreactoror by synchronizatiorat an event handler
sharecdby two differentgatavay threads.

We nov examinea secondform of interferencethat our mod-
els capture- exhaustionof reactorthreads- using an application
with reliability requirementsThis examplereemphasizethe fact
that suchinterferencecan be capturedonly by including lower
level modelsof middlewarebuilding blocksin our analysis.In this
example, the applicationusesan event propagationmodel called
“control-pushdata-pull” model. In this model, the supplierpub-
lishesa “data-available” eventto the gatevay andthe gatevay for-
wardsit to the subscribedconsumers.The consumerghenmale
remotecallsto the supplierto fetchthedata.

Apartfrom thecontrol-push-datpull model,theapplicationalso
hasa reliability requirement every event thatis publishedby a
suppliermust be acknavledgedby the gatevay and every event
receved by a consumeifrom the gatavay mustbe acknavledged
by that consumer Oncethe gatavay receves acknavledgements
from all the consumergor anevent, it sendsanacknavliedgement
backto the supplier

To wait for an acknavledgementfrom the gatevay after pub-
lishing an event, a supplier could use the WaitOnConnectioror
WaitOnReactostratgy. Which of thesestrateiesis mostsuitable
dependson other factorssuchas inter-processdependencieand
availablethreadsaswell asonapplication-speci aconstraint§27].
We now analyzetheimpactof thesetwo designchoicesonthelive-
nessof the systemandillustratehow a deadlockmay occurin the
contet of thegatavay exampleasaconsequencef usingthe Wait-
OnConnectiomeply wait stratey.

We enhancedoth the composedset of low-level modelsand
the implementatiorof the gatevay examplein ACE to accommo-

datereliability. In thefollowing discussionwe considera single-
threadedmplementatiorof the gatevay, wherea reactorthreadis
responsibldor demultiplexing amongconnectionsrom suppliers
andforwardingthe eventsto consumersWe alsoassumethe sup-
pliersandconsumergo have a single-threadedeactor Scenarios
involving multi-threadedsuppliers,consumersand gatevays can
leadto similar analyse$22] to thosepresentedhere but a detailed
discussiorof thosescenarioss beyondthe scopeof this paper

Designl: replywait usingWaitOnConnection Figure6 shavs
the sequencef interactionsdravn from the traceoutputfrom our
modelexecution.Thetraceshavs thata supplier rst (1) publishes
an event to the gatevay, andthen (2) waits for an acknavledge-
mentfrom the gatavay usingthe WaitOnConnectiorfWoC) reply
wait strateyy. The gatavay reactorunblocks,and(3) makesanup-
call to the appropriateevent handler The event handler(4) for-
wardsthe eventto a consumeihandler which then(5) forwardsit
to the appropriateconsumer The consumei(6) recevesthe event
andmakes a remotecall to the supplierto getdata. After this no
transitionsare enabledand time adwancesto a large presetnum-
ber, indicatinga deadlock.The detectionof this deadlockexposes
aninsufciency of resourceghere,reactorthreads)for the given
constructionof the call graph,which canbe addressedtby enforc-
ing a deadlockavoidanceprotocol(e.g.,BASIC-Por EFFICIENT
P[21]) in thereactors.
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Figure6: Interaction SequenceWaitOnConnection

Design2: reply wait using WaitOnReactar Figure 7 shavs
the sequencef interactionsdravn from the traceoutputfrom our
model execution. The traceis similar to the one with the Wait-
OnConnectiorstratgy (shavn in Figure6) until (6) wherea con-
sumergot an event and sendsa requestto the supplierand waits
for areply. Theonly differenceuntil (6) in Figure7 is thatthesup-
plier (2) waitsfor theacknavledgemenfrom thegatevay usingthe
WaitOnReacto(WoR) reply wait strategyy. After (6), the request
sentby the consumereacheshe supplierwhosesinglethreadwas
waiting both for requestsand for pendingreplies,usingthe reac-
tor. In theWaitOnReactoreply wait strat@y, the reactorthreadis
usedto receve the incoming remotecall from the consumerand
male an upcall to the appropriatesvent handler The event han-
dler for the remotecall then (7) sendsa reply to the consumer
which (8) recevesthe reply andthen (9) sendsan acknavledge-
mentto the gatavay, which in turn (10) sendsan acknavledge-
mentbackto the supplier This trace shaws that the WaitOnRe-
actorstratgy eliminatedthe deadlockarisingfrom the loop in the
suppliet gatevay! consumer suppliercall-chain.
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Figure7: Interaction SequenceWaitOnReactor

7. RELATED WORK

Model-intgratedcomputing Ourwork followstheModel-Driven
Middleware[9] paradigmwhich appliesmodelintegratedcomput-
ing [28] techniquego the domainof middlewvare. Our approach
providesa detailedsetof modelsfor usein conjunctionwith other
model-basediddlevarecon gurationtechniquesuchastheCoS-
MIC [9] tool set,which supportsntegratedmodel-drizen compo-
nentassemblydeploymentand con guration. We planto inves-
tigate the possibility of integrating our formal modelswithin the
GenericModeling Environment[14] and Ptolemyll [16] erviron-
ments.

DREAM.DREAM [17, 6] is an open-sourcedool and method
thatallows DRE systemdesignerg¢o do model-basedchedulabil-
ity analysisof time andevent-drivenDRE systemsDREAM offers
acomputationamodelcalledthe DRE semantiddomain [17]. The
key elementsdn this computationaimodelaretasks,timers, event
channelandschedulersTasksaretriggeredeitherby atimeror ex-
ternalaperiodiceventsandtaskscommunicatemongthemseles
by meansof an event channel. Within this computationamodel,
DREAM considershe problemof decidingthe schedulabilityof
a given setof taskswith time and event-driven interactions. By
usingtimed automatanodelsfor eachof the elementsn the com-
putationalmodel,the schedulabilityproblemis converted[6] into a
reachabilityproblemin the composednodelusinga modelcheck-
ing tool like UPRAAL. DREAM alsoprovidesamodeltransforma-
tion facility by which a modelof the DRE systemexpressedising
a domainspeci ¢ modelinglanguagele.g., ESML [14]), is trans-
formedusingmodeltransformationioolsto timedautomatanodels
in the DRE semanticdomain.Eventhoughour approacthis similar
to DREAM [17, 6] in thatwe usetimed automatanodelsto verify
systempropertiesthe problemsthattheseresearctefforts address
aredifferent. WhereadDREAM addressethe problemof deciding
schedulabilityof a setof tasks,our researcladdressethe problem
of correctcompositionof reusablemiddlevarebuilding blocksthat
aremodeledata ner level of granularitythanthe elementsn the
computationamodelofferedby DREAM.

CADENA and Bogor. CADENA [11] is anintegratedenviron-
mentfor building andmodelingCORBA ComponentModel [29]
systems.[5] shawvs honv modelcheckingusingthe extensibleBo-
gor [20] modelchecler hasbeenappliedto verifying event-driven
systemsusing an event channel. We plan to investigatehow the
low-level formal modelswe have developed,combinedwith the
middleware building blocks our modelsrepresentcould be inte-
gratedwith thesetool setsto provide ne-grainedmodelchecking
and software synthesiscapabilitiesover a commonand reusable
softwarebase.

Sdedulability Analysis. Model checkingprovides a common
formal basisfor checkinga wide rangeof concurreng andtiming
propertiesin DRE systems. A variety of analysistechniquesor
individual propertieshave beendevelopedin other relatedwork,
e.g.,for schedulabilityanalysisn tool-setssuchasVERSA[4] and
Cheddaf25].

8. CONCLUSIONS AND FUTURE WORK

Our middlevare modelingapproachpresentedn this paperis
designedo addresghe needfor a more detailedformal basisfor
veri cation of correctmiddlevare constructionand con guration
in the contet of individual applications.The examplespresented
in Section6 illustratea variety of waysin which evaluatingtiming
and livenesgropertiescanbe complicatedby differentcombina-
tions of middlevaremechanismsln practice the rangeof compli-
catingfactorsis muchlargerthaneventhesesxamplesshav, which
motivatesbothour developmenbf reusablenechanism-beel mod-
elsandour composition-basethodelcheckingapproacHor anal-
ysisof entiresystemsFor example differentapplicationswill nat-
urally exhibit (1) differentdependeng topologiesbetweenevent
handlers;(2) variousstratgiesfor concurreng, schedulingevent
demultipling, andothercrucial mechanismsand (3) alternatve
stratgiesfor handlersrelinquishingcontrol, suchasWaitOnCon-
nectionandWaitOnReactorFurthermorethe constrainteachap-
plicationplacesontiming andotherpropertiesnayalterthecriteria
by which systemtimelinessandlivenessareevaluated.

Summaryof results. The resultsof our casestudy presented
in Section6 motivatethe needfor detailedmodelingof low-level
middlevare mechanismsand evaluationof thosemodelsthrough
model checkingtools. We compareadhe resultsof executingour
modelswith theresultsof executingactualimplementationsf our
casestudy scenarioswvith ACE 5.4.7 on Linux 2.6.12,using the
designalternatves that we discussedn Section6. Both the the
priority inversionspredictedby the modelsin Section6.1, andthe
deadlock9redictedby the modelsin Section6.2, appearedn the
actualruns,thusdemonstratinghe validity of our models.

Moreover, for thereal-timegateavay scenario$n Section6.1,we
populatedhemodelswith executiontimesfrom theactualrunsand
thengeneratedimeline tracesfrom the resultingmodelexecution.
Thetimelinesfrom the modelexecutiontraceresembledhetime-
lines from actualexecutiontracevery closely demonstratinghe
delity of ourmodels.A moredetaileddiscussiorof our modeling
approachof this casestudy andof otherveri cation andvalidation
examplesusingour modelscanbefoundin [26].

Theseesultssupportheview thatmodelingandanalysishould
be doneasan integral part of the systemdesignand engineering
process.Signi cant furtherwork is neededo male this vision a
reality in the DRE middlevaredomain,but the researctpresented
in this paperdemonstratethe suitability and viability of that ap-
proach.



Acknowledgments

We wish to thankDr. JosephSifakis, Dr. Marius BozgaandDr.
lulian Oberfor valuablediscussionsegardingthe IF tool set.

9. REFERENCES

[1] R.Alur andD. L. Dill. A theoryof timedautomata.
Theoetical ComputerScience126(2):183-2351994.

[2] S.Bornot,J. Sifakis,andS. Tripakis.ModelingUrgeng in
Timed Systemsin COMPOS pagesl03-129.
SpringefVerlagLNCS 1536,1997.

[3] M. Bozga,S.Graf,l. Ober I. Ober andJ. Sifakis. ThelF
Toolset.In Formal Methodsfor the Designof Real-time
SystemsSpringerVerlagLNCS 3185,2004.

[4] D.Clarke,l. Lee,andH.-L. Xie. Versa:A tool for the
speci cationandanalysisof resource-bouncdeal-time
systemsJournal of Computerand Softwae Engineering
3(2),apr1995.

[5] W. Deng,M. B. Dwyer, J. Hatcliff, G. Jung,Robby and
G. Singh.Model-checkingMiddleware-basedvent-driven
Real-timeEmbeddedoftware.Departmenbf Computer
ScienceTechnicalReportSAnToS-TR2003-2Department
of ComputingandinformationSciencesKansasState
University, 2003.

[6] GaborMadl andSherif AbdewahedandGaborKarsai.
AutomaticVeri cation of Component-BaseReal-time
CORBA Applications.In The25thIEEE Real-timeSystems
SymposiunfRTSS'04)Lisbon,Portugal Dec.2004.

[7] E.GammaR. Helm, R. JohnsonandJ. Vlissides.Design
Patterns: Elementof ReusabléObject-OrientedSoftwae.
Addison-Weésle/, ReadingMA, 1995.

[8] C.Gill, D. C. Schmidt,andR. Cytron.Multi-Paradigm

Schedulingor DistributedReal-timeEmbeddedComputing.

IEEE ProceedingsSpeciallssueon Modelingand Designof
Embeddedoftwae, 91(1),Jan.2003.

[9] A. Gokhale B. NatarajanD. C. Schmidt,A. Nechypurené,
J.Gray, N. Wang,S.Neema,T. Bapty, andJ. Parsons.
CoSMIC:An MDA Generatie Tool for Distributed
Real-timeandEmbdeddedComponenMiddlewareand
Applications.In Proceeding®fthe OOPSLA2002
Workshopon Geneative Techniquesin the Context of Model
Driven Architectue, Seattle WA, Nov. 2002.ACM.

[10] S.Graf,l. Ober andl. Ober Model-checkindJML models
via amappingto communicatingextendedimedautomata.
In Proceeding®f SPIN'04, 2004.

[11] J.Hatcliff, W. Deng,M. Dwyer, G. Jung,andV. Prasad.
CadenaAn IntegratedDevelopment Analysis,and
Veri cation Environmentfor Component-base8lystemsin
Proceeding®f the 25thInternationalConfeenceon
Softwae Engineering Portland OR, May 2003.

[12] Institutefor SoftwarelntegratedSystemsThe ACE ORB
(TAO). www.dre.\anderbilt.edu/AO/, VanderbiltUniversity.

[13] Institutefor SoftwarelntegratedSystemsThe ADAPTIVE
CommunicatiorErnvironment(ACE).
www.dre.\anderbilt.edu/&£E/, VanderbiltUniversity.

[14] G.Karsai,S.NeemaA. Bakay A. Ledeczi,F. Shi,and
A. Gokhale A Model-based-ront-endto ACE/TAO: The
EmbeddedBystemModelingLanguageln Proceeding®f

the SecondAnnual TAO Wobrkshop Arlington, VA, July 2002.

[15] C.Liu andJ.Layland.SchedulingAlgorithmsfor
Multiprogrammingin a Hard-Real-timeEnvironment.
JACM, 20(1):46—-61,Jan.1973.

[16] J.Liu, X. Liu, andE. A. Lee.ModelingDistributedHybrid
Systemsn Ptolemyll. In Proceeding®fthe American
Contmol Confeence June2001.

[17] G.MadlandS. Abdewahed.Model-basedinalysisof
distributedreal-timeembeddedystemcompositionin
EMSOFTO05: Proceeding®fthe5th ACM international
confeenceon Embeddedoftwae, pages371-374New
York, NY, USA, 2005.ACM Press.

[18] C.O'Ryan,D. C. Schmidt,F. Kuhns,M. Spivak, J. Parsons,
I. Pyarali,andD. Levine. EvaluatingPoliciesand
Mechanismdor SupportingembeddedReal-time
Applicationswith CORBA 3.0.1n Proceedingof the 6"
IEEE Real-timeTechnolagy and ApplicationsSymposium
WashingtorDC, May 2000.IEEE.

[19] I. Pyarali,D. C. Schmidt,andR. Cytron. Techniquegor
EnhancingReal-timeCORBA Quality of Service IEEE
ProceedingsSpeciallssueon Real-timeSystems91(7),July
2003.

[20] RobbyandMatthev DwyerandJohnHatcliff. Bogor: An
ExtensibleandHighly-ModularModel Checking
Framavork. In In the Proceeding®f the Fourth Joint
Meetingof the EuropeanSoftwae EngineeringConfeence
and ACM SIGSOFTSymposiunon the Foundationsof
Softwae EngineeringESEC/FSE2003) Helsinki, Finland,
Sept.2003.ACM.

[21] C.SanchezH. B. Sipma,Z. Manna,V. Subramonianand
C. Gill. OnEf cient DistributedDeadlockAvoidancefor
Real-timeandEmbeddedystemsin 20" IEEE
InternationalParallel and DistributedProcessing
SymposiunfiPDPS'06), Apr. 2006.

[22] C.SanchezH. B. Sipma,V. SubramonianC. Gill, and
Z. Manna.ThreadAllocation Protocolsfor Distributed
Real-timeandEmbeddeSystemsin 25thIFIP WG6.1
InternationalConfeenceon Formal Techniquesfor
Networled and DistributedSystem¢FORTE'05), oct2005.

[23] D. C. Schmidt.Applying a PatternLanguageo Develop
Application-level Gatevays.In L. Rising,editor, Design
Patternsin CommunicationsCambridgeUniversity Press,
2000.

[24] D. C. Schmidt,M. Stal,H. RohnertandF. Buschmann.
Pattern-OrientedSoftwae Architectuie: Patternsfor
Concurentand Networled Objects Volume2. Wiley &
Sons,New York, 2000.

[25] F. Singhof, J.Legrand,L. Nana,andL. Marc. Cheddara
e xible realtime schedulingramework. Adaletters,
XXIV(4):1-8, 2004.

[26] V. SubramonianTimedAutomataModelsfor Principled
Compositiorof Middleware. PhDthesis Washington
Universityin St. Louis, ComputerScienceandEngineering
DepartmenfTechnicalReportWUCSE-2006-23May 2006.

[27] V. SubramoniamndC. Gill. A Generatie Programming
Framavork for Adaptive Middleware.In Proceeding®f the
37thHawaii InternationalConfeenceon ComputerSciences
(HICCS) Kona,Hawaii, Jan.2004.

[28] J.Sztipaneits andG. Karsai.Model-IntegratedComputing.
IEEE Computer30(4):110-112Apr. 1997.

[29] N. Wang,C. Gill, D. C. Schmidt,andV. Subramonian.
Con guring Real-timeAspectan ComponeniMiddleware.
In Lecture Notesin ComputerScience:Proc. of the
InternationalSymposiunon DistributedObjectsand
Applications(DOA'04), volume3291,pagesl 520-1537,
Agia Napa,Cyprus,Oct. 2004.SpringefVerlag.



