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Abstract. We study the problem of priorit y inversion in distributed
real-time and embedded systemsand proposea solution basedon a dis-
tributed version of the priorit y inheritance protocol (PIP). Previous ap-
proaches to priorit y inversions in distributed systems use variations of
the priorit y ceiling protocol (PCP), originally designed for certralized
systemsas a modi cation of PIP that also prevents deadlock. PCP, how-
ever, requires maintaining a global view of the acquired resources,which
in distributed systemsleadsto high communication overhead.

This paper preserts a distributed PIP built on top of a deadlock avoid-
anceschemathat requires much lesscommunication than PCP. Sincethe
system is already deadlock free and priorit y inversions can be detected
locally, we obtain an e cien t dynamic resource allocation system that
prevents deadlocks and handles priorit y inversions.

Keyw ords: Priorit y Scheduling, Deadlock Avoidance, Distributed Re-
source Allo cation, Distributed Real-Time and Embedded Systems.

1 Intro duction and Related Work

Modern distributed real-time and embedded systems(DRE) are built using a
real-time middleware that extends convertional middleware serviceswith real-
time QoS capabilities. It is common in real-time systemsto assign priorities
to processedo achieve a higher con dence that the more critical tasks will be
accomplishedin time. A priority inversion is produced when a high priority
processis blocked by a lower priorit y one. State-of-the-art middleware solutions,
basedfor exampleon CORBA ORBs, may su er priority inversions[24].
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In certralized systems,priorit y inversionsare usually handled using a proto-
col from the priority inheritance family [26,15]. However, priorit y inheritance,
and syndhronization in general,is signi cantly a ected by concurrert execution.
Even though somevariations of these certralized protocols have been proposed
for multipro cessorg15] and distributed systems[15,13], there is not yet a widely
accepted general scheme. We propose here a mathematically sound method to
deal with priorit y inversionsin DRE architectures.

In this paper we consider DRE systemsthat consistof a set of sites, eat of
which is capable of executing a prede ned set of computations or methods, con-
nected using an asyndronous network. Processescgonsisting of local and remote
method calls, are created dynamically. The relevant resourcesare the threads (or
execution contexts) to run the methods. We assumea WaitOnConnection [25]
thread-allocation policy, that is, ead method requiresits own thread, including
nested up-calls, and methods hold on to their thread until they nish.

Since resourcesare nite and we impose no restriction on the number of
processesgeadlocks are reachable unlessthere is a medanismin placeto cortrol
those allocations. It is important to distinguish betweentwo di erent kinds of
deadlocks: intra-resource (caused by parallel accessto a single resource) and
inter-resourcedeadlocks (causedby interferenceacrossdi erent allocations).

Intr a-resource deadlocks: Absence of intra-resource deadlock is one of the re-

quirements of a solution to mutual exclusion, together with exclusive access
and, sometimes,lack of starvation. Seweral algorithms have been proposed for

distributed mutual exclusion, which can be classi ed (see [28,29,17]) into:

{ Permissionbased:A processcan accessa resourceif there is unanimity [19]
betweenthe participants about its safety. Unanimity can be relaxed to ma-
jority quorums [8,31,12], or even majorities in coteries[7,1]. The message
complexitiesrangefrom 2(N 1) in the original Ricart-Agrawala algorithm
[19]to O(log N) in the best case(with no failures) in the modern coterie-
basedapproaches.

{ Token-based:The systemis equipped with a singletoken per resource,which
is held by the processthat accessegt. A distributed data-type is maintained
to selectthe next recipient. For example, Suzuki-Kasami's approach [30]
exhibits a complexity of O(N) messageger access,and Raymond's [16]
and Naimi-T ehel's[14] approaches, use spanning trees to obtain an average
casecomplexity of O(log N), still exhibiting a O(N) worst case.

However, the most e cient way (in terms of messagecomplexity) to achieve
distributed mutual exclusionis to use a certralized algorithm, like a primary
site approach [2]. For every resource,a distinguished site arbitrates the accesses,
reducing the problem of distributed mutual exclusionto the certralized case.
Thus, allocations can be resolved with one messageper request. This comesat
a price of lower resiliency because,if the site managing the resourcefails, the
resourcebecomesinaccessible.However, in some cases,like DRE systemsand
Flexible Manufacturing Systems|[6,18] resourcesare indeed tightly coupled to
the sites where they reside, and therefore it is natural to use this site as the



primary meansto resolve ead request contention. This is the basic approac
that we usefor intra-resource arbitration.

Inter-r esouice deadlocks: A di erent kind of deadlock canbe produceddueto the
interleavings betweenaccesseso di erent resources,when a set of processeds
waiting in a circular chain in which a processholds a resourceneededby the next
processin the chain. The two medanisms commonly usedto ensuredeadlock-
free assignmen of resource allocation are deadlock prevertion and deadlock
avoidance. A third medanism, deadlock detection and resolution, is common
in databases,but not usedin DRE systems,becauseit may lead to unbounded
worst-caseexecution times.

Deadlock prevention methods eliminate one of the necessarycausesof the
circular contention at designtime, at the price of decreasingthe concurrency
For example, \monotone locking”, widely used in practice [3], determines an
arbitrary total order on the set of resourcesthat is followed at run-time to
acquire resources.

Deadlock avoidane methods ched the current resourceallocation at runtime
and grant a resourceonly if it is safe that is, if there is a way for all processes
to eventually nish. This ched is made possibleby having processeghat enter
the systemannouncetheir maximum resourceusage,an approach rst proposed
by Dijkstra in his Banker's algorithm [5,9, 10]. When resourcesare distributed
acrossmultiple sites, howewver, deadlock avoidance is harder, becausedi erent
sitesmay haveto consult eat other to determine whether a particular allocation
is safe. Becauseof this need for distributed agreememn, a general solution to
distributed deadlock avoidanceis consideredimpractical [27]. E cien t solutions
do exist, however, for the type of systemsconsideredhere, namely DRE systems
with a WaitOnConnection thread-allocation policy. In [23,22] we demonstrated
an e cien t distributed deadlock avoidancemethod for systemsfor which all the
possible sequencesf invocations are known and available to analysis a priori.
In this paper we build on this algorithm to construct an e cien t distributed
priorit y inheritance protocol.

Priority Inheritance Protocols: It is commonin real-time systemsto assignpri-
orities to processesA priority inversion is produced when a processwith high
priorit y is unnecessarilyblocked by a processwith lower priorit y. To bound pri-
ority inversions,the Priorit y Inheritance Protocol (PIP) and the Priorit y Ceiling
Protocol (PCP) wereintroduced, primarily applicable to hard real-time systems
with shared resourcesand static priorities [26]. Later, these methods were ex-
tended to dynamic priorit y scheduling algorithms such asEarliest Deadline First
(EDF) [4]. PIP canbound blocking times if a bound on the running time of each
processand all its critical sectionsis known. PIP does not, however, prevert
deadlocks, and therefore PCP was introduced to prevert inter-resource dead-
locks, at the price of someconcurrency

A distributed versionof PCP wasproposedin [13]to dealwith priorit y inver-
sion and inter-resourcedeadlock in distributed systems.This protocol, however,
su ers from a high communication overhead: before a request is granted, the
ceiling of eat resourcethat is (globally) used must be queried. This requires



maintaining global views of the system. Having more information about the
system in the form of call graphs, however, we can use the simpler and more
e cien t priorit y inheritance protocol (PIP) to deal with priorit y inversionsand
use our deadlock avoidance algorithm to guarantee absenceof inter-resource
deadlocks. Our priorit y inheritance proto col allows more concurrencyand, more
importantly, it involvesno communication overhead whenpriority inversions are
not present which in our setting is locally testable (it requires no communica-
tion to detect a priorit y inversion). Moreover, when priorit y inversionsdo exist,
our protocol involvesonly one-way communication, without the needfor return
messagesOnce an inversion is detected and the priorit y inheritance protocol is
run|whic h may inject messagesnto the network|the local processesan pro-
ceedimmediately without compromisingdeadlock freedom. This leadsto a more
e cien t solution, especially in scenarioswhere latenciesare signi cant compared
to the running times of methods.

Our PIP protocol enablesthe computation of a bound on the number of
lower priorit y processeghat can block a higher priorit y one. Consequetly, the
blocking time of a processcan also be bound if the maximum running time of
ead method and the latency of eadh messages known. This solution enables
the following design methodology for DRE systems.A distributed system with
periodic and sporadic tasks with deadlinescan be analyzed for schedulability:
(1) computing initial priorities of processesstatically, and (2) showing a proof
that deadlinesare met in all possible executions. In this paper we prove the
correctnessof the distributed priorit y inheritance protocol, and leave distributed
schedulability analysis for future researd.

The rest of this paper is structured as follows. Section 2 reviews our dis-
tributed deadlock avoidance algorithms. Section 3 includes the distributed pri-
ority inheritance protocol and provesits correctness,and Section4 preserts our
conclusionsand describesfuture work.

2 Distributed Deadlo ck Av oidance
We model a distributed system S : hR; G by a set of sites and a call graph

form computations and handle a necessaryand scarcelocal resource,suc asa

nite pool of threads. A call graph speci cation G: hN;! ;li consistsof a di-
rected acyclic graph hN; li , which capturesall the possiblesequence®f remote
calls that processesan perform. The set of initial nodes| N cortains those
methods that can be invoked when a processis spavned.

A call graph node abstracts both the computation to be performed at a site
and the resourceneeded.Each node has a unique name (the method name) and
a site assaiated with it, the site wherethe method will be executedat run-time.
If node n describesresource(f :r) we say that n executescomputation f and
residesin site r. We usethe predicaten r m to represen that nodesn and m
residein the samesite. To simplify notation, if the method nameis unimportant
we usen:r instead of n = (f :r). We user;s;ry;rp;::: to refer to sites and
n; m;nqy;my;::: to referto call graph nodes.



An edgen ! m in the call graph denotesa possible remote invocation; in
order to complete the computation modeled by n the result of a call to m may
be needed.If this call is performed, the resourceassaiated with n will be locked
at least until the invocation of m returns. Note how this call semartics is not
equivalent to synchronous calls since we do not assumethat the caller needs
a responseto cortinue the computation but only needsa responseto complete
its execution. For example, after initiating a remote method call, the caller can
immediately continue and perform more remote invocations before waiting for
the reply. All our resultsimmediately cover synchronoussemarics asa particular
case(in which callersdo wait for a responsebefore proceeding)and can be easily
adapted to totally asyndcronoussemarics (where processesre even allowed to
terminate without waiting for responses).

A run of a systemconsistsof the execution of processesgreated dynamically.
When a new processis spavned it announcesan initial call graph node whose
outgoing paths capture the remote calls that the processmay perform. Incoming
invocations require a new resourceto run, while call returns releasea resource.
We usethe following terminology: every new method invocation is called a pro-
cess and the context will disambiguate betweensubprocessegcreated by remote
calls) and proper processegcorresponding to newinstancesertering the system).
Once a processhas received a resource,it holds onto it until completion, that
is, there is no preemption once a resourceis acquired. We also assumethat all
computations terminate, if their demandedresourcesare granted.

Even though in principle our computational model can be regarded as non-
preemptive, methods that assumepreemptive scheduling (the setting whereclas-
sical priorit y inheritance with rate-monotonic scheduling wasintro duced[11]) are
alsorelevant. This is becausen our model, all computations occur inside critical
sections(resourcesare nested).

Deadlocks can be readhed if all resourcerequestsare immediately granted,
since resourcesare nite and xed a priori in ead site and|in principlelw e
imposeno restriction on the topology of the call graph speci cation or the num-
ber of processinstances.We use T, for the total number of resourcesin site r,
and t; for a variable that keepstrack of the number of resourcesavailable in r
at every instant. Initially , t, = T,.

Example 1. Considerasystemwith sitesR = fr;sg, nodesN = fny;ny; my;mog
with n; and m; initial nodes,and call graph

This system has reachable deadlocks if no cortroller is used. Let sitess and r
handle exactly two threads ead. If four processesare spavned, two instancesof
n; and two of mq, all resourcesin the systemwill be locked after eadh process
starts executing its initial node. Consequetly, the allocation attempts for n,
and m, will be blocked inde nitely , so no processwill terminate or return a



when (n) t; do

2
T
n: f0

ty ++

Fig. 1: The deadlock avoidance proto col Basic-P .

resource.A possibleallocation sequences showvn below,

tr=2 tr=0 tr=0
ts=2 ts=2 ts=0
— —
m.: s m, r m.: s m,

wherea represernts an existing processthat tries to acquire a resourceat a node
(if precedeshe node) or hasjust beengranted the resource(if appearsafter
the node). It is easyto seethat a deadlock can still occur even if the number of
threadsin r and s is increased.We can simply spavn the corresponding number
of processes.

In our solution to deadlock avoidance, the assignmen of resourcesis con-
trolled by two cooperating componerts: the allocation manager and the scheal-
uler. The allocation managerdecideswhich subsetof pending requestsis safe(in
the sensethat no contin uation of the executionwill reach a deadlock if granted);
these requestsare called enablel. The scheduler then choosesa processamong
the enabledones,which receivesthe resource.This interaction betweenthe allo-
cation managerand the scheduler is repeated until the set of enabled processes
is empty. Processesvhoserequestis disabled are called waiting, while processes
that hold a resourceare called active.

A deadlock avoidance algorithm is an allocation manager that guarantees
that no deadlock can be reached, independertly of the schedulerused.Our dead-
lock avoidancealgorithms consist of two parts:

1. A computation of annotations of call graph nodes, carried out statically. We
considermaps from nodesto natural numbers : N 7! N asannotations.

2. A protocol: a piece of code that ensures,at runtime, that allocations and
deallocations are safe. It consists of two stages:one that runs when the
resourceis requested, and another when the resourceis released.We are
seekingprotocolsthat only inspect and modify local variables of the site.

The deadlock avoidance protocol Basic-P  [23] for node n = (f :r) is shavn
in Fig. 1. The entry section that precedesthe accessto the method call f ()
consistsof a guard and an action that operate on local variables of site r. The
guard captures the enabling condition of the request for node n. We assume
that the entry section is executed atomically, as a test-and-set operation. A
requesting processexecuting node n : r is enabled if there are at least (n)



resourcesavailable in r. Note, however, that only one resourceis acquired. The
exit section is executedwhen the method terminates and consistsof an action
that updateslocal variables, in this caseincreasingt;. The execution of the exit
sectiontriggers the allocation managerto re-ewaluate the entry condition of the
waiting processesThose requestsfor resourcesfound safe, if any, are handed
over to the scheduler, which choosesoneto be granted.

The most important property that protocols must enforceis freedom from
deadlock. The following is a characterization of deadlock:

De nition 1 (Deadlo ck). A deadlock is a glotal state in which there is a non-
empty set of disablal processesthat continue to be disablel evenif all the other
processesin the systemreturn their acquired resources.

Basic-P avoids deadlaocks if the annotation is acyclic in the following sense.
GivenasystemhR; G and an annotation , the annotated call graph (N;! ;99K
addsto G one edgen 99Km for every pair of nodesn and m that residein the
samesite and (n) (m). A node n depends on a node m, represerted as
n m, if there is a path in the annotated graph from n to m that follows at
leastone! edge.The annotated graph is acyclic if no node depends on itself,
in which casewe say that the annotation is acyclic.

Theorem 1 (Annotation Theorem for Basic-P [23]). Given a systemand
an acyclic annotation, if Basic-P is useal in every node to control resource al-
locations then all executions of the systemare deadlock free.

Example 2. Reconsiderthe system from Example 1. The left diagram below
shows an annotated call graphwith  (n;) = (nz) = (my) = land (mg) = 2.
It is acyclic, and thus by Theorem 1, if Basic-P is usedwith theseannotations,
the systemis deadlock free.

1 1 1 1

np r n, s nig r n, s

Let us compare this with Example 1 where a resourceis granted simply if it
is available. This correspondsto using Basic-P with the annotated call graph
above on the right, with (n) = 1 for all nodes.In Example 1 we showved that a
deadlock is reachable, and indeedthis annotated graph is not acyclic; it contains
dependency cycles, for exampleny ! ny 99Kmj; ! m;, 99K n;. Therefore
Theorem 1 doesnot apply. In the diagram on the left all dependencycyclesare
broken by the annotation (mi) = 2. Requiring the presenceof at least two
resourcesfor granting a resourceat m; ensuresthat the last resourceavailable
in s can only be obtained at n,, which breaksall possiblecircular waits.

The priorit y inheritance protocol preseried in the next section is basedon
Basic-P . Its correctnessrelies on the following property.

Theorem 2 (Reachable state space [20]). The setof glotal statesreachable
by Basic-P contains precisely those statesin which, for all sitesr and annota-
tions k

ALK T (k1)



where A, [K] denotesthe number of active processesin site r executing call graph
nodeswith annotation k or higher.

The global states that satisfy ' are called ' -states. Since Basic-P guarantees
deadlock free operation, Theorem 2 implies, for example, that if a systemis
in a' -state and Basic-P is used as an allocation managerin ewvery site, then
there is someenabled process.In [21,20] we introduced more e cien t protocols
(Efficient-P  , k-Efficient-P  and Live-P ) and proved annotation theorems
similar to Theorem 1, but Basic-P is simpler and it is enoughto illustrate the
presert discussion.In the remainder of the paper we will assumethat Basic-P
is usedto allocate the resources.

3 Priorit y Inheritance

In this section we dewelop a priorit y inheritance mechanism and show how it
helps to alleviate priority inversions. A priority speci cation extends a system
speci cation with a description of the possiblepriorities at which processesan
run. The xed setP of priorities is a nite and totally orderedset. Without loss

1 represernts the highest priority and py, the lowest.

De nition 2. Given a systemhR; G and set of priorities P, a priorit y assign-
mernt is a map from initial nodesl| to setsof priorities:

2P
A priority speci cation hR;G; i equipsthe systemwith a priority assignment.

In the prioritized setting, when a processis created, it declaresboth the
initial nodeijas in the unprioritized casebefore| and its initial priority from
(i), called the nominal priority of the process.Informally, a processL will run
at its nominal priorit y, and \accelerate" to a higher priorit y when somehigher
priorit y processH is waiting for someresourcethat L holds. This will prevert
processesunning at intermediate priorities from making L wait and blocking H
indirectly. We now de ne the distributed priorit y inheritance protocol:

(PL.1) A processmaintains a running priority , which is initially its nominal
priorit y.

(Pl1.2) Let P be a process,running at priority p, that is denied accessto a
resourcein site r, and let Q be an active processin r running at a priorit y
lower than p. Q and all its subprocessesset their priority to p or their
current running priorit y, whatever is higher. We say that Q is accelerated
to p.

(P1.3) When a (sub)processis acceleratedit doesnot decreaseits running pri-
ority until completion.

(P1.2) may require sendingaccelerationmessage$or subprocessesunning in
remote sites. (Pl.2) doesnot require changing the priorit y of ancestor processes



since the acceleration of a caller cannot help the calleeto nish earlier. (P1.3)
states that a (sub)processcannot decelerate.In general, decelerationscompro-
mise deadlock freedom.

It is easyto seethat a subprocesseither runs at priority at least as high as
any of its ancestors,or there are undelivered accelerationmessages.

We now calculate the sets of possible priorities at which a call graph node
canbe executed.A node n:r canbe executedat a priority p eitherif p2 (i) for
someinitial ancestorof n, or if a processcan executen running at priorit y lower
than p and block another processrunning at p. This block canbe producedeither
if there is somenode in r that can be executedat p, or if someancestorof n can
block someprocessexecuting at p. Formally, the set of pairs (n; p) represering
priorities p at which anoden canrun isthe smallestsetNP" N P containing:

1. (n; p) for every n that descenddfromi! n,i21 andp2 (i).
2. (n;p) forevery (m;p) 2 NP" with n g m,and(n;q) 2 NP" for someq p,
and

3. (n; p) for someancestorm ! * n that canalsorun at p, (m;p) 2 NP",

Example 3. Considerthe call graph

and the priority assignmen  (n) = f1g; (m) = f2g; (01) = f3g. The set of
potential priorities is:

n|m|o| o

f1g|f 1; 2g|f 1; 3g|f 1;2; 3g

Node o; can run at priority 1 becauseo; residesin the same site as n and
n can run at 1. Since o, is a descendah of o;, 0, can also run at 1, and
since m residesin the same site as 0o,, m can also run at 1. Moreover, m
can run at 2, higher than o, running at 3, so 0, can also run at 2. Thus
NP" = f(n; 1);(m; 1); (m; 2); (01; 1); (01; 3); (025 1); (025 2); (02; 3)g:

We extend the state transition systemthat modelsthe global behavior of our
model of distributed systems[23]with a newtransition called acceleration. When
an accelerationtransition is taken, a processP running at priorit y p accelerates
to higher priority g (q < p). It is easyto seethat, if the priority inheritance
protocol is used,and a processrunning in n can acceleratefrom priority p to g,
then both (n; p) and (n; g) arein NP,

The notion of annotation can be adapted to prioritized speci cations. A
prioritized annotation is a map from NP to the natural numbers. It respects
priorities if for every two pairs (n; p) and (m; q) in NP, with n g m, (n;p)>

(m; g) whenewr p > q, that is, if higher priorities receive lower annotations.
As with unprioritized call graphs, we de ne an annotated call graph by adding

an edgerelation S%Kconnecting (n; p) éjéK(m; g) whenewer n and m reside in
the samesite and (n; p) (m; g). If there is a path from (n; p) to (m; g) that
contains at leasta " edgewe say that (n; p) dependson (m; q), and we write
(n;p) (m;g). An annotation is acyclic if no pair dependson itself.




Example 4. The following diagram represens the annotated call graph of Ex-
ample 3 with ) arrows represerting accelerations.This annotated call graph is

acyclic.
D) mD u @D (oD u
(m:2) u) (022 uf

§[(01;3) rHoz;S) uj3

Example 5. This example shawvs how priorit y inheritance bounds the blocking
time causedby priorit y inversions. Reconsiderthe annotated call graph of Ex-
ample 4. Let the total number of resourcesbe T, = 3and T, = 3. Let be
a state in which two active processesare running in n at priority 1, one active
processM is running in m at priority 2, and one active processO is running in
0, at priority 3. Thusthe available resourcesn aregivenby t, = 0;t, = 2. Let
N be a new processspavned to run in n with nominal priority 1. The resulting
state is shovn below.

N
B CNED) mD u (oD (oD u
(m 2) u“M 0 (2 u

N
$‘[(01; 3) rj3—>[(02; 3) u]3

N is blockedtrying to accesqn; 1). There is a priorit y inversionsinceO holds an
r resourcein o1, while running at lower priorit y 3. If no accelerationis performed,
then the remote call of O to 0, is blockeduntil M completes,soN will be blocked
indirectly by M (seeFig. 2 (a)). Evenworse,if there are seweral processesvaiting
in (m; 2), all theseprocessesvill block O and indirectly N, causingan unbounded
blocking delay (seeFig. 2 (b)). With priority inheritance in place, O inherits
the priority 1 from N, and the resulting state after the accelerationis:

N (0]
B CNED) mD u (oD (oD u
w2 u <M ©z2) o

$‘[(01; 3) rHoz; 3) uj3

In this state, O will be granted the resourcein o, in spite of M (and potentially

other priorit y 2 processesvaiting at m) and O will terminate, freeingthe resource
demandedby N. In this casethe blocking time of N is bounded by the running

time of O at priority 1, asshown in Fig. 3.

The following results hold in spite of when and how accelerationsare produced:
Lemma 1. If an annotation respects priorities, then accelerations preserve' .

Proof. Let P be a processthat acceleratesfrom priority p to g. If P is waiting,
the result holdsimmediately sincethe global state doesnot change.If P is active
at anode n:r, its annotation (n;p) > (n;q) decreasesTherefore, all terms
A [K] are either maintained or decreasedand ' is presened. t



M u M [u [ u u
........ u
(0] r @) r
to t1 tx tz3 tg ts tg t7 to t1 t t3 tyg ts tg t7
(a) Blocking due to Priorit y Inversions (b) Unbounded Blocking

Fig. 2: Time diagram (a) shows an execution of the scenarioin Example 5 with blocking
priorit y inversions. Diagram (b) shows an execution with unbounded blocking time
due to priorit y inversions.In both diagrams, at instant to, processO is created, and its
requestfor anr-resourceis granted. At t1, processN is created, but due to the existence
of O and two active processesn ni, its request is denied, indicated by . At t2, M is
spawned to run m and its request for a u-resourceis granted. This causesthe request
of O to execute o, at t3 to be denied. O can only executeo, when someresourcein u is
freed. Therefore M is blocking N indirectly . In diagram (a) this blocking is restricted
to the interval (t3;t4), while in diagram (b) the blocking delay is unbounded.

N (7]
M [u ]

[u |
o |r |

to t1 to tz3 ts ts te t7
(a) No Blocking with Priorit y Inheritance

Fig. 3: At time t;, processO inherits priority 1 from processN, depicted by . This
allows O to acquire the u-resource and execute 0, at ts, in spite of the existence of
M or other processestrying to execute m at priority 2. Consequerly, N can start
executing n at ts, with no blocking delay.

Corollary 1. The setof reachablestatesof a prioritize d systemthat usesBasic-
P as an allocation managerwith an acyclic annotation that respects priorities is
a subsetof the ' -states

In the rest of this section we show that if Basic-P is usedto control al-
locations, and accelerationsare produced according to the priorit y inheritance
protocol, deadlocks are not reachable. When a processinherits a new priorit y,
all its existing subprocessesincluding those in other sites produced as a result
of remote invocations, must accelerateas well. A messageis sert to all sites
where a subprocessmay be running. When the messageis receiwed, if the pro-
cessexists, then it is accelerated.If it doesnot, the accelerationis recorded as
a future promise. We rst show deadlock-freedomif all accelerationrequestsare
delivered immediately with global atomicity. Then, we complete the proof for
asyndronous delivery in general.



3.1 Priorit y Inheritance with Global Atomic Accelerations

Given a prioritized system S we build an (unprioritized) systemand show that
if S hasreadable deadlocks so doesthe derived one.

De nition 3 (Flat call graph). Given a priority specic ation hR; G, i, a
at call graphis G : NPT ; P":1Pi, where NP is the set of potential priorities,
there is an edge (n; p) P (m;g) if p gandn! m occurs in the original call
graph, and (i; p) 2 I1°" if i is initial in G.

We useS! : hR; di for the (unprioritized) at systemthat results from the at
call graph. It is easyto seethat the set of reachable states of a process(the
resourcesand running priorities of the processand ead of its active subpro-
cesses)s the samein a systemand in its at version. Moreover, if an annotation

of a prioritized speci cation is acyclic and respects priorities then , when
interpreted in the at call graph, is acyclic.

Example 6. The at call graph for the annotated speci cation in Example 3 is

D o i GIED) G D)
T2 o (D)
§[(01;3) rj2—>[(02;3) u]3

Theorem 3. Given a prioritized systemS and an acyclic annotation that re-
spects priorities, every glokal state reachableby S is also reachable by S, if
Basic-P is usal as an allocation manager.

Proof. Follows directly from Corollary 1 and Theorem 2. t

It isimportant to note that Theorem 3 statesthat for every sequenceof requests
and accelerationsthat leadsto state in S, thereisalp ossiblydierent but also
legal| sequencehat leadsto in SL. Theorem 3 doesnot imply, though, that
every transition in S canbe mimicked in S[, which is not the casein generalfor
accelerations.A consequenceof Theorem 3 is that deadlocks are not reachable
in S, sincethe samedeadlock would be reachable in Sl, which is deadlock free
by the Annotation Theorem.

Corollary 2. If is an acyclic annotation that respects priorities, and Basic-
P is usal as a resource allocation manager in every node, then all runs of S
when accelerations are executed in glokal atomicity are deadlock free.

The following section shows that the requiremert for global atomicity in the
previous corollary is actually not necessary



3.2  Priorit y Inheritance with Async hronous Comm unication

When an arbitrary asyndironous communication subsystemis assumed,with no
guaranteesof globally atomic delivery of messagesthe proof of deadlock freedom
is more challenging. In this case,the at systemdoesnot directly capture the
reachable states of the systemwith priorities, sincesubprocessesnay accelerate
later than their ancestors.

Theorem 4 (Annotation Theorem for Prioritized Specications). If

is an acyclic annotation that respects priorities, and Basic-P is useal as a re-
source allocation managerfor every call graph node, then all runs of S are dead-
lock free.

Proof (sketch). Assume,by contradiction, that deadlocks are reachable, and let
be a state in which a setf P g of processedorms a deadlock. Note that need
not be areachable state of the at systemS!. Consideran arbitrary continuation
of the run, and let bethe rst state in which there is no undelivered message
containing an accelerationof a processn the setf Pg. Such a state existssincethe
set of possibleaccelerationsis nite and all messagesire evertually delivered.In
Oif all the processesiot involved in the deadlock (i.e., not in f Pg) return their
resourcesthe resulting state becomesa ' -state, and therefore some process(in
f P g) can progressif Basic-P is usedasan allocation manager.This cortradicts
the assumptionthat is a deadlock state. ti

4 Conclusions and Further Work

We have preserted a distributed priorit y inheritance protocol built using a dead-
lock avoidancemechanism, and provedits correctness.This protocolinvolvesless
communication overhead than a distributed PCP, since inversionscan be de-
tected locally, while PCP requiresa global view of the resourcesallocated. Our
approach enablesthe calculation of bounds on the maximum blocking times,
which is necessaryfor schedulability analysis.

MessageComplexity: The messagecomplexity of a naeve implementation of the
priorit y inheritance protocol described here is given by the number of di erent
sites of the set of descendah nodes, which in the worst caseis jRj. However,
this communication is one-way, in the sensethat once the messageis sert to
the network, the local processcan immediately accelerate,increasingits running
priorit y. Moreover, broadcast can be used when available. Also, under certain
semairtics for remote calls this worst casebound can be improved. For example,
with synchronous remote calls (the caller is blocked until the remote invocation
returns), one can build, using a pre-order traversal of the descendanh sub-tree,
an order on the visited sites. Then, a binary seard on this order can be usedto
nd the active subprocesswhere the nestedremote call is executing. This gives
a worst case(log jRj) upper-bound on the number of messageseededfor eat
priorit y inheritance.



Dynamic Priorities : Most dynamic priorit y scheduling algorithms, like EDF, re-
quire querying for the current status of existing processedo de ne their relative
priorities. Our priorit y inheritance medanism can be usedwith dynamic priori-

ties if there is somestatic discretization of the setof priorities that processesnay
run at. To ensurethe correctnessof the priorit y inheritance protocol showvn here,
subprocessesnust only increase(never decrease)their priorities while running.

Note that in this kind of scheduling algorithm, accelerationswould not only be
causedby a priorit y inversion but also by the decision of a processto increase
its priority to meet a deadline.
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