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ABSTRACT

We presert a static analysis algorithm for detecting security
vulnerabilities in PHP, a popular server-side scripting lan-
guage for building web applications. Our analysis employs
a novel three-tier architecture to capture information at de-
creasing levels of granularity at the intrablo ck, intrapro ce-
dural, and interprocedural level. This architecture enables
us to handle dynamic features unique to scripting languages
such as dynamic typing and code inclusion, which have not
been adequately addressedby previous technigues.

We demonstrate the e ectiv enessof our approach by run-
ning our tool on six popular open source PHP code bases
and nding 105 previously unknown security vulnerabilities,
most of which we believe are remotely exploitable.

1. INTRODUCTION

Web-basedapplications have experiencedexponential growth
during the past few yearsand have becomethe de facto stan-
dard for delivering online servicesranging from discussion
forums to security sensitive areassuch asbanking and retail-
ing. As sudh, security vulnerabilities in these applications
represert an increasing threat to both the providers and
the users of such services. During the secondhalf of 2004,
Symantec cataloged 670 vulnerabilities a ecting web appli-
cations, an 81% increase over the same period in 2003 [16].
This trend is likely to contin ue for the foreseeablefuture.

According to the same report, these vulnerabilities are
typically causedby programming errors in input validation
and improp er handling of submitted requests [16]. Since
vulnerabilities are usually deeply embeddedin the program
logic, traditional network-level defense(e.g., rew alls) does
not oer adequate protection against such attacks. Test-
ing is also largely ine ectiv e becauseattackers typically use
the least expected input to exploit these vulnerabilities and
compromise the system.

A natural alternative is to nd these errors using static
analysis, but it is widely believed that scripting languages
are too dicult to analyze statically. The main message
of this paper is that this folk wisdom is false: we show by
example that a static analysis, suitably designedto address
the unique aspects of scripting languages,can identify many
serious security vulnerabilities in scripts. Given the impor-
tance of scripting in real world applications, we believe there
is an opportunit y for static analysisto have a signi cant im-
pact in this new domain.

In this paper, we apply static analysis to nding secu-
rity vulnerabilities in PHP, a server-side scripting language

that has becomeone of the most widely adopted platforms
for developing web applications®. Our goal is a bug detec-
tion tool that automatically nds seriousvulnerabilities with
high con dence. This work, however, doesnot aim to verify
the absenceof bugs.

This paper makesthe following contributions:

We presert an interpro cedural static analysis algorithm
for PHP. A language as dynamic as PHP preserts
unique challenges for static analysis: language con-
structs (e.g., include) that allow dynamic inclusion of
program code, variables whosetypeschangeduring ex-
ecution, operations with semartics that depend on the
runtime typesof the operands (e.g., <), pervasive use
of hashtables and regular expressionmatching are just
some features that must be modeled well to produce
useful results.

To faithfully model program behavior in such a lan-
guage, we use a unique three-tier analysis that cap-
tures information at decreasing levels of granularity
at the intrablo ck, intrapro cedural, and interpro cedu-
ral levels. For example, we use symbolic execution to
model dynamic features inside basic blocks and use
block summaries to hide that complexity from intra-
and inter-pro cedural analysis. We believe the same
techniques can be easily applied to other scripting lan-
guages(e.g., Perl). To the best of our knowledge, this
paper is the rst to recognizeand model complex pro-
gram features that are specic to scripting languages.

We showv how to use our static analysis algorithm to
nd SQL injection vulnerabilities. Once con gured,
the analysis is fully automatic. Although we focus on
SQL injections in this work, we believe that, with small
modi cations, the same techniques can be applied to
detecting other vulnerabilities such as crosssite script-
ing (XSS) and code injection in web applications.

We experimentally validate our approach by imple-
menting the analysis algorithm and running it on six
popular web applications written in PHP. Our tool
found 105 previously unknown security vulnerabilities.
We further investigated two reported vulnerabilities in
PHP-fusion, a mature, widely deployed content man-
agemert system, and constructed exploits for both that
allow an attacker to control or damagethe system.

YInstalled on over 23 million Internet domains [13], and is
ranked fourth on the TIOBE programming community in-
dex [17].



The rest of the paper is organized as follows. We start
with a brief introduction to PHP and show examples of
SQL vulnerabilities in web application code (Section 2). We
then describe our analysis algorithm in detail and show how
we useit to nd SQL injection vulnerabilities (Section 3).
Section 4 describes the implementation and experimental
results and show two casestudies of exploitable vulnerabil-
ities in PHP-fusion. Section 5 discussesrelated work, and
Section 6 concludes.

2. BACKGROUND

This sectionbrie y introducesthe PHP languageand shows
examples of SQL injection vulnerabilities in PHP.

PHP was created a decade ago by Rasmus Lerdorf as a
simple set of Perl scripts for tracking accessego his online
resume. It has since ewolved into one of the most popu-
lar server-side scripting languagesfor building web applica-
tions. According to a recert Security Space survey, PHP
is installed on 44.6% of Apache web servers [15], adopted
by millions of developers, and used or supported by Yahoo,
IBM, Oracle, and SAP, among others [13].

Although the PHP language has undergone two major re-
designs over the past decade, it retains a Perl-like syntax
and dynamic (interpreted) nature, which contributes to its
most cited advantage of being simple and exible.

PHP has a suite of programming constructs and special
operations that makesweb developmert easy We give three
examples below:

1. Natural integration with SQL: PHP providesnearly
nativ e support for database operations. For example,
using inline variables in strings, most SQL queries can
be concisely expressedwith a simple function call

$rows=mysql_query("UPDATRisers SET
pass="$pass' WHER#&serid="$userid" );

Contrast this code with Java, where a databaseis typ-
ically accessedthrough prepared statements one cre-
ates a statement template and lls in the values (along
with their types) using bind variables:

PrepaedStatements = con.prepaeStatement
("UPDATHRisers SETpass = ?
WHERE&serid = ?");
s.setStrind1, pass); s.setint(2, userid);
int rows = s.executeUplate();

2. Dynamic typesand implicit casting to and from
strings: PHP, like other scripting languages, has ex-
tensive support for string operations and automatic
conversions between strings and other types. These
features are handy for web applications becausestrings
serve asthe common medium betweenthe browser, the
web server, and the database backend. For example,
we can convert a number into a string without an ex-
plicit cast:

if ($userid < 0) exit;
$query = "SELECT* from users
WHERHserid = “$userid™ ;

3. Variable scoping and the environmen t: PHP
has a number of mechanisms that minimize redun-
dancy when accessingvalues from the execution en-
vironment. For example, HTTP get and post requests

are automatically imp orted into the global name space
ashashtables $_.GET and $_POST. To accesghe \name"
eld of a submitted form, one can simply use variable
$_GET['namé] directly in the program.

If this still sounds like too much typing, PHP pro-
vides an extract operation that automatically imports
all key-value pairs of a hash table into the current
scope. In the example above, one can use
extract(_GET; EXTR_OVERWRITE) to import data sub-
mitted using the HTTP get method. To accessthe
\name" eld, one now simply types $name which is
preferred by someto $_.GET[ name€].

However, these conveniencescome with security implica-
tions:

1. SQL injection made easy: bhind variables in Java
have the benet of assuring the programmer that any
data passedinto a SQL query remains data. The same
cannot be said for the PHP example where malformed
data from a malicious attacker may change the mean-
ing of a SQL statement and cause unintended opera-
tions to the database. Theseare commonly called SQL
injection attacks.

In the example above (case 1), suppose$useridis con-
trolled by the attacker and has value

"OR1'="1
The query string becomes

UPDATE usersSET pass="...'
WHERH&serid=" OR "1'="1'

which has the e ect of updating the password for all
usersin the database.

2. Unexp ected conversions:
code:

if ($userid== 0) echo $userid;

One would expect that if the program prints anything,
it should be \0". Unfortunately , PHP implicitly casts
string valuesinto numbersbefore comparing them with
an integer. Non-numerical values (e.g. \ab c") convert
to O without complaint, so the code above can print
anything other than a non-zeronumber. We canimag-
ine a potential SQL injection vulnerabilit y if $useridis
subsequertly usedto construct a SQL query asin the
previous case.

Consider the following

3. Uninitialized variables under user control: In
PHP, uninitialized variable defaults to null. Somepro-
grams rely on this fact for correct behavior; consider
the following code:

1 extract($_GET, EXTR_OVERWRITE);

2 for ($i=0;$i < =7;$i++)

3 $new.pass.= chr(rand(97, 122));

4 mysqgLquery("UPDATE . . $new_pass. . ." );

This program generates a random password and in-
sertsit into the database. However, due to the extract
operation on line 1, a malicious user can intro duce an
arbitrary initial value for $new_passby adding an un-
expected new_pass eld into the submitted HTTP form
data.



CFG := build_control_ o w_graph(AST);
foreach (basic_block b in CFG)
summaies[b] := simulate_block(b);
return make_function_summay(CFG, summaies);

Figure 1: Pseudo-co de for the analysis of a function.

3. ANALYSIS

Givena PHP source le, our tool carriesout static analysis
in the following steps:

We parse the PHP source into abstract syntax trees
(ASTs). Our parser is based on the standard open-
source implementation of PHP 5.0.5[12]. Each PHP
source le contains a main section (referred to as the
main function hereon although it is not part of any
function de nition) and zeroor more user-de ned func-
tions. We store the user-de ned functions in the en-
vironment, and start the analysis from the main func-
tion.

For each function in the program, the analysis per-
forms a standard conversion from the abstract syn-
tax tree (AST) of the function body into a control
ow graph (CFG). The nodes of the CFG are maxi-
mal basic blocks single entry, single exit sequencesof
statements. The edgesof the CFG are the jump rela-
tionships between blocks. For conditional jumps, the
corresponding CFG edge is labeled with the branch
predicate.

Each basic block is simulated using symbolic execu-
tion. The goal is to understand the collective e ects
of statements in a block on the global state of the pro-
gram, and summarize their e ects into a conciseblock
summary (which describes, among other things, the
set of variables that must be sanitized before entering
the block). We describe the simulation algorithm in
Section 3.1.

After computing a summary for ead basic block, we
use a standard reachabilit y analysis to combine block
summaries into a function summary. The function
summary describes the pre- and post-conditions of a
function (e.g., the set of sanitized input variables after
calling the current function). We discussthis step in
Section 3.2.

During the analysis of a function, we might encourter
calls to other user-de ned functions. We discussmod-
eling function calls, and the order in which functions
are analyzed, in Section 3.3.

3.1 Simulating BasicBlocks

3.1.1 Outline

Figure 2 givespseudo-cale outlining the symbolic simulation
process. Recall each basic block contains a linear sequence
of statements with no jumps or jump targets in the mid-
dle. The simulation starts in an initial state, which maps
ead variable x to a symbolic initial value xo. It processes
ead statement in the block in order, updating the simulator
state to re ect the e ect of that statement. The simulation
contin ues until it encourters any of the following:

function simulate_block(BasicBlock b) : BlockSummay
f
state := init_simulation_state();
foreach (Statement s in b) f
state := simulate(s, state);
if (state.hasreturned jj state.has exited)
break;

g
summay = make_block_summay(state);
return summay;

g

Figure 2: Pseudo-co de for intra-blo ck sim ulation.

Type () ::= strj bool jint j ?
Const(c) ::= string j k j true j falsej null
L-val (Iv) == x j Arg#i j I[€]
Expr (e) := cjlvjebinopejunopej( )e
Stmt (S) :=Iv  ejlv  f(e;:::;en)
j return e j exit j include e
binop 2 f+; ;concat==;!=;<;> ::.g
unop 2 f ;g

Figure 3: Language De nition

1. the end of the block;

2. areturn statement. In this case,the current block is
marked as a \return" block, and the simulator evalu-
ates and records the return value;

3. an exit statement. In this casethe current block is
marked as an \exit" block;

4. a call to a user-de ned function that exits the pro-
gram. This condition is automatically determined us-
ing the function summary of the callee (seeSections3.2
and 3.3).

Note that in the last case, execution of the program has
e ectiv ely terminated and therefore we remove any ensuing
statements and outgoing CFG edgesfrom the current block.

After a basic block is simulated, we use information con-
tained in the nal state of the simulator to summarize the
e ect of the block into a block summary, which we store for
use during the intrapro cedural analysis (see Section 3.2).
The state itself is discarded after simulation.

The following subsectionsdescribe the simulation process
in detail. We start with a de nition of the subset of PHP
that we currently model (x3.1.2) and discussthe represen-
tation of the simulation state and program values (x3.1.3,
x3.1.4) during symbolic execution. Using the value represen-
tation, we describe how the analyzer simulates expressions
(x3.1.5) and statements (x3.1.6). Finally, we describe how
we represert and infer block summaries (x3.1.7).

3.1.2 Languae

Figure 3 gives the de nition of a small imperative lan-
guagethat captures a subsetof PHP constructs that we be-
lieve is relevant to SQL injection vulnerabilities. Like PHP,
the language is dynamically typed. We model three basic
types of PHP values: strings, booleans and integers. In
addition, we introduce a special ? typeto describe objects



Value Representation|

Loc (I) == x j I[string] j I[?]
Init-Values(o) ::= lo
Segment( ) ::= string j containg )
String (s) == [ 1;:::; nl
Boolean (b) ::= true j falsej untaint( o; 1)
Loc-sef( ) = fl1;:::;Ing
Integer (i) ::=
Value (v) := sjbjijoj?
State () :Loc! Value

(a) Value representation and simulation state.

Locations

——var arg
“x )Y x * Arg#n ¥ Arg#n
N e)E lo
~e”)F V0 V= cast(v str) dim
. v Il ] ifvP= ]
e[eO])L I[?] otherwise
(b) L-values.
Type casts:
. _ true fk60
cast(k; bool) = false otherwise
casf(true; str) = [\1" ]
cast(false str) = []
cas(v=[ 1;:::; n] bool)
( . w, .
true if (v6 NO" ]~ Vis is.empty( i)
= false if (v=N0"])_ ., is.empty( i)
? otherwise
Evaluation Rules:
S vy
Iv)™ (1)
e )E vy castivy;str) = [ 1;::0; nl
e2)" V2 casVa;stt) = [ ne1;iil; m] concat
€1 concat e; )E [ o;:i:; ml
~ E . _ .0
q e) v casf(v;bool) = v not
true if v?= false
5 false if v0= true
> untaint( 1; o) if v0= untaint( o; 1)
2 otherwise

(c) Expressions.

Figure 4: Intrablo ck simulation algorithm.

whoszestatic typesare undetermined (e.g. input parameters,
etc).

Expressions can be constants, |-values, unary and binary
operations, and type casts. The de nition of I-valuesis worth
mentioning becausein addition to variables and function
parameters, we include a named subscript operation to give
limited support to the array and hash table accesseghat
are used extensively in PHP programs.

A statement can be an assignment function call, return,
exit, or include. The rst four typesof statement require no
further explanation. The include statement is a commonly
usedfeature unique to scripting languages,which allows pro-
grammers to dynamically insert code into the program. In
our language, include evaluates its string argument, and ex-
ecutesthe program le designated by the string asif it isin-
serted at that program point (e.g., it sharesthe samescope).
We describe how we simulate such behavior in Section 3.1.6.

3.1.3 State

Figure 4(a) givesthe de nition of valuesand states during
simulation. The simulation state maps memory locations
to their value represertations, where a memory location is
either a program variable (e.g. x), or an entry in a hash
table accessedvia another location (e.g. x[key]).

On entry to the function, ead location | is implicitly ini-
tialized to a symbolic initial value lp, which makes up the
initial state of the simulation. The valueswe represert in the
state can be classi ed into three categoriesbasedon type:

Strings: Strings are the most fundamental type in many
scripting languages, and precision in modeling strings di-
rectly determines the analysis precision. Strings are typi-
cally constructed through concatenation. For example, user
inputs (via HTTP get and post methods) are often concate-
nated with a pre-constructed skeleton to form a SQL query.
Similarly, results from the query can be concatenated with
HTML templates to form output. Modeling concatenation
well enables an analysis to better understand information
ow in a script. Thus, our represertation of a string is
based on the concept of concatenation: string values are
represerted as an ordered concatenation of string segments
which can be one of the following: a string constant, the
initial value of a memory location on entry to the current
block (lo), or a string that contains initial values of zero or
more elemerts from a set of memory locations (containg )).
We usethe last represertation to model return values from
function calls, which may non-deterministically contain a
combination of global variables and input parameters. For
example, in

1 function f($a, $b) f

2 if (...) return $a;

3 elsereturn $b;

4 9

5 $ret = f($x.$y, $2);
we represert the return value on line 5 as containgf x; y; zg)
to model the fact that it may contain any elemert in the set
as a sub-string.

The string represertation described above has the follow-
ing bene ts:

2In general,in a dynamically typed language,a more precise
static approximation in this casewould be a sum (aka. soft
typing) [1, 19]. We have not found it necessaryto usetype
sumsin this work.



First, we get automatic constant folding for strings within
the current block, which is often useful for resolving hash
keys and distinguishing between hash references (e.g., in
$key = \k ey"; return $hash[$ley]).

Second, we can track how the contents of one input vari-
able o w into another by nding occurrencesof initial values
of the former in the nal represertation of the latter. For
example, in: $a= $a. $b, the nal represertation of $ais
[ao; bo]. Weknow that if either $a or $b contains unsanitized
user input on entry to the current block, so does $a upon
exit.

Finally, interprocedural data o w is possible by tracking
function return values based on function summaries using
containg ). We describe this aspect in more detail in Sec-
tion 3.3.

Booleans: In PHP, a common way to perform input valida-
tion is to call a function that returns true or falsedepending
on whether the input is well-formed or not. For example,
the following code sanitizes $userid

$ok = is_numeric($userid);

if (I$ok) exit;
The value of Boolean variable $ok after the call is unde-
termined, but it is correlated with the validity of $userid
This motivates untaint( o; 1) as a represertation for such
Booleans: o (resp. 1) represerts the set of validated I-
valueswhen the Boolean s false(resp. true). In the example
above, $ok has representation untaint(fg ; f useridy).

Besides untaint, represertation for Booleans also include

constants (true and falsg and unknown (?).

Integers: Integer operations are relativ ely less emphasized
in our simulation. We track integer constants and binary
and unary operations betweenthem. We also support type
casts from integersto Boolean and string values.

3.1.4 LocationsandL-values

In the languagede nition in Figure 3, hashreferencesmay
be aliased through assignmerns and I-values may contain
hash accessesvith non-constant keys. The samel-value may
refer to di erent memory locations depending on the value
of both the host and the key, and therefore, I-valuesare not
suitable as memory locations in the simulation state.

Figure 4(b) givesthe rules we useto resolve I-valuesinto
memory locations. The var and arg rules map each program
variable and function argument to a memory location iden-
tied by its name, and the dim rule resolves hash accesses
by rst evaluating the hash table to a location and then
appending the key to form the location for the hash entry.

Theserules are designedto work in the presenceof simple
aliases. Consider the following program:

1 $hash= $_POST;

2 $key = 'userid' ;

3 $userid= S$hash[$leyi;

The program rst creates an alias ($hash to hash table
$_POST and then accesseghe useridentry using that alias.
On entry to the block, the initial state maps every location
to its initial value:
= fhash) hashy; key) key;_POST)
_POST[userid) _POST[useridog

According to the var rule, eadh variable maps to its own
unique location. After the rst two assignmens, the state
is:

_POSTo;

= fhash) _POSTo;key) [userid];:::g

We use the dim rule to resolve $hash[$ley] on line 3: $hash
evaluates to _POSTy, and $key evaluates to constant string
‘userid’. Therefore, the I-value $hash[$ley] evaluates to loca-
tion _POSTJuserid] and thus the analysis assignsthe desired
value _POST[userido to $userid

3.1.5 Expressions

We perform abstract evaluation of expressionsbased on
the value represertation described above. BecausePHP is
a dynamically typed language, operands are automatically
cast into appropriate typesfor binary and unary operations
in an expression. Figure 4(c) gives a represenativ e subset
of cast rules that simulates cast operations in PHP. For ex-
ample, Boolean value true, when used in a string context,
evaluates to \1". false on the other hand, is converted to
the empty string instead of \0". In caseswhere exact repre-
sertation is not possible, the result of the cast is unknown
(?).

Figure 4(c) also gives three represertativ e rules for eval-
uating expressions. The rst rule handles I-values, and the
result is obtained by rst resolving the I-value into a memory
location, and then looking up the location in the evaluation
context (recall that (1) = o on entry to the block).

The second rule models string concatenation. We rst
cast the value of both operands into string values, and the
result is the concatenation of both.

The nal rule handles Boolean negation. The interesting
caseinvolves untaint values. Recall that untaint( o; 1) de-
notes an unknown Boolean value that is false (resp. true) if
l-values in the set o (resp. 1) are sanitized. Given this
de nition, the negation of untaint( o; 1) is untaint( 1; o).

The analysis of an expressionis ? if we cannot determine
a more preciserepresertation, which is a potential source of
false negatives.

3.1.6 Statements

We model assignmerns, function calls, return, exit, and
include statements in the program. The assignmen rule
resolves the left-hand side into a memory location |, and
evaluates the right-hand side into a value v. The updated
simulation state after the assignmert maps | to the new

value v:
S v “e)f v
“voe)® [Ty

Function calls are similar. The return value of a function call

assignment

a string) or untaint( o; 1) (if f returns a Boolean) depend-
ing on the inferred summary for f. We defer discussion of
the function summaries and the return value represertation
to Sections 3.2 and 3.3. For the purposeof this section, we

for the actual represertation of the return value:
Pl ce) v e )
v f(er;iiien) )S [17Yf(va;iiisvn)]

In addition to the return value, certain functions have
pre- and post-conditions depending on the operation they
perform. Pre- and post-conditions are inferred and stored
in the callee's summary, which we describe in detail in Sec-
tions 3.2 and 3.3. Here we show two examplesto illustrate
their e ects:




1 function validate($x) f

2 if (lis_numeric($x)) exit;
3 return;

4 9

5 function my_query($q) f

6 global $db;

7 mysgLdb_query($db, $q);
8

9

g

validate($a.$b);

10 my_query("SELECT. . . WHERE& ='$a" ANDc = '$c" );
The validate function tests whether the argument is a num-
ber (th us safe) and aborts if it is not. Therefore, line 9 sani-
tizes both $a and $b. We record this fact by rst inspecting
the value represertation of the actual parameter (in this case
[ao; bu]), and remembering the set of non-constant segmerts
that are sanitized.

The second function my_query uses the argument as a
database query string. To prevent SQL injection attacks,
we require that any user input be sanitized before it be-
comes part of the rst parameter. Again, we enforce this
requirement by inspecting the value represenrtation of the
actual parameter. We record any unsanitized non-constant
segmerts (in this case$c, since $ais sanitized on line 9) and
require they be sanitized as part of the pre-condition for the
current block.

Sequencef assignmeris and function calls are simulated
by using the output environment of the previous statement
asthe input environment of the current statement:

N S N S
S1 ) 0 0 S» ) 00

C(siis2))

The nal simulation state is the output state of the nal
statement.

The return and exit statements terminate control o w?
and require special treatment. For a return, we evaluate the
return value and useit in calculating the function summary.
In caseof an exit statement, we mark the current block as
an exit block.

Finally, include statements are a commonly used feature
unique to scripting languagesallowing programmers to dy-
namically insert code and function de nitions from another
script. In PHP, the included code inherits the variable scope
at the point of the include statement. It may intro duce new
variables and function de nitions, and change or sanitize
existing variables before the next statement in the block is
executed.

We processincludestatements by rst parsing the included
le, and adding any new function de nitions to the environ-
ment. We then splice the control ow graph of the main
function at the current program point by a) removing the
include statement, b) breaking the current basic block into
two at that point, c¢) linking the rst half of the current
block to the start of the main function, and all return blocks
(those containing a return statement) in the included CFG
to the secondhalf, and d) replacing the return statements in
the included script with assignmerts to re ect the fact that
control o w resumesin the current script.

seq

3.1.7 Blodk summary

330 do function calls that exits the program, in which case
we remove any ensuing statements and outgoing edgesfrom
the current CFG block. SeeSection 3.3.

The nal step for the symbolic simulator is to character-
ize the behavior of a CFG block into a concisesummary. A
block summary is represerted asa six-tuple hE D;F;T;R; Ui:

Error set (E): the setof input variables that must be
sanitized before entering the current block. These are
accumulated during simulation of function calls that
require sanitized input.

De nitions  (D): the set of memory locations de-
ned in the current block. For example, in

$a = $a.$b; $c = 123;

we have D = fa;cg.

Value ow (F): the set of pairs of locations (I1;12)
where the string value of 11 on entry becomesa sub-

string of I, onexit. In the exampleabove, F = f(a;a); (b;a)g.

Termination predicate (T): true if the current block
contains an exit statement, or if it calls a function that
causesthe program to terminate.

Return value (R): recordsthe represertation for the
return value if any, unde ned otherwise. Note that if
the current block has no successors,either R has a
value or T is true.

Untaint set (U): for eadt successorof the current

CFG block, we compute the set of locations that are

sanitized if execution continuesonto that block. San-

itization can occur via function calls, casting to safe
types(e.g., int, etc), regular expressionmatching, and

other tests. The untaint set for dierent successors
might di er depending on the value of branch predi-

cates. We shawv an example below.

validate($a);
$b = (int) $c;
if (is_numeric($d))

As mentioned earlier, validate exits if $a is unsafe.
Casting to integer also returns a safe result. There-
fore, the untaint set is fa;b;dg for the true branch,
and f a; bg for the false branch.

3.2 Intrapr ocedural Analysis

Based on block summaries computed in the previous step,
the intrapro cedural analysis computes the following sum-
mary hER;S; Xi for eac function:

1. Error set (E): the set of memory locations (vari-
ables, parameters, and hash accessesywhosevalue may
o w into a database query, and therefore must be san-
itized before invoking the current function. For the
main function, the error set must not include any user-
de ned variables (e.g. $_GET[:::'] or $_POST[:::'])]
the analysis emits an error messagefor eact suc vio-
lation.

We compute E by a backwards reachability analysis
that propagates the error set of each block (using the
E;D;F, and U componens in the block summaries) to
the start block of the function.



2. Return set (R): the set of parameters or global
variables whose value may be a substring of the re-
turn value of the function. R is only computed for
functions that may return string values. For exam-
ple, in the following code, the return set includes both
function arguments and the global variable $table (i.e.
R = ftable; Arg#1 ; Arg#2 Q).

function make_query($user, $pass)f

global $table;
return "SELECT* from $table ".
"where user = $user and pass = $pass"”;

g

We compute the function return setby using a forward
reachabilit y analysis that expressesead return value
(recorded in the block summaries as R) as a set of
function parameters and global variables.

3. Sanitized values (S): the setof parameters or global
variables that are sanitized on function exit. We com-
pute the set by using a forward reachability analysis
to determine the set of sanitized inputs at ead return
block, and we take the intersection of those sets to
arrive at the nal result.

If the current function returns a Boolean value as its
result, we distinguish the sanitized value set when the
result is true versus when it is false (mirroring the
untaint represertation for Boolean values above). The
following example motiv ates this distinction:

function is_valid($x) f
if (is_numeric($x)) return true;
return false;

g

The parameter is sanitized if the function returns true,
and the return value is likely to be used by the caller
to determine the validit y of userinput. In the example
above,

S = (false) fg;true) fArg#lg)

For comparison, the validate function de ned previ-
ouslyhasS = () fArg#lg). In the next section, we
describe how we make use of this information in the
caller.

4. Program Exit (X): aBooleanwhich indicates whether

the current function terminates program execution on
all paths. Note that control ow can leave a function
either by returning to the caller or by terminating the
program. We compute the exit predicate by enumer-
ating over all CFG blocks that have no successorsand
identify them aseither return blocks or exit blocks (the
T and R componert in the block summary). If there
are no return blocks in the CFG, the current function
is an exit function.

The data o w algorithms used in deriving these facts are
fairly standard x-p oint computations. We omit the details
for brevity.

3.3 Interprocedural Analysis

This section describes how we conduct interpro cedural
analysis using summaries computed in the previous step.
Assuming f hassummary hE R; S; X i, we processa function
call f (er;:::;en) during intrablo ck simulation as follows:

1. Pre-conditions:  We usethe error set (E) in the func-
tion summary to identify the set of parameters and
global variables that must be sanitized before calling
this function. We substitute actual parameters for for-
mal parameters in E and record any unsanitized non-
constant segmerts of strings in the error set as saniti-
zation pre-condition for the current block.

2. Exit condition: If the callee is marked as an exit
function (i.e. X is true), we remove any statements
that follow the call and delete all outgoing edgesfrom
the current block. We further mark the current block
as an exit block.

3. Post-conditions:  If the function unconditionally san-
itizes a set of input parameters and global variables,
we mark this set of values as safe in the simulation
state after substituting actual parameters for formal
parameters.

If sanitization is conditional on the return value (e.g.,
the is_valid function de ned above), we record the in-
tersection of its two component sets as being uncon-
ditionally sanitized (i.e., o\ 1 if the untaint set is
(false) o;true) 1)).

4. Return value: If the function returns a Booleanvalue
and it conditionally sanitizes a set of input parameters
and global variables, we usethe untaint represertation
to model that correlation:

Y Ce) v e )
Summarf ) = hER;S; Xi
S = (false) o;true) 1) = o\ 1
0 _ b 0 — b
o=subst(o ) ! subst(1 ) o ool
Iv  f(e;::ien))” [ 7 untaint( 3; 9)]

In the rule above, subst, ( ) substitutes actual param-
eters (v;) for formal parameters in

If the calleereturns a string value, we usethe return set
componernt of the function summary (R) to determine
the set of input parameters and global variables that
might becomea substring of the return value:

WP C e v e ) e
Summarf ) = hER;S;Xi %= subst (R)

Y f(el;:::;er.))S [ 17! containg 9]

fun-str

Since we require the summary information of a function
before we can analyze its callers, the order in which func-
tions are analyzed is important. Due to the dynamic nature
of PHP (e.g., include statements), we analyze functions on
demand|a function f is analyzed and summarized when we
rst encourter a call to f. The summary is then memoized
to avoid redundant analysis. Recursive function calls are
rare in PHP programs. If we encourter a cycle during the
analysis, our current implementation usesa dummy \no-op"
summary as a model for the secondinvocation.

4. EXPERIMENTAL RESULTS

The analysis described in Section 3 has beenimplemented
as two separate parts: a frontend based on the open source
PHP 5.0.5 distribution that parsesthe source les into ab-
stract syntax trees and a backend written in O'Caml that



reads the ASTs into memory and carries out the analysis.
This separation ensuresmaximum compatibilit y while min-
imizing dependenceon the PHP implementation.

The decision to use di erent levels of abstraction in the
intrablo ck, intrapro cedural, and interpro cedural levels en-
abled us to ne tune the amount of information we retain
at one level independert of the algorithm used in another
and allowed us to quickly build a usabletool. The chedker
is largely automatic and requires litle human intervention
for use. We seedthe chedker with a small set of query func-
tions (e.g. mysqlquery) and sanitization operations (e.g.
is_numerig. The chedker infers the rest automatically .

Regular expression matching preserts a challenge to au-
tomation. Regular expressionsare usedfor a variety of pur-
posesincluding, but not limited to, input validation. Some
regular expressionsmatch well-formed input while others de-
tect malformed input; assumingoneway or the other results
in either false positivesor false negatives. Our solution is to
maintain a database of previously seenregular expressions
and their e ects, if any. Previously unseenregular expres-
sions are assumedby default to have no sanitization e ects,
so as not to miss any errors due to incorrect judgment. To
make it easy for the user to specify the sanitization e ects
of regular expressions,the chedker has an interactive mode
where the user is prompted when the analysis encourters a
previously unseenregular expressionand the user's answers
are recorded for future reference. Practically, we found this
approach to be very e ectiv e and it helped us nd at least
two vulnerabilities causedby overly lenient regular expres-
sions being used for sanitization.

The cheder detects errors by using information from the
summary of the main function|the cheder marks all vari-
ables that are required to be sanitized on entry as poten-
tial security vulnerabilities. From the cheder's perspec-
tiv e, thesevariables are de ned in the environment and used
to construct SQL queries without being sanitized. In real-
ity, however, these variables are either de ned by the run-
time environment or by some language constructs that the
chedker doesnot fully understand (e.g., the extract operation
in PHP which we describein the casestudy below). The tool
emits an error messageif the variable is known to be eas-
ily controlled by the user (e.g. $.GET[:::"], $.POST[:::1,
$_COOKIE: ::1, etc). For others, the cheder emits a warn-
ing.

We conducted our experiments on the latest versionsof six
open source PHP code bases: e107 0.7, Utopia NewsPro
1.1.4 , mybloggie 2.1.3beta , DCPPortal v6.1.1 , PHP
Webthings 1.4patched , and PHPfusion 6.00.204 . Table1
summarizesour ndings for the rst v e. Our chedker emit-
ted atotal of 99 error messagedor the rst v e applications,
where unsanitized user input (from $_.GET, $_POST, etc)
may o w into SQL queries. We manually inspectedthe error
reports and believe all 99 represert real vulnerabilities. We
have noti ed the developersabout theseerrors and will pub-
lish security advisories oncethe errors have been xed. We
have not inspected warning messages|unsanitized variables
of unresolved origin (e.g. from database queries, con gura-
tion les, etc) that are subsequerly usedin SQL queries

4For example, Utopia News Pro misused \[0-9]+ " to vali-
date some user input. This regular expressiononly checks
the existena of a number, instead of ensuring that the input
is actually a number. The correct regular expressionin this
caseis \\[0-9]+$ .

Err Msgs Bugs (FP) W arn
el07 16 16 (0) 23
News Pro 8 8 (0) 8
myBloggie 16 16 (0) 23
DCP Portal 39 39 (0) 55
PHP W ebthings 20 20 (0) 6
Total 99 99 (0) 115

Table 1: Summary of experimen ts. Err Msgs: num-
ber of reported errors. Bugs: number of conrmed
bugs from error reports. FP: number of false pos-
itiv es. Warn: number of unique warning messages
for variables of unresolv ed origin (uninsp ected).

due to the high likelihood of false positives.

PHP-fusion is di eren t from the other v e code basesbe-
causeit doesnot directly accessHTTP form data from input
hash tables such as $_GET and $_POST. Instead it usesthe
extract operation to automatically import such information
into the current variable scope. We describe our ndings for
PHP-fusion in the following subsection.

4.1 CaseStudy: Two Exploitable SQL Injec-
tion Attacks in PHP-fusion

In this section, we show two case studies of exploitable
SQL injection vulnerabilities in PHP-fusion detected by our
tool. PHP-fusion is an open-source content managemert
system (CMS) built on PHP and MySQL. Excluding locale
speci c customization modules, it consists of over 16,000
lines of PHP code and has a wide user-basebecauseof its
speed, customizability and rich features. Browsing through
the code, it is obvious that the author programmed with
security in mind and hastaken extra carein sanitizing input
before usein query strings.

Our experiments were conducted on the then latest 6.00.204
version of the software. Unlik e other code baseswe have
examined, PHP-fusion usesthe extract operation to import

userinput into the current scope. As an example, extract($_POST; EXTR_C

hasthe e ect of intro ducing one variable for each key in the
$_POST hash table to the current scope, and assigning the
value of $_POSTI[key] to that variable. This feature reduces
typing, but introduces confusion to the checker and secu-
rity vulnerabilities to the software|b oth of the exploits we
constructed involve use of uninitialized variables whose val-
ues can be manipulated by the user becauseof the extract
operation.

Since PHP-fusion does not directly read user input from
input hashes such as $_.GETor $_POST, there are no di-
rect error messagesgenerated by our tool. Instead we in-
spect warnings (recall the discussionabout errors and warn-
ings above), which correspond to security sensitive variables
whose de nition is unresolved by the chedker (e.g., intro-
duced via the extract operation, or read from con guration
les).

We ran our chedker on all top level scripts in PHP-fusion.
The tool generated 22 unique warnings, a majority of which
relate to con guration variables that are used in the con-
struction of a large number of queries’. After ltering those
out, we arrive at 7 warnings in 4 dierent les.

SData base con guration variables such as $db_pre x ac-
counted for 3 false positives, and information derived from
the database queries and con guration settings (e.g. locale
settings) causedthe remaining 12.



We believe all but one of the 7 warnings may result in
exploitable security vulnerabilities. The lone false positive
arisesfrom an unanticipated sanitization:

[* php- les/lostp asswod.php */

if (Ipreg_match("/7[0-9a-z] f32g$/", $account))
$erra = 1;

if (I$error) f /* database access using $account */ g

if ($error) redirect("index.php” );

Instead of terminating the program immediately basedon
the result from preg_match, the program setsthe $erra ag
to true and delays error handling, which is in general not a
good practice. This idiom can be handled by adding slightly
more information in the block summary.

We investigated the rst two of the remaining warnings
for potential exploits, and conrmed that both are indeed
exploitable on a test installation. Unsurprisingly both er-
rors are made possible becauseof the extract operation. We
explain these two errors in detail below.

1) Vulnerabilit y in script for recovering lost pass-
word. This is a remotely exploitable vulnerabilit y that al-
lows any registered user to elevate his privileges via a care-
fully constructed URL. We show the relevant code below:

1 [* php- les/lostp asswod.php */
for ($i=0;$i < =7;$i++)

$new pass.= chr(rand(97, 122));

Z$Fesult = dbquery("UPDATE .$db_pre x. "users
SETuser_password=md5('$new_pass')

7 WHERS&ser_id="" .$datafuser_id" ]."™" );
Our tool issueda warning for $new.pass which is uninitial-
ized on entry and thus defaults to the empty string during
normal execution. The script proceedsto add sewen ran-
domly generated letters to $new pass (lines 2-3), and uses
that asthe new password for the user (lines 5-7). The SQL
request under normal execution takesthe following form:

2
3
4
5
6

WHERE user.id="userid'
However, a malicious user can simply add a new_pass eld to
his HTTP request by appending, for example, the following
string to the URL for the password reminder site:

© 0N U~ WN P

e o
W N P O

&new _pass=ab c%27%29%?2cuser _level=%27103%27%?2cuser _aim=%28%27

The extract operation described above will magically intro-
duce $newpassin the current variable scope with the fol-
lowing initial value:
abc?); userlevel=°103 useraim = (°
The SQL requestis now constructed as:
UPDATE usersSET user_passverd=md5('abc' ),

WHERE user.id="userid'
Here the password is set to \abc", and the user privilege is
elevated to 103, which means\Sup er Administrator." The
newly promoted user is now free to manipulate any content
on the website.

2) Vulnerabilit y in the messaging sub-system. This
vulnerabilit y exploits another use of potentially uninitial-
ized variable $resultwheremessaged in the messagingsub
system. We show the relevant code in Figure 5.

if (isset($msg.view)) f
if (lisNum($msg.view)) fallback("'messages.php");
$result where.messageid="message_id=".$msg view,
g elseif (isset($msg reply)) f
if (lisNum($msg.reply)) fallback('messages.php");
$result where.messageid="message_id=".$msg_reply;,

.. I* ~100 lines later */ ...

g elseif (isset($_POST['btn_delete' ) jj
isset($msgdelete)) f // delete message
$result = dbquery("DELETEFROM .$db_pre X.
"messages WHERE $result where.messageid. // BUG
" AND'.$result where.messageto);

Figure 5: An exploitable vulnerabilit

fusion 6.00.204.

y in PHP-

sequenceof if statements does not have a fall back branch.
And therefore, $resultwheremessaged might be uninitial-
ized on malformed input. We exploit this fact, and append
&requestwheremessaged=1=1/*

The query string submitted on line 11-13thus becomes:

DELETE FROM messageSVHERE 1=1 /* AND ...
Whatever follows \V*" is treated as commens in MySQL
and thus ignored. The result is loss of all private messages
in the system. Due to the complex control and data ow,
this error is unlikely to be discovered via code review or
testing.

We reported both exploits to the author of PHP-fusion,
who immediately xed these vulnerabilities and releaseda
new version of the software.

5. RELATED WORK

5.1 Statictechniques

WebSSARI is a type quali er basedanalyzer for PHP [7].
It usesa standard intrapro cedural tainting analysis to nd
caseswhere usercontrolled values o w into functions that re-
quire trusted input (sensitive functions). The analysis relies
on three user written \prelude" les to provide information
regarding: 1) the set of all sensitive functions{those require
sanitized input; 2) the set of all untainting operations; and
3) the set of untrusted input variables. Incomplete speci -
cation will result in both false positives and false negatives.

The key limitation of WebSSARI is its analysis power: 1)
the analysis is intrapro cedural and does not infer function
pre- and post-conditions, thus requiring extensive annota-
tions to use;2) it doesnot model predicates and conditional
branches, which is a key mechanism for testing and sanitiz-
ing input variables in PHP; and 3) it usesa generic type
based algorithm which does not model dynamic features in
scripting languageslike PHP. For example, dynamic typing
may introduce subtle errors that WebSSARI misses. The
include statement dynamically inserts code to the program
which may contain, induce, or prevent errors.

Our tool warns about unsanitized useof $result wheremessageid. Livshits and Lam [8] developed a static detector for secu-
On normal input, the program initializes $result wheremessagad ity vulnerabilities (e.g. SQL injection, crosssite scripting,

using a cascadingif statement. As shown in the code, the
author is very careful about sanitizing valuesthat are usedto
construct $resultwheremessageid. However, the cascading

etc) in Java applications. The algorithm usesa BDD-based
context-sensitiv e pointer analysis [18] to nd potential ow
from untrusted sources(e.g. user input) to trusting sinks
(e.g. SQL queries). One limitation of this analysis is that



it does not model control ow in the program and there-
fore may misag sanitized input that subsequerly ows
into SQL queries. Sanitization with conditional branching
is common in PHP programs, so techniques that ignore con-
trol ow are likely to causelarge numbers of false positives
on such code bases.

Other tainting analysisthat are provene ectiv e on C code
include CQual [4], MECA [20], and MC [6, 2]. Collectively
they have found hundreds of previously unknown security
errors in the Linux Kernel.

Christensen et. al. [3] developed a string analysisthat ap-
proximates string valuesin a Java program using a context
free grammar. The result is then widened into a regular
language and can be cheded against a speci cation of ex-
pected output to determine syntactic correctness. However,
syntactic correctness does not entail safety, and therefore
it is unclear how one can adapt this work to the detection
of SQL injection vulnerabilities. Minamide [9] extended the
approach and constructed a string analyzer for PHP. It cited
SQL injection detection as a possible application. However,
the analyzer models a small set of string operations in PHP
(e.g. concatenation, string matching and replacemert), and
ignores more complex features such asdynamic typing, cast-
ing, and predicates. Furthermore, the framework only seems
to model sanitization with string replacemert, which repre-
serts a small subset of all sanitization in real code. There-
fore, accurately pinpointing injection attacks remains chal-
lenging.

Gould et. al. [5] combines string analysis with type ched-
ing to ensure not only syntactic correctness but also type
correctnessfor SQL queries constructed by Java programs.
However, type correctnessdoes not guarantee safety, which
is the focus of our analysis.

5.2 Dynamic Techniques

Scott and Sharp [14] proposedan application-lev el rew all
to certralize sanitization of client input. Firewall products
are also commercially available from companiessuch as Net-
Continuum, Imp erva, Watch re, etc. Someof these rew alls
detect and guard against previously known attack patterns,
while others maintain a white list of valid inputs. The main
limitation hereis that the former is susceptibleto both false
positivesand false negatives, and the latter is reliant on cor-
rect speci cations, which are dicult to come by.

The Perl taint mode [11] enables a set of special secu-
rity chedks during execution in an unsafe ervironment. It
prevents the use of untrusted data (e.g. all command line
arguments, environment variables, data read from les, etc)
in operations that require trusted input (e.g. any command
that invokes a sub-shell). Nguyen-Tuong [10] proposed a
taint mode for PHP. It employs a set of heuristics to deter-
mine whether a query is safewhen it contains fragments of
userinput. The limitation of a heuristics based approach is
that it is susceptible to both false positives and false nega-
tiv es, which preserts an obstacle for deployment in a pro-
duction environment.

In general, the advantage of a static analysis is that it
nds the root causeof a security vulnerabilit y and prevents
the attack before the application is deployed.

6. CONCLUSION

We have preserted a static analysis algorithm for detect-
ing security vulnerabilities in PHP. Our analysis employs a

novel three-tier architecture that enablesus to handle dy-
namic features unique to scripting languages such as dy-
namic typing and code inclusion. We demonstrated the ef-
fectivenessof our approach by running our tool on six popu-
lar open source PHP code basesand nding 105 previously
unknown security vulnerabilities, most of which we believe
are remotely exploitable.
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