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Motivation

Objective: To extract information about the program behavior
from the program text
= |nvariants

= ranking functions (termination)
= temporal properties




Trivial Example

integer i, j wherei=2Aj=0
{y : while (...) do
- if (...) then |

1:=1+4
else

(,)=0+2,j+1) |

1>2|,|7=20| and|i—2j>2|are invariants.

Objective: To obtain such invariants automatically




Buffer Overflow Analysis

int *a = malloc( sizeof(int) * n);

int 1,7,k;

for(1=0; i<n; ++1)
for(j=0;2*j<=1i;++j)

if Sg;i] <= a[2*j¢1])

~
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Of5i<:n51 \

0<27+1<n?

Check bounds for each array access.




Division by Zero

1: double a,b,c

2. ...

3: while (b >0 [|] c>0) {
4: a =a+ b/(gct+tb-1);

5: /////
6:}//////

-

c+b—1>g]

Prove every divisor non-zero.




J:

Is this Petri net deadlock free? [Zhou et al. : 1992]




Termination

local i, j, k: integer
while (1 <100 A j<k)do

(i,7,k) = (ji+1,k=1)
od

Termination is proved by the ranking function

which decrements by 2 each iteration.

We need the supporting invariant

to establish termination.




Preliminaries: Transition Systems

integer i, wherei =2 A j=0
Iy : while true do
— i:=i+4
or
G =0+2,)+1)

Transition system:

<L : {50}, V: {l, ]} {Tl,’[z}, (Z =2A ] = 0), Lo : [y >

locations variables transitions initial condition initial location
with

1 = <l(), lo, pTli(i,:i+4Aj/:j)>
Ty = <lo,lo, pTZZ(i’=i+2/\j,=j+1)>

-~

transition relation




Transition System: Execution

(L, V, T, ©, L)
Computation: Infinite sequence of states (/;, x;)

(Lo, %0) —5 (€1,x1) > (Lo, x2) —> - --

such that
= |nitial Condition satisfied

to=Lo N O(xo)

= Consecutive states ({;, x;) — ({is1,xi+1) Satisfy some
transition

Tk - (51', liv1, ,O’Ck(xi/xi+1)>




Invariants

Assertion ¢ is an invariant of P iff
it is true at all the reachable states of P.

|
:inducﬁve

|
|

|

|

|

| .

| rassertion reachable states
: states

|

|

|

|

|

Example:

reachable states : {(£y,2), {(€y,4), (€y,8), {{H,16),...
invariant : at {; — x IS even
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Inductive Assertions

An assertion ¢ is inductive assertion iff

Initiation The assertion is true initially,

©F ¢

Consecution For every transition 7, if ¢ IS true
before 7 Is taken, then it is true after taking t,

© N pr E @
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Invariant vs. Inductive Assertion

Inductive Assertion = Invariant
Invariant = Inductive Assertion

To prove invariant ¢, find inductive assertion 1,
satisfying initiation + consecution, such that

Y =

To find invariants,
we really search for inductive assertions.
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Example

integer i, j wherei =2 A j=0
while true do

| i=i+4 ]
lo : or

G,j) = (+2,j+1)

IS|p: i—2j > 2 |an invariant?




Example: Continued

Show
nitiation: (=2 AJj=0)  i-2j22

—
N N

© @
Consecution: Two transitions 7; and 7».

i-2j22 5 (=itdAj=)) L P-2f 22

N N N

P P P

i-2j22 L ((=i+2 A =j+1) o P-2f22

NV N N

P Pz, P

@ : i—2j>2|is Inductive assertion = invariant.
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Preliminaries: Assertion Domains

Assertion Domain:
A class of assertions, containing: the initial assertion,

the transition relations, and
the target invariants.

Common Examples:

1. Linear Equalities over Reals 21+ 7-3=0,
r-r-—-————>—=—---"-""-"-"=-"-"=-"-"=-"=-"=-"=-"=-—-"=-—"=-—=-=—-= I
5 | Linear Inequalities over Reals 21+37-2<0, |
' : (convex polyhedra) :
3. Integer Arithmetic AR[2]=1 AN i=7]+Kk],
(Presburger Arithmetic)

4. Multiplication over Reals  (Ja,b)[ai® +bi=j V i=j*].

15




L Inear Invariants

Invariants in the domain of Linear Equalities or Inequalities are
called Linear Invariants.

All variables and constants are assumed to range over the

reals.
Example:

integer 7, ] where i =2 A j=0
{o : while (...) do
[ if (...) then
1:=1+4
else
G,j)=(+2,j+1) |

p1:1>2|and| @y : i—2j > 2 are linear invariants.

“I'IsS even” Is an invariant but not linear.
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Linear Relations Analysis

17




Static Analysis: Traditional Approach

Goal: Given a program, find invariants

Symbolic forward simulation to obtain an overapproximation of
the reachable state space (i.e. invariants)

P —m — —
I

all states
>\ reachable
F1
states

b e e e— —— — — — e— — — — — — — m— — — — — — — — — — — m— — — — — — — — —

iInvariant
states
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Forward Propagation

Fo : O
F1 : Fo V (Vier post(Fo))
Fr : F1 V (Vier post(F1))

until 7,1 — ¥; (use widening operator to force convergence)
where post (@) : AVy - (p(Vo) A p(Vo, V))

19




Problems

1. May not converge In finite time
Example:

integer i where 1 =0
while truedoi:=1+1

Fo : 1=0
F1 : i=0Vvi=1
> : 1i=0Vvi=1vVvi=2

We never reach: 1 >0

2. May not be able to detect convergence

Fn+1 = Fu

20




Common Solution

Abstract Interpretation [Cousot&Cousot,77]: perform the
symbolic simulation in an abstract domain:

Reference

Shape

Invariants (over reals)

Karr '76
Muller-Olm, Seidl, '04
Gulwani, Necula '03

aix1 + - +apx, =b
(linear equalities)

Cousot, Halbwachs '79

aixy+--+a,x, <b
(linear inequalities)

Cousot, Cousot '76 {t<xi<u
(intervals)

Mine '01 Xi—xj<Db
(octagons)

Clariso, Cortadella '04 Yoax; < a;€{-1,0,1}
(octahedra)

Sankaranarayanan,
Sipma, Manna '04

D ROER

ax1+...+a,x, <b
a; fixed
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Example: Forward Propagation

integer i, j wherei=2Aj=0
lp : while true do
— i:=i+4
or
G )= 42+ 1)

Domain: Linear Inequalities over Reals

22




Step 1: Iteration

1o : G=0 A (i=2)
post(no, T1) : (7j=0) A (@=6)
post(1o, T2) : G=1) A (=4
m: 0<j<1) A 2<i-2j<6)
[ (4,1)
Tlo TE/ZP
] \"‘/ —————

(2,0) T (g,.())

A

==
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Step 2: Iteration

M -
post(n1,T1)
post(n1, T2)

A

0<j<1) A (2<i-2j<6)
0<j<1) A (6<i-2j<10)
1<j<2) A (2<i-2j<6)
0<j<2) A (2<i-2j<10)
(6,2) (10,2)

(2,0) (6,0) (10,0)

Y
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Step 3: Widening Iteration

m: (0<j<1) A 2<i-2j<6)
m: (0<j<2) A (2<i-2j<10)
ns(widening) : (0 < j) A (2<i-2))
(6,2
(4,1) n
j W
(2,0) (6,0) (10, 0)
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Iteration: Step 4

13 -
post(nz, T1) :
post(nz, T2) :

M4 -

0<) AN (2<5i-2))
0<) N 25i-2))
0<) N 2=5i-2))
0<) N (2L5i-2))
/
T3

(2,0)

-
<

1

=
o

Note: Termination of iteration, n4 = 1.

The final invariants are

0<j|A

2 <i-2j
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Constraint-based Analysis

27




Constraint-based Analysis: Overview

1. Fix the domain and template of the desired invariant

Examples:
m |inear invariant over reals

= polynomial invariant over reals

2. Provide the conditions for the invariant to hold

3. Encode the conditions on the invariant as a system of
constraints

4. Solve the constraints

5. Every solution is an invariant of the desired domain and
template

28




Computing Linear Invariants

29




1. Fix domain and template

= Domain: Linear inequalities over reals

= Template (target invariant) :

C1X1+CoXo+...+¢ux,, +d <0

where
{x1,...,x,} are the program variables

and
lcy,...,c,,d} are unknown coefficients

30




2. Invariant Conditions

The property
Y axp+oxo+...+ox, +d <0
IS an invariant of transition system

(D:<L/ V:{x1/~-°1xn}/ ®/ T {T1/~°°/Tk}/ L0>

If
© F v (initiation)
QD A pTl |: HD’ \
: > (consecution)
gb N Pr = Ebl %
that is, If

= |tis implied by the initial condition, and
= |t is preserved by all transitions of the system

31




Invariant Conditions: Example

integer i, wherei =2 A j=0

Iy : while true do

— i:=i+4
or

G )= 42+ 1)

Target invariant: (¢ : cii+cj+d <0

Conditions:
i=2A7=0 E ci+coj+d<0
° M
cii+cpj+d<0 A "=i+4AN] =] E al’+c+d<0

cii+cj+d<0 A "=i+2A]=j+1 E i’ +cj+d<0

-

TNV TNV NV

P P17 Py %
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Farkas’s Lemma

Let S be a system of linear inequalities over real-valued
variables x4, ..., x,,

ap1xy + -+ aApX, + bl <0 |

i am1x1 + ¢ + amnx;/l + bm S 0 ]
and ¢ a linear inequality,
Y:oxp+oFopx, +d <0

If S Is satisfiable, S | v iff there exist real multipliers
A, ..., Ay > 0 such that:

C1 = i Aiail co Cyp = i /\iain d < (i /\ibi)
i=1 i=1 i=1

33




3. Encode the conditions: Initiation

Initiation:
® |= C1X1 +---+cnxn+dSO

IS encoded by

/\1 ai1xT + - +  a1uX, + bl <0 )
. O
Ay | Gy + -+ + appX, + b, <0
c1x7y; + -+ 4+  cx, + d <0

which produces the constraints

(012221 Aiaq A )
.. A
So: dA1... A, >0
’ ( ! ) Cn:Z?i1 Aiain A\
A< YL A )

34




Example: Encoding Initiation

Target invariant

Y :

C1i+C2j+dSO.

Initial Condition: i =2 A j=0 E cii+cj+d <0

- 2 <0
Ao I, T S U z o 0:
® = " ° - = ___J
A2 j =0
c11 + C2j - d <0 (_¢

AA, A [A1=c1 A Ay =c A d<=2A4]

No requirement A1, A, >0 !
The constraint after elimination of the A's is

S()Z 2C1+d§0
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Example: Encoding Consecution for 7;

C1i+C2j+dSO ANi =i+4 /\j/:j |= C1i’+C2j’+dSO

N

P Pry Y’
H1 c1l  + C2] + d <0 « yb
A i - i’ + 4 =0
A2 j - S
cii’ + ¢ + d <0 <y

Constraints:

= A — A
Ay > 0)(FN, A2) pict + A1 =0 A poca + A2 =0 )

—AM=c1 AN =Ar=0 A dS‘Llld+4/\1

Eliminating i1, A1, As:

S1: (120 V (1=0Ac=0)

36




Example: Combined Constraint

The overall constraint is:

(2c1 +d £ 0) <« Initiation
N
(c1 <0)V ,
(c1=0Acy=0) «— Tq consecution
| = =
N
(2c1 +cp <0) Vv ,
(c1=0Ac=0) «— Ty consecution
| = -

which simplifies to

200+d <0 A1 <0 A 201+ <0

37




4. Solve the constraints

Solve the constraint systems
So N S51 A ...

for {c1,...,c,,d)}

A Si
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Example: Solving the Constraints

The basic solutions of

200+d <0 A c1 <0 A 201+ <0

are
c1 ¢ d c1i+cj+d <0
0 0 -1 -1<0
0O -1 0 —] <0
-1 2 2 —i+2j+2<0

which corresponds to the inductive invariants

j=20| and |i-2j>2| = |i>2

39




5. Solutions

For all solutions of {cy, ..., c,,d},
C1X1 +...+Cnxn+d S O

IS an invariant.

= Good news:
The method is complete for linear systems (over reals).

The solutions of {cy, ..., c,} represent all inductive invariants
that are linear inequalities of the given template.

40




Summary

1. Fix a target invariant with unknown coefficients,
c1l + Czj +d<0

2. Encode the invariant conditions
(initiation and consecution for each transition)

3. Compute constraints on the unknown coefficients,
200 +d <0 A c1<0 A 261+ <0
4. Solve these constraints
(c1,¢2,d) =40,-1,0)  {c1,¢2,d) =(-1,2,2)
5. Generate the invariants

0,-1,00 o 0i—1j+0<0
(-1,2,2) & -1i+2j+2<0

Invariants: |j>0]and|i—2j>2|=|i>2

41




Pros and Cons

Advantages:
= No widening necessary

= All inductive invariants are generated (or obtained as
consequences)

= System structure can be exploited to obtain linear
constraints: Petri nets

= Properties other than invariants

Disadvantages:

= The constraint systems Sq, ..., S, are nonlinear
and may be hard to solve. Tool: QEPCAD [Hong 93]
(Cylindrical Algebraic Decomposition)

= But: Sy,...,S; are parametric linear (cx okay, but not x?)
More efficient solution methods:

factorization, polynomial root finding
Tool: REDLOG [Weispfennig 92; Dolzmann, Sturm 97]

42




Computing Linear Ranking Functions

43




1. Fix domain and template

= Domain: Linear ranking functions over reals

= Template:
C1X1 + CoXo + ...+ CpXx, +d
where
{x1,...,x,} are the program variables
and

{c1,...,c,,d} are unknown coefficients

44




2. Property Conditions

The function
O: C1Xq +c2x2+...+cnxn+d

IS a ranking function of a loop

(DZ<L, V:{xl,...,xn}, @, T . {Tl,...,’l'k}, L0>

If
pr, EO=0 pr, EO-0 =€
P Fo=0 P Fo—-0 =€
bounded ranking

for some € > 0: that Is, If
= it is bounded from below, and

= |t Is decreased by each transition

45




3. Encode the conditions

O: c1x1+-+-+cyx, +d

Use Farkas’s Lemma:
= Bounded:

Bi: Pr; |: 0>0

= Ranking
Ri: pr, E 6-06">¢€

for some e > 0

46




4. Solve the constraints

Solve the constraint systems
BiAN...ANBy AN Ri A... ARy

for {c1,...,c,,d)}

47




5. Solutions

The function
C1Xq +C2X2+...+Cnxn+d

IS a ranking function for all solutions of {cy, ..., cy,, d}.

= Good news:
The method is complete for linear systems over reals.

The solutions represent all linear ranking functions of the
given (uninitialized) loop.

= Good news:
Constraints are all linear: can be solved efficiently

= Bad news:
Most ranking functions require supporting invariants to
prove boundedness (combine!)

I'Npry EO20
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Computing Nonlinear Invariants

49




GCD-LCM Example

GCD(x1, xp)- Greatest Common Divisor of x; and x»,
aen(14,21) =7, Gep(13,21) =1
LCM(x1, xp)- Least Common Multiple of x; and x»,
LcMm(14,21) =42, Lcem(13,21) = 273

GCD(x1, X2) - LCM(X1, X2) = X1 * X2

o0




GCD-LCM Example

integer x1, X2, Y1, Y2, Y3, Y4 where
(r1r=x1 Aya=ys=x2 A ya=0)

o : while (y; # y2) do

0

>

: while (y; > 1) do

(Y1, Ya) := (Y1 — Y2, Ya + Y3)

: while (y, > ;1) do
(y2,¥3) == (Y2 — Y1, Y3 + VYa)

{y1 = GCD(x1,x2), Y3 + Y4 = LCM(x1, X2)}

— e o o e o o e e e ]

ol




Template

C1X1X2 + CY1X2 + C3Y2X1 + CalY1Y3 + C5Y2Ya + C6 = O

- -

-~

p
Question: For what values of ¢y, ..., ¢s IS p = 0 Invariant at {57

Goal: Find values of ¢y, ... ,Co such that

= |nitiation: © F p=0,
= Consecution: p=0 A py; Ep =0,
p=0Ap, Fp =0
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The Goal

To find ¢y, ..., ce Such that
p=0,

construct ¢y, ..., cg such that
Initiation + consecution
are satisfied.

The Problem:
How do we encode

]9120/\]9220/\ ---/\pm:O IZPZO

where p;, p are polynomials?

We shall use Grobner bases.

(A)

o3




Linear Algebra

Linear Equalities (over reals):

—
e: 2x+3y+—-z—4

5
Problem: When does
e1=0Ae=0A---Ne,=0) E e=07?
~ —— _ N——
Linear Equalities Linear Equality

Answer: e = Aeg + Arer + -+ - + Aey,

for some ﬁ/\_m real multipliers.
(A) & (B)

Algorithm: Gaussian Elimination
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Linear Programming

Linear inequalities (over reals):

—
e: 2x+3y+—-z—4

5
Problem: When does
e1<0Ae<0A---ANe,<0) E e<0?
N — _ S =
Linear Inequalities Linear Inequality

Answer (Farkas's Lemma) : e = Aqjeq + Arep + -+ + Ay
for some A4,..., A, = 0, real multipliers.

(4) & (B)

Algorithm: Cylindrical Algebraic Decomposition
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Algebraic Geometry

Polynomials (over reals):

7 3
353y + §xzyzzz + Zyz

Problem: When does

p1:0/\p2:0/\.../\pm:0|: p:O ? (A)
- g _ ~

polynomial equalities polynomial equality
Answer:p:&pl +&op2 + -+ GmpPm -++ (B)

for some g1, ..., g¢m, arbitrary polynomial multipliers.

(B) = (A)

Algorithm: Grébner bases and normal form reduction.
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|deals

Ideal: The ideal generated by

P = {Plz---rpm}

IS the set of all polynomials of the form

IDEAL(P) ={gip1+ ...+ SmpPm | &1,--.,9m POlynomials}

Example: LetP = {x* -y, y—z, x + z}.

8100 —y) + 2y —2) + g3(x +2) | }

IDEAL(P) = { :
91,92, g3 are polynomials over x, y, z

—zx—z= 1 -(xz—y)+ 1 - y—-20+ —x (x+2)
—— —— ——
31 82 33

Therefore, —zx — z € IDEAL(P).

S5/




ldeal Membership

Goal: Given polynomials P = {py, ..., px} and p,

Decide

Pr1=0Ap=0A--Apy=0F (p=0) - (A)

Solution: Test If

p S IDEAL({PL P2, /Pm}) T (B)

~

P

l.e,p = g1p1 + - + gupm for some polynomials g1, ..., gm-

= \We cannot efficiently test (A).

= \We know from Algebraic Geometry that (B) = (A).
Question: How do we test (B) efficiently?

o8




Testing Ideal Membership

Given any set of polynomials P = {p4,...,p,} and p,
How do we test if p € IDEAL(P)? -+ (B)

1. Compute Grobner basis G of P (independent of p),
.e, set of polynomials G = {py, ..., p;}, such that

= [DEAL(G) = IDEAL(P),
= G-rules - are confluent and terminating.

Use Blichberger’'s Algorithm + Refinements.

2. Apply the G-rules to p. It leads to
unigue normal form NFg(p), p LN NFc(p).

: Theorem: p € IDEAL(P) --- (B) |
; f |
| I
: |

—_——" e S S T T IS IS IS DI DI DL DS D D D D s e e s sl
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Testing Ideal Membership: Example

LetP={p1:x*—y, pp:y+2, p3:x—2z}
Can we find out If

x* —z € IDEAL(P)

. P
using —? No!

Grobner basis of P is

G:{zz—z,y—z,x+z}

Can we find out using 257 Yes!

Any sequence of G-reductions <, from

p: x*—z

has normal form 0. Therefore

x* — z € IDEAL(P)
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Template Constraints

LetP={x"-vy, y+z, x—z}.
—— —— —
P1 P2 ps
Problem: For what values of ¢4, ¢, ..., c5 does

P1=0Ap=0Ap3=0F c_1x2+c_2y2+c_322+c_42+c_5:0?

- -
-

p

Solution:

1. Compute the Grébner basis of P,

G={z*-2z y—2z, x+2z}

2. Compute normal form of p using G-rules,

NFG(p) =(c1+ 2+ 3+ ca)z+¢5

3. Set every coefficient to be zero,

(C+c+c+c=0) A (cs=0)

6l




Template Constraints (Cont)
Note: For solutions to €1,--+,C5 that satisfy

(C+c++c=0) A (cs=0)

it follows that NFg(p) =0

therefore, c_1x2 + c_2y2 + c_322 + C4z + 5 € IDEAL(P) -+ (B)

- -
-

p

therefore, p1=0Ap, =0Ap3 =0 p=0 -+ (A)
Example: Consider a solution

(c1,...,c5) =(1, =1, 0, 0, 0)

Then,

p=0Ap=0Ap3=0F 1 2+ -1 v+ 0 z*+-+ 0 =0
N—— N—— N—— N——
C1 C2 C3 5
x2_y2:0

62




3. Encode the conditions: Initiation

The condition
OFp=0

IS encoded by reducing p wrt to the Grébner basis G of {O}:

p—> - = NF(p)

and setting
NF(p) =0

which produces a set Sy of linear constraints on {cy, ... c1o}.

63




3. Encode the conditions: Consecution

The condition
p=0Apy Fp =0
IS not practical to encode. Instead we encode one of

pr,. F p'=0
p, E p-p=0

which result in a set S; of linear constraints,
or more general

drealA. p;, E p'—Ap=0
dpolynomialg. p,, E p ' —qgp=0

which result in a set of nonlinear constraints.
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4. Solve the constraints

Solve
So AN S1A...AS;

for {Cl, ce ,Cl()}

65




5. Solutions

For all solutions of {cy, ..., cio},
3 2 2 2 :
C1X™ + C2X7Y + C3X"Z + C4 XY~ + C5XYZ + CeXZ™+

ey + cgy?z + coyz® + c102° = 0

IS an invariant.

= Good news:
Constraints are all linear: can be solved efficiently

= Bad news:
Invariants are missed because of strengthening the
conditions

Trade-off between complexity and generality
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Example: Nonlinear Invariant Generation

integer 7, j,k,s where s =0 A j=k A j>0)
lp : while (k > 0) do

li: (s,k):=(+1ik-1)
122

Target Invariant: | p = ¢18 + catk + ¢31j + cajk + ¢5

Question: For what values of €1,---,C5, IS p = 0 inductive at [?

6/




Example: Nonlinear Invariant Generation

1. Fix a template (usually a “generic polynomial” of degree m ),
€18 + Catk + c31] + cajk + ¢5

2. Generate constraints by encoding initiation and
consecution,

cr+c3=0Acg=c5=0ANc1—¢c=0

3. Solve the constraints,

cir=c=-1,c3=1,c4=c5=0

4. Generate the invariant

—s—ik+ij=0

Invariant: |s = i(j — k) | at l.
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Example: Back to GCD-LCM

integer x1, X2, Y1, Y2, Y3, Y4 Where
(yi=x1 Ayp=ys=x2 A ys=0)
lp : while (y; # y») do
[ [ : while (y; > 1) do
(Y1, Y1) :== (Y1 — Y2, Ya + Y3)

I, - while (v, > y;) do
W2 y3) =2 -y Y3+ )
W1 = GCD(x1,X2), Y3 + Ya = LOM(X1, X2)}
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Example

1. Fix a template (usually a “generic polynomial” of degree m ),

C1X1X2 + CaY1X2 + C3Y2X1 + CaY1Y3 + C5Y2Ya + €6 = 0

2. Generate constraints by encoding initiation and
consecution,

cit+cr+c3+cs =0 A ¢cg=0 .-+ Initiation
ca=¢c AN =0 .-+ Consecution T4
cs=¢c A c3=0 .-+ Consecution 7,

3. Solve the constraints,

4. Generate the invariant at £y : —x1x2 + y1y3 + Y2y = 0,
Y1ys + YaYa = X1X2
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Example

integer x1, X2, Y1, Y2, Y3, Yy« where ---

{o : while (y; # y2) do 1 Yils Yoy = xaxe A
[ {1 : while (1 > 1) do
(Y1, y4) = (Y1 — Y2, Ya + Y3)
{> : while (12 > y1) do
(2 y3) = W2y Ys tya) |
W1 = GCD(x1,X2), Y3 + Ya = LOM(X1, X2)}

Proving Partial Correctness:
Discovered Assertion + “GCD facts” suffice!

| GCD(Y1,Y2) = GCD(Xx1,X2) |
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Summary
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Advantages of Constraint-based Approach

= Controlling the complexity of the constraints

0 Strengthen the conditions on the property

Q) Q)
|: ljb/ :> |: Ebl
PApr E Y pr F Y
parametric linear constraints linear constraints

0 Constrain the property

C1X° + XY + 3X°Z + cuxy? + C5XYZ + CoXZ7+

ey + cgy?z + coyz* + c102°

U

C1X° + XY + 3XZ% + cqy’z
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Constraint-based Approach (Cont)

Advangtages:
= Not limited to invariants
0 termination
0 temporal properties (LTL safety)

= Can exploit system structure to simplify the constraint
system
0 Petri nets

= Can take advantage of results in constraint solving
community:
0 Sophisticated technigues from linear algebra and

algebraic geometry
0 Exploits recent advances

Disadvantages:
= Hard to solve constraints exactly.

= Domain is fixed (e.g., fixed degree bound).
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Papers

= Termination analysis (TACAS’'01, CAV'02, CAV'05)

= Linear invariant generation (CAV’03, SAS’04, VMCAI'05,
VMCAI'06)

= Nonlinear invariant generation (POPL04)
= Nonlinear invariant generation for hybrid systems (HSCC’04)

= Differential equations (HSCC’06)

Sriram Sankaranarayanan, Mathematical Analysis of
Programs, PhD Thesis, Stanford, 2005.
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Related Work

= Abstract interpretation
0 - [Cousot,Cousot’77]
0 - [Cousot,Halbwachs'79]

= Set-constraint based analysis
0 - [Heintze’93]
0 - [Aiken’99]

= Termination analysis
0 - [Podelski,Rybalchenko,VMCAI'04,LICS’04]
0 - [Cousot, VMCAI'05]

= Nonlinear invariants

O O 0o o o

Bensalem et al, SAS’00]
‘Muller-Olm,Seidl,SAS’02,POPL04]
Tiwari et al, TACAS'01,HSCC’03]
'Rodriguez-Carbonell,Kapur,ISSAC’04]

Cousot, VMCAI'05]
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Current Topics of Investigation

= Classification of systems with simpler constraint systems
= Extension to game properties (ATL*)

= Extension to other domains, in particular nonlinear
Inequalities

= More efficient constraint solving strategies
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