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Abstract

The work in this dissertation addresses several multimedia identification and authen-
tication problems with concepts inspired by the field of cryptography.

Digital watermarking systems are used to authenticate ownership of and embed
data in multimedia signals (audio, images, and video). Such systems generally assume
that the watermark embedding system and the watermark detection system share the
same secret watermarking key and are both operating in a trusted environment. In
real-world applications, however, this is often not the case. Watermark embedders
are generally run in a trusted environment, but watermark embedders, such as DVD
players, are usually run in a hostile environment. It is necessary, therefore, to ensure
that the secret watermarking key does not become compromised in the hostile en-
vironment of the watermark detector. Our Secure Watermarking system solves this
problem with the help of a secure module, for example a smartcard.

The identification of images is usually considered to be an electrical engineering
problem. Generally, images are assumed to be corrupted by natural processes such
as noise and must be identified or authenticated in spite of this. Some more sophis-
ticated methods consider that an attacker may be behind these processes, usually
assuming that the same attacks are involved but are calibrated more intelligently.
We inject cryptographic concepts into this electrical engineering problem with the
randlet transform. By randomly choosing basis functions, an attacker cannot take
advantage of knowledge of the basis functions in mounting attacks, as it could, for
example, with the wavelet transform. The randlet transform proves to be very suc-
cessful at identifying images which have been attacked, and is especially successful

against rotation and cropping attacks, two attacks which have generally been very

v



difficult to overcome.

Image watermarking is also a problem that is considered to belong to the field
of electrical engineering. We apply the randlet transform to this problem, using
a variation of the QIM watermarking system with non-orthogonal basis functions
(randlets) that is robust to attacks. Because the randlet transform is used, it is more
difficult for an adversary to attack the randlet watermarking system.

Finally, we consider plagiarism detection. If a large number of documents are
being compared, it is infeasible to run a complete search of all pairs of documents.
The problem of finding duplicate documents in a large database of documents is well-
studied, but very little attention has been paid to intelligent plagiarists. We show
that previous systems can easily be circumvented by an adversary who knows that
the systems are being used, and present a system that is robust to such an attacker.

Again, our solution relies on cryptographic concepts to achieve its success.
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Chapter 1
Introduction

Cryptography is a relatively young field, and many of the concepts of cryptography
have not yet found widespread use in other fields. This dissertation presents several
applications of the ideas of cryptography to multimedia identification and authenti-
cation.

The first idea from cryptography is that of an adversarial model. Often in fields
such as watermarking and image identification, attacks on a signal are assumed to be
made by nature. For example noise could be added to an image by a communications
channel. An important concept from cryptography is the assumption that attacks are
made by an intelligent adversary. Even when security against such adversaries can
not be guaranteed, it is important to keep this framework in mind.

The second idea we take from from cryptography is to use randomization to make
life more difficult for an adversary. Many signal processing algorithms involve ran-
domness that is inherent in the signals, not in the algorithms themselves. For example,
the entropy of an output can be measured when taken over a distribution of all possi-
ble inputs. This framework assumes a given distribution on inputs which may not be
valid in the case of an intelligent adversary. By explicitly randomizing the algorithms,
it may be possible to block all attacks by an adversary, or at least make them less
effective.

In Chapters 2/ and 13/ we present a secure watermarking scheme. Watermarking is

used to imperceptibly embed data into a signal (audio, image, or video) so that it
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can be extracted even after the signal has been perturbed by an attacker. Instead
of considering how a watermark is embedded and detected, we consider who is doing
the embedding and detecting. The standard assumption is that both the watermark
embedder and the watermark detector are trustworthy. However, in many actual
applications the watermark detector is not trustworthy. For example, a DVD player
may be manipulated to discover its watermarking secret.

In Chapter 2 we present a semi-public key implementation of quantization in-
dex modulation (QIM) watermarking called Secure QIM (SQIM). Given a signal, an
honest-but curious (i.e. passive) watermark detector can learn if a signal was wa-
termarked with SQIM watermark without learning anything anything else from the
detection process. The watermark detector first transforms the signal with a secret
transform, unknown to the detector, and then quantizes the transform coefficients
with secret quantizers, also unknown to the detector. This is done with the use of ho-
momorphic cryptosystems, where calculations are performed in an encrypted domain.
A low-power, trusted, secure module is used at the end of the process and reveals
only if the signal was watermarked or not. Even after repeated watermark detections,
no more information is revealed than the watermarked status of the signals.

The SQIM system is limited in two ways. First, the quantizers used in QIM can
only have a step size of two; and second, it is only secure against a passive adversary.
In Chapter /3 we show how to use quantizer step sizes of any even value, and we address
the security issue, presenting a version of the SQIM system that is provably secure
against active adversaries. In Chapter 3 we also present a version of of Kalker’s [22]
Secure Spread Spectrum system which has been modified to make it secure against
active adversaries.

In Chapter 4/ we introduce a new transform called the randlet transform and
explore applications to universal perceptual image hashing and image identification.
Our transform yields signal representations robust to several common attacks. Our
signal representation is hard to guess without the secret key used in its derivation
and is motivated by applications such as image identification and watermarking where

attack resistance is important.
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We consider the performance of the randlet transform and the wavelet trans-
form against attacks based on rotation, cropping, scaling, additive noise, and JPEG
compression. The randlet transform achieves superior performance to the wavelet
transform in the task of image identification. For example, a randlet transform with
a false positive rate of 2% can detect a 10-degree rotation with a false negative rate
of 3.2%, while the best wavelet transform with the same false positive rate has a false
negative rate of 38.2%.

Next, in Chapter 5 we consider the use of the randlet transform in image water-
marking. The randomized nature of the transform lends itself well to watermarking
applications by making it difficult for an attacker to discover the watermark. The ran-
dlet transform is also robust to many perceptually insignificant image modifications,
including malicious attacks. Watermark embedding is done by quantizing the values
of randlet transform coefficients. Since the basis functions are nonorthogonal, an
optimization routine is used to minimize the distortion induced by the quantization.
The randomization inherent in the randlet transform means that image modifications
appear as noise in the transform coefficients, lending to good robustness and security
characteristics, especially when used with soft decoding.

Finally, in Chapter [6, we discuss text sifting. This is a method for quickly and se-
curely identifying documents for database searching, copy detection, duplicate email
detection and plagiarism detection. A small amount of text is extracted from a docu-
ment using hash functions and is used as the document’s fingerprint. We build upon
previous work by Broder et al. [6,7] and Heintze [20], specifically addressing a certain
set of attacks that we discovered to be very powerful against previous systems. For
example, substituting every fourth word in a document with a synonym would enable
an attacker to circumvent other systems, but will not defeat our system. We achieve
robustness against these attacks with a new selection process. We also give theoretical
and experimental results for these and other attacks on text sifting functions. Novel
methods are presented to ensure that the identification process is secure against a
malicious adversary under a given attack model.

Whereas in the randlet transform we used explicit randomization, this is not

possible in text sifting because of the discrete nature of text. For example, in an
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image it is usually possible to slightly perturb a given pixel’s value without visually
changing an image. It is generally not possible to change a single letter of a word and
have the change be unnoticed by a person reading the word. Instead of randomization,
we use secret hash functions to select letters and words from a document. Our choices
are made deterministically, but an adversary without the secret key has no way of

knowing which will be selected.

1.1 Previous Publication

The Secure QIM scheme of Chapter 2, as well as some of the modifications presented
in Chapter [3 to make the Secure QIM scheme secure versus active adversaries, were
joint work with Ton Kalker and were presented at the Information Hiding Workshop
2006 [27].

The randlet transform and the randlet-based image identification scheme of Chap-
ter 4 was joint work with Ramarathnam Venkatesan and was presented at the 42nd
Annual Allerton Conference on Communications, Control, and Computing 2004 [30].

The randlet watermarking scheme of Chapter 5, joint work with Ramarathnam
Venkatesan, was presented at the 43rd Annual Allerton Conference on Communica-
tions, Control, and Computing 2005 [28].

The text sifting scheme of Chapter 6, joint work with Ramarathnam Venkatesan,

was presented at the Australian Information Security Workshop 2005 [29].



Chapter 2
Secure Watermarking

When watermarking occurs for the purposes of digital rights management (DRM),
watermark embedding is performed in a trusted environment, while watermark de-
tection is performed “in the wild”. That is, the watermark detector is assumed to be
a trusted party, but it is generally operating in a hostile environment where the end-
user would like to circumvent the DRM. This reality is in contrast to the standard
watermark model, shown in Figure 2.1, where both the embedder and detector are
assumed to operate in trusted environments and therefore share the same secret key.
We adopt instead a watermarking model in which only the watermark embedder is
in a trusted environment, shows in Figure 2.2.

It is usually not possible to make an entire system, such as a computer or DVD

Watermark Watermarked Attacked Watermark
Embedder Signal Detector
Input Attacker "Watermarked”
Signal M (Channel) M or
“Not Watermarked”
(Secret (Secret
shared key) shared key)

Figure 2.1: Standard watermarking model.
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atermarked  Attacked

Watermark L : Watermark
Embedder Signal Signal Detector
Input Attacker ielEmmEtEs
Signal g M (Channel) *) or
‘Not Watermarked”
(Private (Public
embedding key) Detection key)

Hostile Environment

Figure 2.2: Watermarking model where watermark embedder is not assumed to be
in a trusted environment.

player, into a trusted environment. Generally, the scale and complication of such
systems makes this task difficult, and the cost is often prohibitive as well. Another
way to keep the watermarking secret and functionality out of the hands of hostile
parties is to embed it in a very small device which can be made physically secure.
This device, for example a smartcard, would then be operated in a black-box manner.
The problem is that such devices generally have very low computing capacity, and will
be unable to perform watermark detection very quickly on their own. The strategy we
use is to have the watermark detector work in an encrypted domain and use a trusted
secure device, called the secure module, to finish the detection process. Figure 2.3
illustrates this model.

The focus of this chapter and Chapter3/is on the design of the watermark detection
algorithm and the interaction of the watermark detector with the secure module.

We note that the use of a secure module opens the door to new attacks. For
example, an attacker could impersonate the secure module and always reply that
signals are watermarked. Many attacks of this nature can be avoided by having
the secure module sign its output. It would sign a hash of the query it receives

concatenated with its response, allowing the verification of the response.
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Watermark
Detector

Watermark
Embedder

Watermarked Attacked
Signal Signal

Input Attacker

Signal M (Channel) /
(Private (Public

embedding key) Detection key)

“Watermarked”
or
“Not Watermarked”

Secure
Module

Hostile Environment

Figure 2.3: Model of a secure watermarking system utilizing a secure module.

Secure QIM (SQIM) uses public and private keys much like public key cryptosys-
tems such as RSA. The watermarking private key is used by the watermark embedder
to generate watermarks while the watermarking public key is used by the watermark
detector to perform watermark detection in an encrypted domain. Finally, the secure
module uses the watermarking private key to decrypt the results produced by the wa-
termark detector. The secure module must be initialized by communication with the
watermark embedder to receive the private key information. In a sense, this system
is not truly asymmetric but rather semi-asymmetric, since the aid of a trusted third
party (the secure module) is required.

As is usual for cryptographic systems, there is an adversary that must be con-
sidered. In an SQIM system the adversary is generally considered, without loss of
generality, to be the watermark detector, which could be compromised. This chap-
ter presents an SQIM system that is secure against an honest-but-curious watermark

detector. This is a passive detector which will try to learn the watermark detection
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secrets, but will do so while following along with the SQIM algorithm. Chapter |3
will present a modified version of SQIM which is secure against an active watermark
detector, that is, a watermark detector which is not constrained to follow any set
algorithm.

Our first goal is to ensure that the act of detecting a watermark reveals as little
information as possible to the watermark detector. Because the secure module is low-
power and low-bandwidth, our second goal is to ensure that the watermark detector
takes on as much of the computational burden as is possible, and transmits as few
bits to the secure module as possible. Our third goal is for the secure module carry
as little information as possible. Ideally, it should not have to know any information
other than cryptographic decryption keys, and should be able to respond correctly
to any watermark detection queries where the watermark embedder used those keys.
Not needing to know other information in advance, for example quantization informa-
tion, will allow a secure module to be used with many different secure watermarking
schemes instead of being hard-coded to only a few schemes.

Two cryptosystems are used to allow the watermark detector to perform the nec-
essary calculations without learning any information about the watermarking secrets.
These systems are homomorphic, meaning that an operation performed on cipher-
texts corresponds to another operation performed on plaintexts. For example, in
the Paillier cryptosystem (see Section 2.2.1)), if E(+) is the encryption function, then
E(z)E(y) = E(x+y). The homomorphic properties of these cryptosystems are what
make it possible for the watermark detector to run the algorithm without learning
anything. While we use public key cryptosystems, it is interesting to note that there
is no public access to either encryption or decryption. The only operations available
to the watermark detector are homomorphic operations.

However, even though the watermark detector gains no extra knowledge through
the detection process, knowledge of the presence or absence of watermarks is suffi-
cient to mount oracle attacks (see Cox and Linnartz [13], Venturini [46], and Li and
Chang [26], for example). The purpose of these attacks is to find the boundary sepa-
rating watermarked signals from non-watermarked signals, and use this boundary to

learn the watermarking secret. Such attacks are much more powerful than attacks on
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the cryptosystems presented in this paper, and are possible whenever a watermark
detector can test signals for watermarks. Such attacks are not yet possible against
QIM watermarking systems, but we consider the possibility that such attacks may be
discovered in the future.

One defense against oracle attacks is to increase the time required for watermark
detection, effectively limiting the speed of the “oracle” (See Venturini [46]). This
would not be possible with a fully assymetric watermarking scheme, since the speed
of such a watermark detector would be limited only by the speed of the machine that
is running it. A trusted secure module could have a built-in delay, or a limit on the
number of watermark detections per minute, and could thereby help to slow the rate
of convergence of oracle attacks. However, since many watermark detectors could be
run in parallel, these measures would do more to deter casual attackers than those
who are extremely determined. For example, a large-scale movie pirate could respond
to a built-in delay by buying more DVD players.

Because the number of oracle queries necessary to mount an oracle attack is linear
in the size of the watermarked signals, another defense against oracle attacks is to
increase the size of the signals that are watermarked. For example, instead of splitting
a large image into blocks and watermarking these blocks separately, the whole image
could be watermarked at once. In general, the larger the signal, the more difficult it
is to mount an oracle attack.

On the other hand, the use of a secure module introduces side channel attacks,
for example timing attacks (see Kocher [25], and Brumley and Boneh [8]), and power
attacks (see Kocher et al. [24]). In these attacks, the secure module is monitored
externally to guess at the operations occurring internally. An implementation of
SQIM would have to take side channel attacks into account, but a detailed discussion
of these attacks is beyond the scope of this thesis.

Quantization Index Modulation (QIM), developed by Chen and Wornell [11], em-
beds a watermark into an signal by manipulating the signal so that transform coeffi-
cients are quantized in a specific manner. A watermark detector transforms a signal

and checks to see if the transform coefficients are appropriately quantized. There are
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two phases to securely detecting a QIM watermark. First a hidden transform is per-
formed on the signal, and second the transform coefficients are quantized via hidden
quantization. After hidden quantization the secure module counts the number of wa-
termarked transform coefficients and reveals whether a threshold of the coefficients
were watermarked. The SQIM algorithm presented in this chapter only works for
quantizers with step size 2. In Chapter 3/ we present a version of the SQIM algorithm
that will work with arbitrary step sizes.

Attempts have been made at completely asymmetric watermarking schemes (see
Eggers et al. [15] and Hachez and Quisquater [19]), but these have generally not been
completely successful. Another specific method of performing asymmetric water-
marking involves multi-round zero knowledge proofs (see Adelsbach and Sadeghi [4],
for example). Kalker [22] introduced the idea of using a secure module to enable
semi-public key watermarking, using a variant of the Paillier cryptosystem to per-
form secure spread spectrum watermarking. In comparison with the spread spectrum
scheme, a SQIM scheme must implement a nonlinear operation in an encrypted do-
main, namely quantization.

Section 2.1/ outlines the QIM watermarking scheme. Section 2.2] reviews homo-
morphic cryptography and introduces the two cryptosystems used in this paper. Sec-
tion 2.3 discusses how to perform a hidden transform, while Section 2.4/ discusses how
to perform hidden quantization. Section 2.5 presents the full Secure QIM system.

Finally, in Section 2.6/ we discuss the efficiency of SQIM.

2.1 QIM

We consider a simple variant of QIM with a single scalar quantizer. Our purpose is not
to improve the watermarking aspects of QIM, but to ensure that watermark detection
is secure. Therefore, watermark embedding is not changed at all, and watermark
detection is changed only in that all calculations are performed in a secure manner.
We are only concerned with whether or not a signal was watermarked, so we do not
use the watermark to embed data into a signal.

Embedding a watermark into a signal involves changing the signal so that the
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Figure 2.4: QIM watermark embedding.

transform values are quantized. The most straightforward approach is to transform
the signal, quantize the transform coefficients, and perform the inverse transform.
Figure 2.4/ illustrates this process. Other embedding schemes, such as distortion-
compensated QIM [11], may also be used. Secure QIM can be used with any QIM
watermark embedding scheme.

To detect a watermark in a signal, the signal is first transformed with a secret,
random linear transform, for example a randlet transform, a DCT, or a wavelet
transform. For every transform coefficient ¢;, there is a secret quantizer, @);. If the
distance from ¢; to the nearest quantization point on ); is less than a threshold d, then
the coefficient is considered watermarked. If a threshold 7 of transform coefficients

are watermarked, then the entire signal is considered to be watermarked. If not, the
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signal is considered not watermarked. Let

Fy(z) = { L ifle] <9 (2.1)

0 otherwise.

Then a signal is considered watermarked if

Prl»—k

Z (Q(cj) —¢;) > (2.2)

Figure 2.5 illustrates an example of the watermark detection process.
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Figure 2.5: QIM watermark detection.

Note that it is not necessary to quantize all transform coefficients. See, for ex-
ample, the spread-transform dither modulation (STDM) of Chen and Wornell [11].
A subset of coefficients can be chosen, and only those coefficients need be quantized
during embedding or checked during detection. In the following discussion, when we
refer to transform coefficients, we a referring to those which will be quantized and
checked in QIM.

2.2 Homomorphic cryptosystems

We use two cryptosystems, the Paillier cryptosystem and the Goldwasser-Micali cryp-
tosystem, both of which are probabilistic public-key cryptosystems. They are public
key in that a public key is used to encrypt plaintext, while a private key is needed to
decrypt a ciphertext, and the two keys are computationally not easily derived from

each other. They are probabilistic in the sense that the same plaintext is represented
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by a large number of ciphertexts. This is important when the range of possible plain-
texts is small. For example, when encrypting 0 or 1, a non-probabilistic cryptosystem
can produce only 2 possible ciphertexts, whereas a probabilistic cryptosystem can
produce many different ciphertexts.

This last property is especially important in the current application. For exam-
ple, if samples were in the range [0, ...,255], then there would be only 256 possible
encryptions of the samples. This would make it much easier to break the system
by looking at the transcripts of many watermark detections. Even relabelling the
sample values would not solve the problem; there would be 256! possible relabellings,
but statistical analysis could be used to easily find the correct one. With proba-
bilistic cryptosystems, the values would be effectively blinded, so that this essentially
brute-force searching attack would not be possible.

Both of these cryptosystems share another important property: they are homo-
morphic. This means that a mathematical operation performed on ciphertexts cor-
responds to a mathematical operation performed on plaintexts. For example, if E(-)
corresponds to encryption in the Paillier cryptosystem, then we can write the homo-

morphism of the Paillier cryptosystem as
E(a1)E(az) = E(a1 + az).

Homomorphic cryptosystems enable the watermark detector to perform calcula-
tions without explicitly knowing what is being calculated or finding out the results
of the calculation. For example, given o = E(a), but not knowing the value of a, we

could compute the encryption of 7a + 3 as
Q'E(3) = E(Ta + 3).

Furthermore, with the right public values, it would be possible for us to compute,
in the encrypted domain, any polynomial function of a given public input. For ex-

ample, say a1 = F(ay), as = E(as), and a3 = F(a3) were public, and we were asked
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to compute ;72 + asx + as in the encrypted domain. We could do this as

ozng)oz;ozg = B(a12® 4 asz + ag).
We would know the encryption of the polynomial, but have no knowledge of the

actual value.

2.2.1 Paillier Cryptosystem

The Paillier cryptosystem is homomorphic, with multiplication of ciphertexts corre-
sponding to the addition of the plaintexts. Furthermore, exponentiation of a cipher-
text corresponds to multiplication of the plaintext. We present a very brief summary
of the system. See Paillier [36] for more details.

Optimizations to the Paillier cryptosystem are discussed by Catalano et al. [10],
Damgard and Jurik [14], and Kalker [22].

Key Generation: Let NV = pg, where p and ¢ are primes. Choose g € Z%, such
that the order of g is divisible by N. Any such g is of the form g = (1+N)*" mod N2
for a pair (a,b), where a € Zy and b € Z%. Note that (1 + N)* =1+ aN mod N2,
so g = (14 aN)b™ mod N?%. Let A = lem(p — 1,¢q — 1). The public key is (g, N), the
private key is .

Encryption: For message m and blinding factor r» € Z},, Paillier encryption is
defined as

Ep(m,r;g,N) = ¢™r" mod N?.

Decryption: In the Paillier cryptosystem, decryption is more complicated than

encryption. First note that for any x € Z3.,

2 = 1(modN),
M = 1(modN?).
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Given ¢ = Ep(m,r;9, N) = g™ mod N2, we can see that

C)‘ = g
= (1+N)am)\b)\Nm

= 1+ amAN (mod N?).

m)\rN)\

Note also that ¢* = [(1 + N)®"]* =1 + aAN (mod N?). Therefore,

(¢* mod N?)—1 (¢ mod N2?)—1

N =aAm and N =aA
To simplify, let fy(z) = w. Then we decrypt by computing
fn(e)
m = Dp(c;g,\,N) = mod N.
( ) fn(g?)

Additive Homomorphism: This homomorphism allows two unknown plain-
texts to be added by multiplying their corresponding ciphertexts. For unknown mg,

My, compute

Ep(my,71;9,N) - Ep(ma, 71159, N) = Ep(my 4+ ma, 17259, N).

Multiplicative Homomorphism (multiplication by a constant): This ho-
momorphism allows an unknown plaintext to be multiplied by a known constant by

exponentiating its ciphertext. For unknown m and known k& compute
EP(ma 9, N)k = EP(mka rk; g, N)

2.2.2 Quadratic Residues

The Goldwasser-Micali cryptosystem is based on quadratic residues. A number is a
quadratic residue modulo an odd prime p if it is the square of some number modulo p.
Before we present the Goldwasser-Micali cryptosystem, we discuss quadratic residues,

which form the basis of that system.
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Definition 2.2.1 (Legendre symbol) The Legendre symbol is defined as

0 ifx=0 (mod p)
(§> = 1 iof © is a quadratic residue modulo p

—1 if x is a quadratic non-residue modulo p

By Euler’s criterion [42], we compute <%> =27 (mod p).
In the case of a composite modulus, the Jacobi symbol is used instead of the

Legendre symbol.

Definition 2.2.2 (Jacobi symbol) For N = pq, where p and q are odd primes, the

Jacobt symbol s

0 if ged(z, N) > 1
gt G =0)
D 166,

Definition 2.2.3 (QR) Let QR(N) be the set of all quadratic residues modulo N.

Lemma 2.2.1 x is a quadratic residue modulo N iff (%) = <§> =1 Ifzisa

quadratic residue modulo N? then it is a quadratic residue modulo N .

Proof If z € QR(N) then z = y?> + kN = y* + kpq for some y, k, so v = >
(mod p) and = mod p € QR(p). The same holds for ¢, so (%) = (£> = 1. Given z

q
such that (%) = <§> = 1, we know that there exist a and b such that a® = z(mod p)

and b? = z(mod ¢). By the Chinese Remainder Theorem [23], there exists a y such
that y = a(mod p) and y = b(mod ¢). Since, y*> = x(mod p) and y? = z(mod q),
we know that y? = z(mod N), and therefore z € QR(N). If x € QR(N?) then
xr = y* + kN? for some y, k, so z mod N € QR(N). O

Definition 2.2.4 (QR) x is a pseudosquare modulo N if (%) = (%) = —1. Define
QR(N) to be the set of pseudosquares modulo N.
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It is easy to calculate Jacobi symbols, even if the factors of N are unknown (see
Koblitz [23]). However, if the factorization of N is unknown, it is not always easy
to determine quadratic residuosity. For any z € QR(N) U QR(N), (£) =1, but
determining if x € QR(NV) is a classical hard problem in cryptography and is assumed
to be impossible without factoring N. If p and ¢ are known, it is easy to determine
if such an z is a quadratic residue by computing (%) = x%(modp) as above.
2.2.3 The Goldwasser-Micali Cryptosystem

The Goldwasser-Micali cryptosystem was developed in 1984 by Goldwasser and Mi-
cali [18]. It encrypts a single bit of information and is homomorphic in that multi-
plying ciphertexts corresponds to finding the XOR of the plaintexts.

Key Generation: Let N = pq, where p and ¢ are safe primes. Choose g €
Q~R(N ). N and g are public while the factorization of N is private.

Encryption: Encryption takes as input a single bit b and a random blinding

factor r € Z},. Encryption in the Goldwasser-Micali cryptosystem is defined as
Eam(b,7;9,N) = g’r* mod N.

Decryption: Decryption is defined as

Den(@:p.g) = { 0 if 2 € QR(N)

1 if z € QR(N)

If the factorization of N is known, decryption can easily be done by computing

p

guishing members of QR(N) from members of QR(N) (see Section 2.2.2).
XOR Homomorphism: This system is homomorphic in that multiplying ci-

<£> = 2P~1/2 mod p. Otherwise decryption is not possible, since it requires distin-

phertexts is equivalent to XORing plaintexts. Note the following congruences:
Eam(bi, 7159, N) - Eam(bs, r2; 9, N) = g" %2 (r172)*  (mod N).

= Eam(by @ by, 717259, N)  (mod N).
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The last equality holds because only the least bit of b; + by, matters in determining

quadratic residuosity, and @ is equivalent to modulo 2 addition.

2.3 Phase I: Hidden Transform

The first phase of Secure QIM is a hidden linear transform. This means that the
watermark detector takes the sample values from the signal and performs a trans-
form on the sample values without learning the transform or the resulting transform
coefficients.

Using the Paillier cryptosystem, we know how to perform addition and multipli-
cation in the plaintext domain by performing the corresponding operations of mul-
tiplication and exponentiation in the ciphertext domain. Let a signal consist of m
samples, Y = (y1,...,¥m)?. The random transform takes y as input and produces
n transform coefficients, t = (t,...,t,)7. Let the watermark embedder choose an
orthogonal transform S = {s;;}, for i = 1...n and j = 1...m, and let s; be row ¢ of the
transform. Note that t =Sy and t; =s; - y.

The watermark detector is not allowed to know any of the values of S, nor any
of the values of t. This is achieved by performing all the calculations in the Paillier
encrypted domain. First, the watermark embedder chooses N = pq, where p and ¢
are primes, and chooses a random g € Z},» such that the order of g is divisible by .
Next, for i € [1,n],j € [1,m], it generates random (3;; € Z},. The public key consists
of encryptions of the transform matrix V = {v;;} where v;; = Ep(s;;, B39, N).

The watermark detector wants to find ¢ = (¢y, ..., ¢, ), the hidden transform coef-

ficients. It does so by computing
C; = H(vij)yj mod N?.
J

For later convenience in notation, define w; = H;ﬂzl f’j . Then by the homomorphic
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properties of the Paillier cryptosystem, we have

c; = Hv;yj mod N2 = HEP(Sij?ﬂij;g7 N)¥ mod N2
J j

= [ Er(siys, 8559, N) mod N* = Ep(> _ sizys, | [ 859, V)
' j j

J

= Ep(s;-y,wi;9,N) = Ep(t;,w;; 9, N).

2.4 Phase II: Hidden Quantization

This section will present a simplified version of the hidden quantization scheme, un-
coupled from the hidden transform, for a clearer presentation. The full version will
be presented in Section 2.5.

The watermark embedder chooses N = pg, where p and ¢ are safe primes, and
g € Q~R(N ). It also chooses private quantization values q = (qi, ..., g,) where each
¢; € {0,1}, and blinding values v = (71, ..., v,) Where each v; € Z%, and calculates
k = (ki,...,kn), ki = Ecm(4i,7i;9,N). Tt publishes g, N, and k, and reveals the
value of p to the secure module.

The watermark detector knows the public values g, N, and k. Assume in this
section that it has n unencrypted transform coefficients, t = (¢y, ..., t,). If the signal
is watermarked, these coefficients will each quantized so that ¢; = ¢;(mod2), but for
any given coefficient, the watermark detector does not know the correct quantization
value. The key point to notice is that if the signal is watermarked, ¢; ®¢; = 0( mod 2).

First, the watermark detector chooses a = (a, ..., a,), with a; € Z%,, and encrypts

the transform coefficients,

¢i = Egm(ti mod 2, a5 g, N).
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Then it computes

fi = ¢k
= FEgwm(t; mod 2,059, N)Ecm(4i,vi; g, N)
= E((t; mod 2) ® g;, 15,9, N).

Note that f; is a Goldwasser-Micali encryption of 0 if ¢; is watermarked, 1 otherwise.
The secure module has a threshold function, T'(n). It is given as input fi, ..., fn,

decrypts each f;, sums the values, and announces that the data is watermarked if
> Daml(fiipa) < T(n).
i=1

2.5 Secure QIM

This section presents the full system, in which the watermark detector performs a
hidden transform on the input data and then quantizes the transform coefficients
while still in the encrypted domain. It is a combination of the systems from Sec-
tions 2.3 and 2.4/ with a careful choice of ¢ and the blinding factors so that the
ciphertexts of the hidden transform can be used for hidden quantization. In Sec-
tions 2.5.1, 2.5.2, and 2.5.3, we present the full SQIM scheme. Figure 2.6 illustrates
the Secure QIM protocol.

2.5.1 Initialization

The watermark embedder chooses N = pq, where p and ¢ are safe primes. Recall
that for such N, A = LeM(p — 1, — 1). g € Z}. is chosen so that g mod N €
QR(N) and the order of g, denoted ORD(g), is kN, where k|X. All such g can be
generated as follows. Choose a € Z%, so Gep(a, N) = 1, and b € QR(N). Let
g = (14 N)*" mod N?. Because (1 + N)* =1+ aN mod N, we can write

g = (14 aN)b" mod N?.
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Figure 2.6: The Secure QIM protocol.
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Claim. g mod N € QR(N) and OrD(g) = kN.

Proof  Notice that ¢ = b (mod N). Since N is odd, b¥ mod N € QR(N), so
gmod N € QR(N). Because ORD(1+N) = N and ccp(a, N) = 1, ORD(1+N)* = N.
Let k = orD(HY). Since b™ € Z3, k|¢(N), and since N and ¢(N) share no factors,
Gep(k, N) = 1. Therefore, ORD(g) = ORD(1 + N)ORD(bY) = kN. O

2.5.2 Watermark Embedding

The watermark embedder chooses an orthogonal transform S = {s;;}, fori = 1...n and
j = 1..m. Let s; be row i of the transform. The embedder also chooses q = (¢1, ..., ¢»),
with each ¢; € {0,1}. It takes as input the signal x = (x1,...,2,,) and produces a
watermarked signal y = (y1, ..., y,) such that for all i,

siry=¢; (mod 2).

For i € [1,n],j € [1,m], B;; is chosen such that ;; € QR(NN). For i € [1,n], 7,
is chosen so that v; € QR(N). Let V = {v;;} where v;; = Ep(s;j,5ij;9,N), and
k = (ky,..., k,) where k; = Eam(qi,vi; 9, N).

The SQIM public watermarking key is (N, V, k).

2.5.3 Watermark Detection

First, the watermark detector finds the vector of encrypted transform coefficients
c=(c1,...,cm). Recall that t; =s; -y. Let w; = H;”Zl 5%7. Then

G = Hviyyj mod N*? = Ep(t;, wi; g, N) = g“w) mod N?.
J

At this point we change from looking at ciphertexts modulo N? and begin looking
at them modulo N. This is done so that the ciphertexts will be compatible with the
Goldwasser-Micali cryptosystem.

We will now show that if ¢, mod 2 = 0, then ¢; mod N € QR(NN), otherwise
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c;mod N € QR(N). Since each f;; € QR(N), then w; € QR(N) and therefore
(w;) mod N € QR(N). If t; mod 2 = 0, then g mod N € QR(N). Otherwise,
since g mod N € QR(N), g% mod N € QR(N). Therefore, if t; mod 2 = 0 then
¢; € QR(N) otherwise, ¢; € QR(N). In both cases (%) = 1. Therefore,

¢; mod N = Egm(t; mod 2, wfvgztgj;g, N).
Now we begin hidden quantization. Let f; = ¢;k; mod N and z; = w{vgﬂ%J.
fi = ciki mod N = Eqm(t; mod 2, z;; g, N) Egm(gs, vi; 9, N) mod N

= Egm((t; mod 2) ® ¢;, viz:; g, N).

So, Dam(fi;p,q) = (t; mod 2) & ¢;, which is 0 if ¢; was correctly quantized, 1
otherwise.
The secure module is given as input fi, ..., f,, and knows a threshold function T'(n).

It decrypts each f;, sums the values, and announces that the data is watermarked if
Y Dam(fiip,q) < T(n).
i=1

2.6 Efficiency

In this section we will compare the efficiency of standard QIM with that of Secure
QIM. Note that in both cases, the secure module starts off knowing the Paillier and
Goldwasser-Micali private keys, but does not know any transform matrices or quan-
tization values. In standard QIM, performed with a random transform on a secure
module, the secure module is given a signal, an encrypted transform matrix, and
encrypted quantization values, and performs QIM watermark detection by itself.

In our analysis we are concerned with the communication and computation re-
quired of the secure module. Let signals be of length m and let there be n transform
coefficients. The samples of the signal and elements of the transform matrix are k-bit

numbers and encryptions modulo N have ¢ = log, N bits.
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Communication

In standard QIM, the secure module can receive all the information in an efficiently
encrypted form. As such, we will calculate the number of bits that would be required
unencrypted, and will assume that encryption adds negligible overhead, an assump-
tion which is favorable to standard QIM. The secure module receives the signal (mk
bits), the encrypted transform matrix (mnk bits), and the encrypted quantization
values (n bits), for a total of mnk 4+ mk + n bits. The mnk term will dominate.

In SQIM, each number sent to the secure module is encrypted modulo N. The
secure module receives n f-it numbers, nf bits total.

In comparison, standard QIM requires approximately ’”7’“ times more bits than
SQIM. Since m is the number of samples in the signal, this is a very large difference.
For example, consider a signal of m = 10° samples, with k = 24, n = 25, and ¢ = 1024.
Then SQIM requires 3.1 kilobytes while standard QIM requires 7.4 megabytes, 2,400

times larger.

Computation

The computational costs are harder to compute and more dependent on specific im-
plementation. We estimate the cost of standard QIM as the cost of performing the
transform. Assuming straightforward matrix multiplication, this will have a running
time of O(nmk?). We estimate the cost of SQIM based on the total number of de-
cryptions. There are n decryptions, which results in a running time of O(n¢3). (3
is very large, but ¢ is fixed based on security needs. £ is generally in a small range,
say 8 to 24 bits. So, the relative performance is highly dependent on the number of
samples in the signal. With a relatively small number of samples, standard QIM will

be faster, while with a relatively large number of samples SQIM will be faster.

2.7 Security

Given the security of the Goldwasser-Micali and Paillier cryptosystems, our system

is secure and reveals the minimum possible information.
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2.7.1 Minimum Possible Information

Any watermarking system that is susceptible to oracle attacks can not justly be called
zero knowledge, because the watermark detector gains useful knowledge with every
response from the secure module, namely the watermarked status of a signal. Known
oracle attacks work against linear watermarks, and so currently none have been found
which work against QIM systems because of the non-linear quantization operations.
However, it is not unreasonable to assume that oracle attacks will eventually be found
which work against QIM watermarking systems.

Even assuming the existence of an oracle attack against SQIM, we point out that an
SQIM system reveals the minimum possible information. If the watermark detector is
honest (passive), the only information it can learn is the watermarked status of each
signal it performs detection upon. As a watermark detector, this is the minimum
information it is able to learn, and assuming the semantic security of the Paillier and
Goldwasser-Micali cryptosystems, this is all it learns. If this information is enough
to mount an oracle attack, then the minimum possible information was leaked. On
the other hand, if no oracle attack is possible against QIM systems, then SQIM is a

zero knowledge watermarking system.

2.7.2 Proof of Security

Again, the possible future discovery of oracle attacks on QIM systems makes secu-
rity statements difficult. If there turns out not to be any oracle attacks against QIM
systems, then the zero knowledge property of SQIM and the semantic security of
the Paillier and Goldwasser-Micali cryptosystems is enough to prove security. How-
ever, assuming that an oracle attack will one day be found, we claim that SQIM
is secure against passive watermark detectors modulo oracle attacks. That is, the
cryptographic components of SQIM are secure; it is only the continuous nature of the
inputs which make possible oracle attacks. Below we prove the cryptographic security
of the various elements of an SQIM system.

In both the Paillier and Goldwasser-Micali cryptosystems, any properly-formed

N with large-enough factors is secure. The security of the Paillier cryptosystem is
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independent of the choice of g, and any ¢ such that g mod N € QR(N) is secure for
the Goldwasser-Micali cryptosystem. Therefore, even though we choose ¢ in a unique
manner, it is still secure.

The security of Paillier encryption depends on the blinding factors, which we also
choose in a unique manner. Since the blinding factors in standard Paillier encryption
are chosen at random from Z3%, choosing them from a subset of non-negligible size
does not introduce security problems; if it did, then choosing them at random from
Z3% would have a non-negligible chance of encountering the same problems. A problem
would exist if the subset were small enough to make a brute-force search possible, but
|QR(NV)| = 1|Z%], so this is not a concern. Therefore, our choice of blinding factors
is secure.

The only public watermarking values are either Paillier ciphertexts or Goldwasser-
Micali ciphertexts which are acted upon homomorphically. Since N, ¢, and the
blinding factors are chosen securely, these ciphertexts are as secure as the Paillier

and Goldwasser-Micali cryptosystems, respectively.

2.8 Conclusion

We have presented a Secure QIM system, one in which most of the work of watermark
detection can be performed in the open without any information about the private
key being leaked. A secure module, such as a smartcard, is used to perform the final
portion of watermark detection, revealing only if the signal is watermarked and no
other information about the watermark. Our hidden transform utilizes the Paillier
cryptosystem, while our hidden quantization uses the Goldwasser-Micali cryptosys-

tem, and the entire system has provably maximal security against passive attackers.
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Secure Watermarking Extensions

We now present several improvements to the secure watermarking system of Chap-
ter 2, an improvement to a related system, the Secure Spread Spectrum (SSS) system
of Kalker [22].

One of the biggest limitation of SQIM is that all quantizers must have step size 2.
This is to ensure that the watermark detector can homomorphically quantize coeffi-
cients to the appropriate quantization point. In Section 3.1 we change paradigms, and
instead of homomorphically moving each coefficient to the appropriate quantization
point, the watermark detector homomorphically moves each transform coefficient to
the appropriate quantization region. By allowing loosening the constraints on the
watermark detector in this manner, we enable the use of quantizers with arbitrary
step size. This new system is known as generalized SQIM (G-SQIM).

In Section 3.2/ we address the issue of security against active watermark detectors,
the adversaries in an SQIM system. The security of an SQIM system can not be
proven against active adversaries because the proof of security fails if the attacker
strays from the SQIM algorithm. The point of weakness in these proofs is the secure
module, because the only new information that is revealed to the watermark detector
is the single bit returned by the secure module. All other information computed
during watermark detection is simply homomorphic manipulations of the signal and
the public watermarking key, and thus tells the watermark detector nothing.

When a watermark detector submits a legitimate query to the secure module,

27
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then, it is operating in an honest-but-curious manner, and security is proven. The
proofs fail only when the watermark detector may submit illegitimate queries if it
desires. To make a system which is secure against active adversaries, we therefore
modify the SQIM system so that it will only respond to legitimate queries, and will
reject all others. We call this modified system Verified G-SQIM (VG-SQIM).

Finally, in Section 3.3 we introduce Kalker’s [22] Secure Spread Spectrum system,

and show how to modify it to make it secure against active adversaries.

3.1 Generalized SQIM (G-SQIM)

We now present a variant of SQIM known as generalized SQIM (G-SQIM), related
to SQIM but able to use quantizers with arbitrary step size. The key difference is
that the watermark detector no longer performs hidden quantization by moving each
transform coefficient to the appropriate quantization point, but instead moves each
coefficient to the appropriate quantization region, and the secure module determines
if each coefficient is in the correct region. This is a trivial amount of extra work for
the secure module compared to the work it performs in decryption. Furthermore, a
modified version of the Paillier cryptosystem due to Catalano et al. [10] is used. This
cryptosystem has more efficient decryption than the unmodified Paillier cryptosystem,
so G-SQIM is only a factor of 2 slower than SQIM.

The quantizers in G-SQIM are uniform scalar quantizers with step size A which
have been randomly shifted. For each transform coefficient ¢;, the quantizer @); is
offset by a random shift «; € [0, 1, ..., Aj]. In SQIM, the possible values of «; were 0

and 1, as compared to the much larger range in G-SQIM. The quantization points of

Q; are

Quantization regions are formed around each quantization point. Any coefficient
within a distance of § of a quantization point is considered watermarked, so each

quantization region around a quantization point is labelled as WM. In between each WM
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region is a region labelled UW (unwatermarked), and all coefficient in an UW region are
considered not to be watermarked. All points are in either in a WM or UW region. The
distance from the beginning of one WM the next is A, likewise for UW regions. All WM
regions are of the same size, as are all UW regions, however WM and UW regions need not

be the same size. Figure 3.1/ shows an example quantizer with o; = 2, A = 6, and
0 =3.

W UW

e e e e e e U S GHALY LR NWAUIONODOR PR R R
PR RPRRPRRPRPOONOORWNR
Tl oORNWAUIO

Figure 3.1: An example quantizer. In this case, o; =2, A =6, and 6§ = 3.

The secure module is given A and ¢ in encrypted format, but has no knowledge
of the random shifts «;, instead using a canonical quantizer with no shift (o =
0). During Hidden Quantization (Section 2.4)), the watermark detector shifts the
transform coefficients homomorphically to compensate for the difference between the
actual quantizers (with «;) and the canonical quantizer (with o = 0). After this shift,
transform coefficients which are correctly watermarked will lie in a WM region of the
secure module’s canonical quantizer. Likewise, transform coefficients which are not
watermarked will lie in a UW region.

Finally, the secure module will receive the encrypted, shifted transform coeffi-
cients, along with the encrypted values of A and . It will decrypt all the values, and

for each coefficient ¢; will calculate that the coefficient is quantized if

cimodA < 6. (3.1)

SQIM uses an equivalent system with A = 2 and § = 1, and with «; € {0,1}.
In SQIM, shifting each coefficient ¢; by «; is much easier, because it amounts to
leaving ¢; unchanged if a; = 0, and computing ¢; ® 1 if o; = 1. In this special

case, the computation can be performed entirely by the watermark detector by using
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the homomorphic properties of the Goldwasser-Micali cryptosystem. In the case of
G-SQIM, the secure module calculates Equation 3.1/ for each coefficient and in return

an arbitrary choice of A and ¢ is allowed.

3.1.1 Initialization

The watermark embedder chooses N = pq, where p and ¢ are safe primes. e and d

are chosen for the modified Paillier cryptosystem as described in Section [3.1.4.

3.1.2 Watermark Embedding

The watermark embedder chooses an orthogonal transform S = {s;;}, fori = 1...n and
7 =1...m. Let s; be row ¢ of the transform. Next it chooses A and ¢, the quantization
parameters. The embedder also chooses o = (v, ..., ), with each «; € [0, Deltal.
It takes as input the signal x = (x1,...,2,,) and produces a watermarked signal

y = (Y1, .-, Yn) such that for all 1,
(si-y —a;) mod A <.

Generally, the watermark embedder will produce a signal such that for all i,

é—lorg if & even
2

S; — mod A = 2
Sy =) {5—1 if 6 odd,

as this means putting the coefficients as close to the center of a watermarked
region as possible.

For i € [1,n|,5 € [1,m], r; € Z) and r; € Z} are chosen at random, as are
ra and 5. Let V = {v;;} where v;; = Ep(s;j,735;9,N), and k = (ky, ..., k,) where
ki = Ep(A — ay,1i59,N). Let W = Ep(A,7ra;9,N) and let v = Ep(d,75;9, N).

The G-SQIM public watermarking key is (V, U, 4, V, k).
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3.1.3 Watermark Detection

First, the watermark detector finds the vector of encrypted transform coefficients

c=(c,...,Ccm) as in SQIM. Recall that t; =s; - y. Let w; = H;n:l rf’; Then

c; = H’U;‘fjj mod N2 = EP(t'mwzaga N)
J

Now that the transform coefficients have been calculated, they are homomorphi-

cally shifted to the canonical quantizer. Let f; = ¢;k; mod N2, then

fi = ciki = Ep(ti,wi; 9, N)Ep(A — ag, 1359, N)  (mod NQ)
= Ep(t; + A — o, wiri; 9, N)  (mod N?).

The secure module is given the query (f, U, 4), where f = {f1, ..., fn}. It knows a

threshold function T'(n) and has an indicator function Y(-), where

0 if x < (watermarked
To(a) = { <4 ( )

1 otherwise (not watermarked).

The secure module decrypts ¥ and v to find A and §, and announces that the

data is watermarked if

> Ys(Dp(fiig, A N) mod A) < T(n)

=1

For some threshold function T'(n).

3.1.4 Modified Paillier Cryptosystem

We now present the modifications to the Paillier cryptosystem as presented by Cata-
lano et al. [10].

Key Generation: Choose two primes p, ¢ such that p%l and % are also prime. Let
N = pq and define A = lem(p — 1,¢ — 1) . Choose e € Zy such that ged(e, \) = 1,
and d such that ed =1 (mod ¢(N)), where p(N) is Euler’s totient function.
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Encryption: Message m € Z} and public key (IV, g, e) are given. Choose a random
r € Z}. Encryption is defined as

Ey(m,r;N,g,e) = (1 + N)™r° mod N2

Decryption: Ciphertext ¢ = Ey;(m,r; N, g,e) and private key d are given. First the
ciphertext is examined modulo N to find r¢, and an RSA decryption is performed to
find r:

c=1r°mod N,

= r¢ =y mod N.

We note that
c=(1+N)"r°= (1 +mN)r® mod N?,

and complete decryption by computing

(er~¢ mod N?) — 1
N :

m =

The only modular exponentiation in the modified Paillier cryptosystem is the RSA
decryption. This decryption can be performed as one modular exponentiation over
p and another over ¢. Since exponentiation modulo N has running time O(log® N),
the original Paillier cryptosystem does approximately 32 times more work during
decryption than does the modified Paillier cryptosystem.

Homomorphisms: We choose e = N, so the homomorphisms are unchanged from
the unmodified Paillier cryptosystem (Section 2.2.1). This choice of e does not affect

the work done by the secure module at all.
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3.1.5 Efficiency

G-SQIM sends the secure module n + 2 Paillier ciphertexts, for a total of 2¢(n + 2)
bits, while SQIM sends only n Goldwasser-Micali ciphertexts, for a total of fn bits.
G-SQIM sends slightly more than twice as many bits to the secure module than SQIM.

The secure module must also perform more work in G-SQIM than in SQIM. In
both G-SQIM and SQIM, the computational load of the secure module is dominated
by the decryptions that it performs. G-SQIM requires n + 2 Paillier decryptions,
whereas SQIM requires n Goldwasser-Micali decryptions. By using the modified Pail-
lier cryptosystem (see Section 3.1.4) in G-SQIM, the exponentiations in the G-SQIM
decryption can be performed as two modulo exponentiations modulo p and ¢, whereas
SQIM requires only a single modulo exponentiation modulo p. Therefore, G-SQIM is

approximately 2 times slower than SQIM.

3.1.6 Security

G-SQIM is secure against passive adversaries assuming the semantic security of the
Paillier cryptosystem. The claims of zero knowledge (or minimal information) follow
directly that of SQIM in Section 2.7.1. The claim of security follows that of SQIM in
Section 2.7.2, but is even more straightforward since only the Paillier cryptosystem

is used.

3.2 Verified G-SQIM (VG-SQIM)

It is possible for an active malicious watermark detector to abuse the secure module.
For example in SQIM, if a watermark detector has a Goldwasser-Micali ciphertext
y = Eam(z,7;9, N) but does not know z, it can set the input to the secure module
to be n copies of y. If the secure module says “watermarked”, then the detector
knows x = 0, otherwise it knows that x = 1. In this way, the watermark detector can
trick the secure module into functioning as a Goldwasser-Micali decryption oracle.
This example illustrates the dangers of active adversaries. The above attack would

not be possible with an honest-but-curious watermark detector, because the query
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to the secure module could not have been generated by such a detector. To prevent
active attacks, we force the watermark detector to prove that each query to the secure
module is valid, in that is comes from an honest execution of the SQIM algorithm. If
the a query is not proved to be valid, the secure module refuses to respond.

First we present a homomorphic IND-CCA1 cryptosystem due to Boneh et. al [5].
This is the maximum level of security possible for a homomorphic cryptosystem. We
then discuss how to modify the G-SQIM system, in part using the IND-CCA1 cryp-
tosystem, so the secure module will only respond to valid queries, and will therefore
be secure against active adversaries.

The set of plaintexts used in watermarking is small (compared with N), and there
are active attacks which make use of this fact. We will next present one such attack,
and will introduce simple modifications to G-SQIM which will thwart all attacks based
on the small set of plaintexts.

Finally, we analyze the efficiency and security of VG-SQIM.

3.2.1 IND-CCA1 Paillier Cryptosystem

The Paillier and Goldwasser-Micali cryptosystems presented in Chapter 2/ are IND-
CPA secure, that is they achieve semantic security against a chosen plaintext attack.
In order to make G-SQIM secure against active adversaries, we need a homomorphic
cryptosystem that is secure against active adversaries. We use the IND-CCA1 Paillier

Cryptosystem presented by Boneh et al. [5].

IND-CCA1 Security

IND-CCAT1 security, also known as a lunchtime chosen ciphertext attack, is defined as

follows. Define a cryptosystem as (KeyGen, Encrypt, Decrypt).

e KeyGen takes as input a security parameter ¢t and outputs a public key Kpub

and a private key Kpriv-

e Encrypt takes as input a message m and a public key Kpub and outputs

ciphertext a which is an encryption of m with Kpub'
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e Decrypt takes as input a ciphertext o and a private key K If  is an

priv:

encryption of message m, then the output is m, otherwise the output is INVALID.

We say a function f : Z — R is negligible is for any positive o € Z, |F(x)| < x% for

all sufficiently large x. A cryptosystem is secure against a lunchtime chosen ciphertext

attack (IND-CCA1) if no adversary A can win the following game with non-negligible
probability. The game is run by a challenger C.

1. Setup Stage: C runs the KeyGen algorithm with security parameter ¢ and
gives Kpub to A.

2. Query Stage: A can adaptively query C as a decryption oracle. A is also free

to use Kpub in any way it would like.

3. Challenge Stage: A sends C two equal messages, mg and my. C chooses a

random b € {0, 1}, encrypts my, and sends the resulting ciphertext to A.

4. Decision Stage: A outputs 13, its guess as to the value of b.

Let E(t)% be the result of playing the game with security parameter ¢, choice b in
the Challenge stage, and adversary A, so we can write b = F (t)%. The cryptosystem
is IND-CCA1 secure if

|Pr{E(t)% = 0] — Pr(E(t)y = 0]

is a negligible function of ¢ for all A that run in time polynomial in .

Semantic security against chosen plaintext attacks, also known as IND-CPA se-
curity, is defined by the same game, except that in the Query stage, A can not query
C as a decryption oracle. Thus, A can adaptively encrypt messages, but can not

decrypt ciphertexts.

IND-CCA1 Paillier Cryptosystem

What follows is an additively homomorphic IND-CCA1 cryptosystem presented by
Boneh et al. [5]. It is an IND-CCA1 variant of a variant of the modified Paillier

cryptosystem presented in Section 2.2.1, and uses the same complexity assumption.
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Key Generation: Choose two primes p, ¢ such that ;%1 and % are also prime.
Let N = pg. Choose x and y randomly from [1, LNTZJ] Choose h randomly from 7.
Let g = —h* € Z%,. Verify that ged(g £ 1, N) = 1 or N and that g* # 1. The
private key is (z,y and the public key is K = (N, g,u,v), where u = g* € Z}. and,
v =gY € Lyy.

Encryption: Message m € Z% and public key (N, g,u,v) are given. Choose a

random r € [1, LNTZJ] Encryption is defined as

Ec(m,r; K) = (¢", (1+ N)"u",v") € (Zj2)".

Decryption: Ciphertext a = (A, B, C) and private key (z,y) are given. « is a valid
ciphertext if (£) = 1, A* # 1 mod N2, AY = C'mod N?, and A® = B mod N. The
last condition verifies that £ mod N? is of the form (14 mN). Decryption is defined

as
(BA™® mod N?) —1

DC(OZ;K,I’,y): N
INVALID otherwise.

if o valid

For all valid ciphertexts, encrypted as above, the output will be m.

Additive Homomorphism: Given ciphertext o = (A, B, C') which is an encryp-
tion of message m and ciphertext 3 = (A’, B’, C") which is an encryption of message

m/, define multiplication of ciphertexts to be
a-32(AA, BB, CC),
where all operations are defined over Z},,. Then,
Ec(my,r1; K) - Ec(ma,ry; K) = Ec(my + ma, 11 + 195 K).

Multiplicative Homomorphism (multiplication by a constant): Given ci-

phertext o« = (A, B, C') which is an encryption of message m, define exponentiation
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of ciphertexts by a constant k to be
CYk — (Ak,Bk, Ck),
where all operations are defined over Z},,. Then,

Ec(m,r; K)* = Eg(km, kr; K).

3.2.2 Verification

For a query to the secure module to be valid, it must be have the properties of
legitimacy and wholeness. A query is legitimate if all inputs to the secure module
are the result of homomorphic operations on ciphertexts from existing watermarking
public keys. This condition prevents the detector from inventing new ciphertexts to
use as input to the secure module, as in the example above. A query is whole if
a single signal and single public watermarking key were used to generate it. This
prevents the watermark detector from mixing parts of multiple transform matrices
and forces it to calculate all transform coefficients using the same signal.

One possible solution is to have the watermark embedder sign the watermarking
public key, and have the key and the signature be sent to the secure module as a
part of all queries. However, this would also require that the entire signal be sent to
the secure module to double-check the watermark detector’s calculations and verify
validity. This would defeat the entire rational for SQIM and its derivatives.

Instead we embed verification within the query itself, by only accepting queries
that have a certain mathematical form which an attacker can replicate with only

negligible probability. An invalid query will receive the response INVALID.

Legitimacy

We ensure legitimacy by using the IND-CCA1 Paillier cryptosystem described in Sec-
tion 3.2.1 instead of the modified Paillier cryptosystem described in Section 3.1.4. An

attacker has access to the ciphertexts in watermarking public keys but does not have
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a public (encryption) key. The attacker has two options for generating new cipher-
texts: it can operate homomorphically on the ciphertexts available to it, or it can
examine those ciphertexts and then try to generate new ciphertexts. Because of the
IND-CCAT1 security of the cryptosystem, the latter option has a negligible probability
of producing valid ciphertexts. Therefore, all ciphertexts given to the secure module
must come directly from watermarking public keys or from homomorphic operations

on those ciphertexts.

Wholeness

The notation in this section is taken from Section 3.1. Note that Section 3.2.3 explains
how to deal with attacks which take advantage of a small plaintext space.

During initialization, the watermark embedder chooses a random 6§ = {6, ..., 0,,} €
(Zy)™. It includes in the watermarking public key 0 = Ec(Ad60105 - --0,), po; g, N) as
well as Q = {Qy, ..., Q,}, where Q; = Ec(0;, pi;9,N), pi € Z§ chosen at random.

In Section [3.1.2, the hidden transform was chosen as S = {s;;}, for i = 1...n and
7 =1..m. We now add an extra row, sy, to the top of the matrix S. sy is formed as

a random linear combination of the all the other rows, s;:

n
Sog = E Glsz
i=1

V = {v;;} is defined as before with the addition of row 0: vy ; = Ep(so,j, 70,559, N),

with rg; € Z} chosen at random. Finally, we compute
n
Qo = Z QZ(A — O[Z‘),
i=1

and set kg = Ep(A — g, 1059, N) , with rg € Z} chosen at random.

Queries to the secure module now take the form (f, Q, ¥, 1, o).

When the secure module receives a query, it first decrypts o, €2, ¥, and 1, and
checks if Dp(o; g, A, N) = Ad6105 - - -6, mod N. If not, 6 or A or § is corrupt and the
secure module outputs INVALID. Finally, it checks if
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Dc(fo; g, A N) = 6:Dc(fi9. A, N). (3:2)

i=1
If equation 3.2 does not hold, then either the transform or the quantization was
corrupt and the secure module outputs INVALID. Once all wholeness conditions have

been satisfied, the secure module performs as normal (see Section 3.1.3).
Theorem 3.2.1 The secure module will respond INVALID iff a query is invalid.

Proof The watermark detector can not mix and match €;, A or ¢ from different
public watermarking keys, because o would not match €2, ¥ or ¢). The homomorphic
properties of the IND-CCA1 Paillier cryptosystem do not allow the multiplication of
two encrypted values, so an attacker can not homomorphically manufacture cipher-
texts which would be valid. An attack algorithm which can otherwise do this could
be used to solve the computational Diffie-Hellman problem!, which we assume is
impossible.

In any watermark detection, all the v;; must come from the same V, and that
V is the one associated with 2. Likewise, all the k; must come from the same k,
and that k is the one associated with 2. If a watermark detector mixes and matches

coefficients from different V or from different k, it can not fulfill equation 3.2:

Dc(fo; g, A\ N) = 6:Dc(fi9, A N).

i=1
Encrypting both sides of equation 3.2, we see

n

i=1 i=1
A mix-and-match attack would have to generate fj, but neither of these equalities
can be formed homomorphically without the knowledge of # or D ( fi; g, A, N), neither

of which are known to the detector. Again, an attack algorithm which could do this

'The computational Diffie-Hellman problem is: given ¢ = ¢® mod N and b = ¢¥ mod N, find
c = ¢g"¥ mod N. This is assumed to be impossible to calculate in polynomial time.
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could be used to solve the computational Diffie-Hellman problem, which we assume
is impossible.

We showed that for a given €2 there is only one possible V and k that will be
accepted, and that no mixing and matching is possible. Therefore, the wholeness
property holds. Recall that a valid query is one that satisfies both the wholeness and
legitimacy conditions. Since the legitimacy property also holds, then by definition,
the secure module will respond INVALID if a query is invalid. If a query is valid, the

secure module will not respond INVALID by design. U

Note that there are a variety of attacks which will not be caught but seem as if
they violate the wholeness constraint, usually attacks on columns of V. For exam-
ple, an attacker could remove column ¢ from the encrypted transform matrix V and
remove sample ¢ from the signal, and the watermark detection query will be valid.
However, the attacker could achieve the same result by using the original signal and
setting coefficient 7 to 0. More generally, any linear combination of columns of V' (ho-
momorphically generated) can be simulated by careful choice of signal. A proposed
attack that can be simulated by the choice of the signal is not considered to be a
valid attack, because these “attacks” do not reveal any information which could not

easily be discovered with a valid query.

3.2.3 Attacks on Small Plaintext Space

First we present an attack on a small plaintext space. Let S and V be as defined in
Section [3.1.2. Assume, for this example, that all s;; come from a set of k possibilities.
For z = 1..n and y = 1..m, the attacker forms V' such v;, = v;; and for all
(4,7) # (2,9), vi; = vij. A performs a standard VG-SQIM watermark detection for
each (z,y). If the secure module responds INVALID, then the attacker knows that the
query broke the wholeness constraints, and that s,, # s;1. Conversely, if the secure
module responds “watermarked” or “not watermarked” then the attacker knows that
Szy = 51,1. After nm iterations, the attacker will know which elements of S are equal

to s11.
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While the example attack found the elements equal to s; i, it is obvious how to
expand this to all elements of S. Only min((mn)?, (k — 1)mn) queries of the secure
module are necessary to do so.

To prevent this attack, and others which take advantage of the small plaintext
space, we randomize the plaintexts so as to increase the set of possible plaintexts.
Instead of using the transform matrix S, we will use S’, where

8y = Sij T TiD,

where r;; € Z, is chosen randomly and p is a factor of the modulus N. The
encrypted matrix V in the watermarking public key is now formed from S’ instead
of S.

The wholeness constraints are checked as normal. If a query is verified as valid,
the plaintexts are taken modulo p, and the resulting values will be equal to what they
would have been if S had been used.

This is also done with the secret quantization values. Define
o) = o +rip,

where r; € Z, is chosen randomly. The encrypted vector k in the watermarking
public key is now formed from alpha’ instead of «.

Finally, this is done with A and ¢ as well:
A=A+ TaPs

o = 5+rbp7

where r,,r, € Z, are chosen randomly. ¥ is now formed from A’ and 7 is now
formed from ¢’.

The method presented in this increase the number of possible plaintexts by a
factor of ¢, rendering VG-SQIM safe from the specific attack presented and attacks

on the small plaintext space in general. It contributes minimal computational load
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and no communications overhead for the secure module. The only requirement is
that all possible transform coefficients be smaller than p, which we will now show is
a reasonable assumption.

Consider the following (large) signal. Assume 23 samples, each with 24 bits of
precision, and transform coefficients with 48 bits of precision. Then the maximum

230+24+48 _ 9102 T the Paillier cryptosystem, if

possible transform coefficient is
|N| = 1024 bits then |p| = 512 bits. Even in the case of such a large signal, the

assumption easily holds.

3.2.4 Efficiency

Recall that signals are of length m and there are n transform coefficients. Samples of
the signal are k-bit numbers and encryptions modulo N have ¢ = log, N bits.

With the IND-CCA1 Paillier cryptosystem, each encryption contains 3 2¢-bit com-
ponents, 6/ bits total. A VG-SQIM query contains 2n + 5 encryptions, for a total of
6¢(2n 4+ 5) bits. In comparison, G-SQIM sends 2¢(n + 2) bits and SQIM sends ¢n bits.
Standard QIM sends approximately mnk + mk + n bits. VG-SQIM requires 6 times
more bandwidth than G-SQIM and 12 times more bandwidth than SQIM. However,
in the example given in Section 2.6, VG-SQIM still requires 200 times less bandwidth
than standard QIM.

Assuming that modular exponentiations dominate the running time, the whole-
ness constructions do not significantly affect the running time. The IND-CCA1 Pail-
lier cryptosystem required by the legitimacy constraint, however, requires 3 modular
exponentiations for every decryption, instead of the 1 modular exponentiation per
decryption required for the standard Paillier cryptosystem. VG-SQIM will therefore
have running time approximately 3 times longer than that of G-SQIM.

3.2.5 Security of VG-SQIM

VG-SQIM is secure against active adversaries assuming the IND-CCA1 security of the
cryptosystem presented in Section 3.2.1.
The security of VG-SQIM is based on the security of G-SQIM. Because of the
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validation of VG-SQIM, the secure module will only respond to honest-but-curious
watermark detectors. Therefore, the proofs of security and zero knowledge (or mini-
mal information) for G-SQIM naturally extend to VG-SQIM against active watermark

detectors.

3.3 Verified Secure Spread Spectrum (V-SSS)

Kalker [22] presented a secure Spread Spectrum (SSS) system which utilizes a secure
module in a semi-public key watermarking scheme. We will briefly summarize the
Spread Spectrum watermarking scheme and introduce SSS, which is secure versus
passive adversaries. We will present Verified SSS (V-SSS), a modified version of SSS

which is secure against active adversaries.

3.3.1 Spread Spectrum Watermarking

The watermark secret is a vector w = {wy, ..., w,} where each w; = £A. T is a
public transform.
Watermark Embedding: To embed a watermark into a signal x = {z1, ..., z;, },

the signal is first transformed:
Tx=c={c1,....,cn}

The watermark is added to the transform coefficients, and the inverse transform

is performed on the result to generate the watermarked image x:

x= T Hc+w)
= T HTx+w) .
= x+T'w

Watermark Detection: The watermark detector is given w, T, a threshold 7,
and an input signal y. It correlates w with Ty, and if the correlation is greater than

7 announces that y is watermarked. That is, y is considered watermarked if
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Ty -
yW>7’.

vIy -Ty =
3.3.2 Secure Spread Spectrum (SSS)

Only watermark detection is changed in Secure Spread Spectrum; watermark embed-
ding is unaltered.

Let w = {w,...,wpn}, where w; = Ep(w;,r;;9,N) be an encryption of the wa-
termarking secret which is stored in the watermarking public key. To perform SSS
watermark detection on a signal y, the watermark detector first transforms the signal
to find Tx = c¢. The Hidden Transform methods of Section 2.3 are then used to find

the encrypted inner product of ¢ and w, using w:
A= FEp(c-w,r;g,N).

The watermark detector then computes

B=71y/Ty Ty

in the clear. It sends the query (A, B) to the secure module, which decrypts A

and announces that y is watermarked if
Dp(A;9,\,N) > B. (3.3)

3.3.3 Verified Secure Spread Spectrum (V-SSS)

The security of SSS versus honest-but-curious watermark detectors follows immedi-
ately from the security of the Paillier cryptosystem. Notice, however, that the secure
module has a similar vulnerability to that in SQIM. Suppose an adversary has a Pail-
lier ciphertext « = Ep(m,r’; g, N) for which m is unknown. If the adversary submits

(cr,7y) to the secure module, it will reveal if m > ~. Furthermore, by performing this
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test multiple time with intelligently chosen 7, the adversary can discover the value of
m in log, N queries.

Again, the solution to active adversaries is to have the secure module reject queries
which are not valid. As with VG-SQIM, attacks which can be simulated by careful
choice of signal are not considered to be valid attacks. To enforce legitimacy, it is again
sufficient to change from the semantically secure Paillier cryptosystem (Section 2.2.1))
to the IND-CCA1 Paillier cryptosystem (Section [3.2.1) and enforce the wholeness
constraints.

As before (Section 3.2.3)), we can eliminate attacks on the small plaintext space
by replacing all w; with w; = w; + r;p where r; € Z, is chosen randomly, and having
the secure module take the decryption in Equation 3.3/ modulp p . In the case when

w; = £A, this is especially important.

Wholeness

The wholeness construction, as in VG-SQIM, is more involved. First, a random k &€
Zy is chosen, and included in the watermarking private key as k = Ep(k,ri; g, N).
Let o' = {w],...,w,}, where W, = wF, so W, = Ep(kw;,7;9,N). Finally, define
A" = Ep(k(c-w),r; g, N), which can easily be computed with w’ in the same manner
as as A is computed with w.

Queries to the secure module are of the form (A, A’, B,x). When the secure

module receives a query, it first decrypts k to find k, and verifies that

kDp(A;9,\,N) = Dp(A’;9,\, N). (3.4)

If this condition does not hold, then the secure module returns INVALID. Otherwise
it continues with watermark detection as in Section 3.3.2.

For V-SSS, violating the wholeness constraint means combining different water-
marking secrets. For example, {w;, ...,w%} could be drawn from one watermarking
public key, while {W%_H, ..eywn } could be drawn from another. There are only two
conditions where this will not result in a response of INVALID.

The first condition is if the attacker could either encrypt its own k or guess the
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decryption of an existing . Then, knowing k, it could calculate it’s own w’ = w*. Note
that this calculation is not possible without knowledge of k, because homomorphic
multiplication involves multiplication by a known constant, and both w and k are
encrypted. Since the IND-CCA1 Paillier public key is not known, the attacker can’t
encrypt it’s own k, and the probability of it guessing at the decryption of an IND-
CCAL1 Paillier ciphertext is negligible, so this attack is not possible

Second, the attacker could fool the secure module by getting very lucky by choos-
ing a signal and mixing watermarking secrets so that Equation 3.4 holds. Again, since
the attacker doesn’t know the value of k£ or the watermarking secrets, this happens
with negligible probability.

Therefore, it is not possible to violate the wholeness property without the secure

module responding INVALID.

Security

With the legitimacy and wholeness constraints satisfied, the secure module will only
respond to valid queries. Because the SSS system is secure against all adversaries who
only submit valid queries (honest-but-curious adversaries), the V-SSS system is secure
against active adversaries. Furthermore, it reveals as little the minimum information
possible with each watermark detection, which is the single bit revealing whether or

not a signal is watermarked.

3.4 Conclusion

In Chapter 3 we presented two extensions to SQIM, and one to SSS. For SQIM, we
first show in G-SQIM how to use arbitrary quantizer step sizes, as opposed to the step
size of 2 which is required by SQIM. Next we showed how to make G-SQIM, which is
secure only against honest-but-curious watermark detectors, into VG-SQIM, which is
secure versus any watermark detector. We also introduced a method to avoid attacks
that take advantage of small sets of possible plaintexts. Finally, we showed how to
modify SSS, which is secure only against honest-but-curious watermark detectors,

into V-SSS, which is secure against any adversary.



Chapter 4
Image Identification with Randlets

The randlet transform is a new transform composed of randomly-chosen basis func-
tions. This randomization gives the randlet transform distinct advantages which are
important from signal processing and security points of view.

There are two types of randomization, explicit and implicit. With implicit ran-
domization, input signals are assumed to be stochastic, and probabilistic claims are
made about the output based on these assumptions. Signal processing applications
generally use implicit randomization. Explicit randomization, like that used in the
randlet transform, is randomization that is inherent to an algorithm and is inde-
pendent of the input. Explicit randomization allows algorithms to avoid worst case
performance and eliminates the need to make statistical assumptions about the input.

Because randlet transform basis functions are chosen at random from a large
set of basis functions, the worst case performance of the transform (say, missing an
important image feature) occurs with extremely low probability. This is similar to
the idea of universal hash functions (See [12]). A universal hash function is chosen at
random from a large family of hash functions. They are constructed so that for any
two distinct inputs the probability of a hash collision, when taken over the choice of
hash functions, is close to optimal, even without making any stochastic assumptions
about the inputs. The main idea behind universal hash functions is that one may
dispense with statistical assumptions about the input and for most choices of keys

expect good performance. This is crucial since in the case of an intelligent, malicious
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attacker it is not always possible to make statistical assumptions about the input.

The randomness of the randlet transform also means that without knowledge of
the key, the transform coefficients are independent. It also allows analysis of the
entropy of transform coefficients without making assumptions about the statistical
nature of the input. Furthermore, there are benefits in security applications such as
hashing and watermarking because an attacker does not know which basis functions
are used in the transform, making attacks much more difficult.

It is natural to wonder why a new transform is necessary to introduce randomness.
For example, a DCT can be multiplied by a random matrix to randomize the output.
For many applications, though, randomization is not sufficient. In the case of image
identification, the transform also must be perceptual to achieve good performance.
A perceptual transform is one where two images that are perceptually similar will
have similar transforms. The randlet transform is both randomized and perceptual,
whereas the example of the randomized DCT is randomized but not perceptual.

Furthermore, a deterministic transform which is susceptible to an attack will still
be susceptible to the same attack when randomized, because an attacker will still
know a great deal about the portions of an image which are important. For example,
if a certain attack works well in some sense versus the low-low band of a wavelet
transform, then it will also work well against a version of that transform where the
coefficients are subsequently randomized. An attacker would know, at a minimum,
that the transform is based on the low-low band of the wavelet transform, and not at
all on the other 3 bands, even if it could not predict the exact transform coefficients
as a result of the randomization.

Section/4.1lintroduces the randlet transform. It is a family F = { fx } of transforms
indexed by a key K. Each transform uses a set of basis functions that are chosen
pseudo-randomly based on the key. The key specifies which member of the family
will be used for a particular instance of the transform.

Basis functions in the randlet transform are called randlets. Randlets are generally
formed by taking a small number of localized functions known as mother randlets,
and scaling, translating, rotating, and otherwise modifying them. The result is a

large number of possible randlets. Each randlet transform uses a small subset of
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all possible randlets as its basis functions. While they offer some multi-resolution
properties, they do not have the fine structure (e.g., the nested vector spaces) of
standard multi-resolution analysis.

Section 4.2 discusses the performance of the randlet transform in image hashing
and image identification. We write that an image identification system H(-) takes
as input an image I/ and outputs a vector v which represents the image: v = H([).
Let A be a family of attacks against which H is meant to operate, and let A € A
be a specific attack. H has the property that when [ is perturbed by an attack,
v is not changed much, so ||[H(I) — H(A(I))|| < e with high probability. Also, if
two distinct images are compared, then their vectors should be distinct as well, so

|H(I) — H(I'")|| > e with high probability. We define the following two terms:

Probability of false positive: P = Pr[||H(I) — H(I')|| < €]

€

Probability of false negative: P = Pr[||H(I) — H(A(I))]| > €

€

The goal of an image identification system is to achieve low P+ and P, but
lowering one will generally cause the other to rise. As epsilon is varied, P and P
describe an ROC curver. The ROC curve itself is defined by the attack and the
transform. An application will choose a point along the ROC curve according to its
own particular needs. In general, it is more important to have a low P because in
most systems there are many more distinct images than there are attacked images.
Additionally, an adversary who is attacking images may be deterred by a detection
probability of even 50%.

Systems already exist that manipulate transform coefficients to perform image
identification and image hashing (see section [4.0.1)), but one of the motivations for
the randlet transform was to generate a transform that was itself resistant to attacks.

Additionally, the randlet transform can be used as a component in many of these other

systems. This paper is concerned with the performance of transforms in identifying

!Generally, an ROC curve is defined as P versus 1 — P~. However, for our purposes it is more

useful to have ROC curves of P versus P, .
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images, and so compares the randlet transform to the wavelet transform and not to
these other, higher-level systems. We note, however, that the randlet transform taken
alone already achieves excellent performance in relation to other systems.

In this paper our transforms are discrete and the focus is on algorithmic details
and experimental results. We consider attacks based on rotation, cropping, scaling,
additive noise, and JPEG compression. The randlet transform produces ROC curves
superior to those of the DWT against most attacks, and especially against rotation
attacks.

Figure 4.1 shows a model of an image identification system. An attacker attacks an
image, which is then given to the system. The image is transformed and the transform
coefficients are compared to a database of transform coefficients. The output is the

likelihood that the image is an attacked version of one of the images in the library.

4.0.1 Previous Work

The Matching Pursuits [31] transform uses an overcomplete basis to transform im-
ages, searching at each position to find a basis function with sufficiently large power,
and using residuals to compensate for the overlapping nature of the basis functions.
This is similar to randlets, except that the transform is not explicitly randomized.
Ventura et al. [45] use matching pursuits with two-dimensional Gaussian and Mexican
hat basis functions to compress images. Curvelets [9] are an overcomplete transform
with a very complicated structure.

Mihcak and Venkatesan [34] and Venkatesan et al. [44] use randomized methods
for image hashing and identification, but they achieve their results by manipulating
transform coefficients, as opposed to randlets, where the randomization in inherent
to the transform itself. Fridrich uses randomness in image hashing [16, 17], but the
resulting transforms are not capable of inversion, and are susceptible to certain at-
tacks, like rotation. Furthermore, these transforms are not localized and so can not
take advantage of localized features of documents. A common tactic is to attempt
to identify images by extracting image features such as edges and corners. See, for

example, Johnson et al. [21].
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Figure 4.1: Model of an image identification system.
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4.1 The Randlet Transform

The main idea behind the randlet transform is to randomly generate a set of basis
functions and project them onto an image. Without knowing the basis functions it is
hard for an adversary to predict what the projections will be.

The randlet transform can be inverted if a sufficient number of coefficients are used.
For identification or hashing purposes, 100 3-bit coefficients are generally sufficient to
survive the attacks we tested. If reconstruction will be performed, or if it is important
that the projections are orthogonal to each other, each projection is subtracted from
the image before the next projection is made. Successive projections provide a closer
approximation to the original image. The reconstruction is then simply the sum of
each randlet multiplied by its transform coefficient. In the case of image hashing, no
reconstruction will be performed, so the transform is simply the projection of each

basis function onto the image.

4.1.1 Randlets

Any two-dimensional function with compact or effectively-compact support can be
a randlet, and any collection of such functions can be considered a randlet basis.
In practice, however, the basis must be close enough to complete to capture the
important features of all signals to be transformed. Furthermore, the addition of
some amount of structure greatly increases the speed and lowers the memory cost of
the transform and inverse transform, while experimentally imposing no cost. All of
the randomness used to form a randlet basis is generated pseudo-randomly with the
secret key.

For image watermarking applications, randlets are discrete, two-dimensional func-
tions. First, a set of mother randlets is chosen. These are the templates from which
other randlet are chosen. The mother randlets are randomly chosen, then randomly
scaled, rotated, and otherwise modified to form base randlets, which are then nor-
malized. The base randlets are randomly translated to form the randlets, sometimes
called final randlets, which may overlap. All of the random decisions (choice of mother

randlets, rotations, translations, etc.) are made pseudo-randomly using a secret key
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and according to user-defined distributions. Note that a randlet basis will not neces-
sarily span the set of all images.

The most important randlets in applications involving images are perceptual ran-
dlets, which are randlets that have few high-frequency components. In watermarking
applications, these randlets result in less perceptual distortion, and are more robust
to desynchronization attacks, especially geometric attacks like rotation and cropping,
because the they are smoothly varying.

Some example randlets are:

Gaussian Randlet: Translations and scalings of: ety
Mexican Hat Randlet: Translations, scalings, and rotations of: y2e?** tov¥*,

Random Randlet: Translations of elliptical regions where each pixel value is chosen
from a normal distribution with standard deviation 1, and the result is normal-
ized. This randlet is not rotated, but many versions with different random

pixels are generated.
Smooth Random Randlet: A random randlet that has been low-pass filtered.

Curvelet Randlet: Curvelets [9] may be used as randlets.

opx?

Wavelet Randlet: Translations, scalings, and rotations of: w(y)e?**", where w(y)

is a wavelet.

Figure 4.2 shows some pictures of some randlets.

Because randlets have compact support (or effectively compact support), they can
emphasize large-scale and small-scale aspects of images, depending on the randlet
scaling. Note that some of the functions above have infinite support, but all are
approximately zero at enough of a distance from the origin. Finally, randlets are
normalized so that the inner product of a randlet with itself is 1.

Randlets of different types can be mixed together in the same basis. A basis with
a single type of randlet is called a pure randlet basis, while a basis with multiple

types of randlets is called a mixed randlet basis. The type of randlet or randlets used
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Figure 4.2: Examples of randlets. All images are normalized for greater visibility.
From left to right: a 200 x 200-pixel Gaussian randlet, a 200 x 14.14-pixel Mexican
Hat randlet, a 200 x 200-pixel random randlet, and a 200 x 200-pixel smooth random
randlet.

depends on the task. For image identification, Gaussian randlets perform the best.
For edge detection, however, randlets with oscillations, such as Mexican Hat randlets
or wavelet randlets, are better. For watermarking, random randlets perform well (See
Chapter ).

4.1.2 Generating a Randlet Transform

It would be a simple matter to generate each randlet at random according to some
distribution. In practice, however, this is prohibitively slow if done in real time, and
would use excessive memory resources if performed as preprocessing. To avoid these
problems the randlet basis is constrained. First, we choose a small number of mother
randlets, which will determine the general properties of the randlet basis that we are
generating. Next, instead of allowing, for example, arbitrary rotations and scalings, a
finite number of scalings and rotations are chosen for each mother randlet. These are
used to form the base randlets, copies of which are then translated across an image.
This is fast, since each base randlet is only generated a single time, and requires
less memory since only a single base randlet has to be stored, along with a list of
translation values.

We now present an example of a randlet basis where base randlets are scaled and

rotated versions of a single mother randlet. The randlet basis is represented in an
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algorithm by a library of base randlets, and a list of translations for the randlets from
the library. Let m(z,y) be the mother randlet. We generate a base randlet by scaling
by « horizontally and  vertically, and then rotating by 6 degrees, to produce the

x a0 cosd —sind x
Yy 1o B sinf  cos6 Yy

blz, y] = m(z',y')

base randlet b[x, y|.

Now we will form the list of translations. Assume that the transform will be
applied to images of height h pixels and width w pixels?. Let n be the number of
randlets in the randlet basis, and Fi(-) be an algorithm which selects a randlet from
the library based on the secret key K. The list of randlets is generated by randomly
sampling from the library using F'(-), and translating those base randlets uniformly
at random [0, h — 1] vertically and [0,w — 1] horizontally. If a randlet partially falls
off the edge of the image, it is cropped to the edge of the image and renormalized
during the transform and inverse transform. Generally, the list of randlets is sorted

so that those with the largest support come first in the list.

Example

As an example, consider generating a basis for 256 x 256 pixel images. Our example
basis will be composed entirely of Mexican Hat randlets with width equal to the
square root of the height. 3 heights are randomly chosen, 95, 48, and 22, and for each
height a number of rotations equal to half the height is randomly chosen. Therefore,
the base randlets are: 95 x 10 Mexican Hat randlets with 48 different rotations, 48 x 7
Mexican Hat randlets with 24 different rotations, and 22 x 5 Mexican Hat randlets
with 11 different rotations. The we choose the distribution for the final randlets to

select size 95 randlets with probability 0.2, size 48 randlets with probability 0.3, and

2Section [4.1.3] describes how to apply the transform on images of different sizes.
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size 22 randlets with probability 0.5, and after the size is chosen each rotation is
chosen uniformly at random. After the size and rotation are chosen, the randlet is

randomly translated across the image.

4.1.3 Transform and Inverse Transform

This section describes the randlet transform and the inverse randlet transform as
performed on an image of size h x w. Section [4.1.3 describes how to apply the
transform on images of different sizes.

The transform is done by projecting each randlet onto the image in turn. After
each projection is taken, it is subtracted from the image. What remains of the image
after the subtraction is called the residual. The transform continues in the manner,
projecting each randlet onto the residual of the previous randlet, for all n randlets.
When applying the randlet transform, it is important that the randlets are sorted
approximately by the size of their support. The largest randlets should be projected
and subtracted first, followed by the smaller randlets. Otherwise, the subtraction of
the large randlets overwhelms the residual of the smaller randlets that were previously
subtracted.

Transform coefficient ¢; is computed by finding the inner product between randlet

J and the residual of randlet j — 1. If the residual of randlet b; is denoted by 7;, then

;=Y riaalr,yl - blw,y) (4.1)

y=1 z=1
In practice, the coefficients are quantized. The quantized value is stored as the
coefficient in the transform, and it is the quantized value that is used to compute the

residual. If Q(-) is the quantizer, then

rilz,y] = risifz, y] — Qey) - bilx, vl (4.2)

The inverse transform is extremely simple. Because residuals are used when taking
the transform, the projection of each randlet is orthogonal to the previous randlets.

Therefore, the original image can be reconstructed by simply adding together each
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randlet multiplied by its corresponding transform coefficient. If I]i, j] is the recon-

structed image, then

n

Iz, y] = ¢ bjlz,y] (4.3)

j=1
For both the transform and the inverse transform, the running time a basis of n
randlets, each with area A, is O(nA).
In both the image identification and watermarking contexts, a variant randlet

transform, called the forward randlet transform, is used:

cj=A"rj, je{l,...,n}.

No residuals are involved in the forward randlet transform. In the context of im-
age identification, residuals are not necessary because the transform coefficients are
used only to find information about an image, never to perform an inverse transform
and reconstruct the original image. In the context of image watermarking, the use
of residuals would cause the transform coefficients to be unstable, since a small per-
turbation in a part of the image covered by the first randlets could cause changes in
the coefficients of all later randlets. For watermarking, other methods are used to

compensate for the non-orthogonality of the randlets.

Practical Considerations

In application, the randlets are not projected across the entire image. The effec-
tive footprint of the randlets is computed in the preprocessing phase by considering
only the area where the randlets have non-negligible value. The randlets are then
"windowed” to this area.

Since the center of each randlet ranges uniformly across the whole image, the
extremities of the randlets can reach outside of the image, which results in edge-effects.
The edge effects can be eliminated by padding the image with a mirror-image of itself
at each edge, and increasing h and w to accommodate the padding. Experimentally,

a padding of 5 to 10 pixels per side is sufficient.
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After a number of projections have been taken, the residual often contains small
details that are unlikely to be found by randomly-placed randlets. Large randlets
will overlap with these details, but will not be able to detect them because of the
difference in scale. Smaller randlets could detect them, but will overlap them with
very low probability. We have found that an effective way to solve this dilemma is to
perturb each randlet and store the projection with the largest power, along with the
location of the perturbation. These perturbations can include small translations and
rotations, increases and decreases in frequency, etc. Perturbing randlets has more
of an effect on smaller randlets and randlets with high frequency components, while
having less of an effect on larger and low-frequency randlets.

Such perturbations introduce side-information that increases the size of the trans-
form data, but can dramatically speed the transform’s convergence. For a transform
of a given size, the version formed by testing small perturbations will generally have
a smaller distortion. On the other hand, perturbing randlets greatly slows the trans-
form. For example, If the randlets are perturbed ¢ pixels in both the horizontal and
vertical directions, running time increases by a factor of O(4?).

Figure 4.3 shows, for a sample image, the distortion between the inverse transform
and the original image as a function of the number of randlets projected. The results
are typical for the case when the randlets are perturbed. Preliminary, unoptimized
tests have shown that when quantized and compressed, transform size is within a
factor of two to four of JPEG compression.

With the Randlet Transform, much like with Matching Pursuits [31], lossy com-
pression is easy to do to an arbitrary level by throwing out coefficients corresponding
to the randlets with the least power. In terms of the list of randlets in section 4.1.2,
lossy compression can generally be achieved by using only the randlets near the be-
ginning of the list, ignoring the randlets at the end of the list.

The rate of lossy compression can be varied dynamically as well, so the amount
of bandwidth spent on an image can be made equal to the bandwidth available. An
image can be sent iteratively so that the basic representation appears first, and the

details are filled in later.



CHAPTER 4. IMAGE IDENTIFICATION WITH RANDLETS

59

Mean Square Error Distortion

9000
8000 | :
7000 | .
6000 | 1
5000 | 1
4000 | 1
3000 } 1
2000 .

1000 |\ -

~
~
~~a o
-

0 1 2 3 4 5 6 7 8 9 10
Number of Randlets Projected

Figure 4.3: Convergence of the randlet transform for a sample image.
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Extending the Transform

A specific instance of the randlet transform is generated to work with a specific image
size. To extend its usefulness, the randlet transform should be applicable to images
of any size. There are two ways to achieve this.

First, the randlets can be chosen with centers in the range [0, 1], and the transform
can be expanded to the actual size of whatever image is chosen. In this method, the
randlets themselves must also be scaled to match the size of the image. The advantage
of this method is that many coefficients of the transform will become scaling-invariant.
However, in order to ensure that this transform will scale well for large images, the
randlet basis must be enormous. Many randlets will be redundant on small images,
but are necessary to enable the transform to be taken to large scales.

The second method is to generate the transform for a relatively small image, say
128 x 128 or 256 x 256. Images larger than this size are decomposed into blocks and the
transform is performed separately on all blocks. This is the preferred method, because
it avoids the redundant basis functions of the previous two methods. However, the
first methods can be useful for applications of the randlet transform such as hashing
and watermarking, where a small number of basis functions are used, and the basis
used is not expected to be complete

In order to reduce edge effects between blocks, each block can be is padded as
in section 4.1.3, or the “padding” can be the first 5 or 10 pixels from the adjacent
blocks. Additionally, most images will not come in integer multiples of the block size.
To deal with this, the image itself is padded to achieve a size that is a multiple of the

block size. This padding is removed as part of the inverse transform.

4.2 Image Identification and Hashing

An image identification system H(-) takes as input an image I and outputs a vector
v = H(I) which represents the image. Distances between vectors are computed as
the Euclidian distance. v is computed by converting the image to a grayscale, scaling

it to 256 x 256 pixels, and then computing the transform of the resulting image. We
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tested many randlet transform families and all of the wavelet transforms available in
Matlab.

In an image identification system it is important that the identification vectors be
kept secret, because an attacker with enough pairs (I;,v;) will be able to determine
the basis functions that are being used, making it much easier to mount attacks.

For a randlet-based system, each image is transformed with a randlet transform,
and v is assigned to be the transform coefficients. Residuals are not taken, so each
randlet is projected directly onto the original image and randlets do not need to be
sorted by size. If residuals were used, a change in an image that affected one coefficient
would affect later coefficients not only through the change in the image, but also in
the change in the residual. Furthermore, the power of later coefficients becomes small
when residuals are taken, making them less useful in identifying images. By not using
residuals, each transform coefficient is made to depend only on the image, not on the
ordering of randlets in the randlet basis. Since inversion is not necessary in image
hashing is it possible to use relatively few basis functions to generate each image hash.
100 coefficients is sufficient for most purposes (see section 4.2.1)).

Figures 4.4] 4.5/ 4.6/ 14.7, 4.8, and 4.9 show the distribution of coefficient values for
two different randlet transforms, a Gaussian randlet transform with effective support
of 200 x 100, and a Mexican hat randlet transform with effective support of 200 x 200.
See Section 4.1.1] for descriptions of these randlets.

Figures 4.4/ and 4.7 show histograms of the values of 500 coefficients from 500
transformed images. Figure 4.4/ used a randlet basis of 200 x 100 Gaussian randlets,
while Figure 4.7 used a randlet basis of 200 x 200 Mexican Hat randlets. Since
Gaussian randlets are strictly positive, and since residuals are not being used, all of
the coefficients from the first transform are positive. As the histograms show, the
transform using Gaussian randlets produces very few coefficients with low power,
while the transform using Mexican Hat randlets produces many coefficients with low
power.

Figures 4.5/ and 4.8 show overlayed histograms from three separate images. Fig-
ure 4.5/ uses the same transform as Figure 4.4, and Figure 4.8 uses the same transform

as Figure 4.7. For both transforms, the histograms of each image are quite distinct,
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Figure 4.4: A histogram of coefficient values. 500 images were transformed with a
randlet basis made up of 500 200 x 100 Gaussian randlets, for a total of 250,000
coefficients in the histogram. The x-axis is coefficient values, the y-axis is the number
of coefficients with each value.
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Figure 4.5: Three overlayed histograms, each of the coefficient values from a different
image. 3 images were transformed with a randlet basis made up of 500 200 x 100
Gaussian randlets, for a total of 1500 coefficients in the histogram. The x-axis is
coefficient values, the y-axis is the number of coefficients with each value.
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Figure 4.6: Three overlayed plots, each showing the coefficient values for a different
image. 3 images were transformed with a randlet basis made up of 500 200 x 100 Gaus-
sian randlets. Each position on the x-axis corresponds to one of the 500 transform
coefficients, while the y-axis shows coefficient values.
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Figure 4.7: A histogram of coefficient values. 500 images were transformed with a
randlet basis made up of 500 200 x 200 Mexican Hat randlets, for a total of 250,000
coefficients in the histogram. The x-axis is coefficient values, the y-axis is the number
of coefficients with each value.
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Figure 4.8: Three overlayed histograms, each of the coefficient values from a different
image. 3 images were transformed with a randlet basis made up of 500 200 x 200
Mexican Hat randlets, for a total of 1500 coefficients in the histogram. The x-axis is
coefficient values, the y-axis is the number of coefficients with each value.
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Figure 4.9: Three overlayed plots, each showing the coefficient values for a different
image. 3 images were transformed with a randlet basis made up of 500 200 x 100 Gaus-
sian randlets. Each position on the x-axis corresponds to one of the 500 transform
coefficients, while the y-axis shows coefficient values.




CHAPTER 4. IMAGE IDENTIFICATION WITH RANDLETS 68

but there is substantial overlap in their distributions.

Figures'4.6/and 4.9 show overlayed plots of coefficients from three separate images.
Figure 4.6/ uses the same transform as Figure 4.4, and Figure 4.9 uses the same
transform as Figure [4.7. Again, for both transforms, the coefficients of each image
are distinct, but there is substantial overlap in their distributions.

For a DWT-based system, each image is transformed several times with the DW'T,
and the very lowest band is reshaped into a vector and assigned to v. It was deter-
mined experimentally that performance falls significantly when coefficients other than
the low-low band are included in v. However, with each application of the DW'T, the
number of coefficients in the low-low band decreases by a factor of 4, which means
that a 6-level DWT transform would result in only 16 coefficients. The randlet trans-
form produces slightly superior performance to the 6-level DW'T when only 16 randlet
coefficients are used, but the randlet transform also has the option of increasing the
number of coefficients to produce superior performance, an option the DW'T does not
have.

Quantization can be used to increase the entropy per bit of a hash. For example,
instead of assigning each coefficient 12 bits, it may be beneficial to quantize the
coefficients to 3 bits and generate 4 times as many coefficients. This is discussed in

more detail in Section 4.2.1.

4.2.1 Experimental Results

All tests were performed on images taken from a library of 10,000 images. The
images were of various sizes, but most were approximately 375 x 265 pixels in size.
Unless otherwise stated, we ran our tests on 500 randomly-chosen images from the
library. All of the wavelets present in the Matlab Wavelet Toolkit were tested. The
Daubechies ”db9” wavelet performed as well or better on image identification than
any other wavelet tested, so we use it as the exemplar wavelet in all the DW'T tests
we present here.

The top chart in Figure 4.11/ shows the results of cropping and rotating attacks.

ROC curves are given for a 200 x 200 Gaussian randlet transform and for the 6-level
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DWT transform, both of which performed well for their respective transform types.
Neither transform had any trouble with scaling (both enlarging and shrinking), addi-
tive Gaussian noise with standard deviations of 0.1 and 0.2 (pixels take values from 0
to 1), and JPEG compression of 50% and 5%. These attacks are not shown because
they would not be visible as they are too close to the axes. The randlet transform sig-
nificantly outperforms the DW'T against cropping, and vastly outperforms the DWT
against rotation attacks.

Note that these results do not hold true for all randlet transform and wavelet
transforms. For example, DWT transforms using 5 or fewer levels do significantly
worse in all tests, some other wavelet families perform very badly, and various randlet
bases also perform poorly (see below).

To simplify and clarify the presentation, a strong, canonical composite attack was
used for the results which follow. Unless otherwise stated, all ROC charts illustrate
image identification performance against this canonical attack. The attack is, in
order:

Rotation: Rotation of 5 degrees around a point 45% of the way from the top
of the image and 45% of the way from the left of the image. Detecting a rotation is
more difficult when the center of rotation is not the center of the image.

Cropping: The bottom of the image is cropped by 5% and the right edge by 4%.
Cropping the image asymmetrically is a stronger attack than cropping symmetrically.

Scaling: The image is shrunk to 80% of its original width and 90% of its original
height.

JPEG compression: JPEG compression with quality of 10 is applied.

Additive Gaussian Noise: Additive Gaussian noise with a standard deviation
of 0.2 is added. Pixel values range from 0 to 1, and if the noise pushes a pixel below
0 or above 1, it is set to 0 or 1, respectively.

Figure 4.10 shows the effects of the canonical attack on a sample image.

Figure 4.11 illustrates the performance of a randlet transform consisting of 200 x
200 Gaussian randlets and a 6-level Daubechies db9 wavelet transform against 10 and
20 degrees of rotation, and against 10% and 20% cropping. Figure 4.12 shows how

several randlet and wavelet transforms fared against the canonical attack.
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Figure 4.10: ITllustration of the canonical attack. From left to right: the original image,
the attacked image before adding Gaussian Noise, and the final attacked image

Experimentally, random randlets, Mexican Hat randlets, and the DW'T with 1 to
5 levels all perform very poorly. The 7-level DWT also performed poorly, although
not as horribly as the previous examples. Next are 300x300 Gaussian randlets,
smooth random randlets, and the 6-level DWT, which performed decently. The best
performers, by far, are 100 x 100 200 x 100 and 200 x 200 Gaussian randlets.

Figure 4.13 shows how the number of coefficients affects image identification per-
formance under the canonical attack. For each test a basis of 500 200 x 100 Gaussian
randlets was used. A random subset of all 500 coefficients was chosen and distances
between images were computed with that subset of coefficients. Each test was run 20
times, except for the test with all 500 coefficients which was only run once.

Performance increases as the number of coefficients in a randlet transform in-
creases, but there is a decreasing benefit to adding more coefficients. Using 5 or
fewer coefficients gives poor performance under the canonical attack. 10, 20, and 50
coefficients perform increasingly well, although not near the asymptotically optimal
performance. 100 coefficient performs about as well as well as 200 coefficients, and
both perform almost as well as 500 coefficients, which experimentally seems to be
about the asymptotically optimal performance level. Against the composite attack,
100 coefficients is very close to optimal, and 200 coefficients give performance almost

equivalent to optimal.
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Figure 4.11: ROC curves for image identification against cropping and rotation at-
tacks. A randlet transform consisting of 200 x 200 Gaussian randlets and a 6-level
Daubechies db9 wavelet transform were tested.
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Figure 4.12: ROC curves for many different transforms against the canonical attack.
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Figure 4.13: ROC curve showing how the number of coefficients affects the perfor-
mance of image identification with the randlet transform. A basis of 500 200 x 100
Gaussian randlets was used. Performance was so poor with a single coefficient that
it does not even show up on the graph.
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With 16 coefficients, a 200 x 100 Gaussian randlet transform performs slightly
better than the 6-level DW'T, which always has 16 coefficients. Not only does the
randlet transform give better performance per coefficient than the DWT it also has
the ability to increase the number of coefficients arbitrarily, while the DWT does not.

Sometimes a basis with fewer randlets can outperform a basis with more randlets,
even when the smaller basis is a subset of the larger one. This is because not all
randlets are equal. Some randlets will tend to be better image identifiers with certain
groups of images. To take advantage of this fact, an image identification system
may generate a large randlet basis, run tests on a subset of images to find out which
randlets give the best performance, and then choose only the best bases for use in
the full system.

It is interesting to note that in our tests it was often possible to identify images
with only a single coefficient. We tested this by projecting 20 200 x 100 Gaussian
randlets onto the entire 10,000 images at our disposal. Each randlet, by itself, was
sufficient to distinguish all images in the library from each other. Of course, this
only works in the absence of attacks, as figure [4.13/ shows that a single coefficient
has a horrible false negative probability. Also, these tests took advantage of the high

precision of floating point numbers in Matlab.

Quantization

We tested a uniform quantizer over a range of quantization step sizes. A reasonable
step size was one where the coefficients would be well distributed among various
values. Quantization with a reasonable step size only slightly affected the performance
of the randlet transform. Once the step size became so large that the coefficients were
no longer well distributed, performance fell dramatically.

We also tested a non-uniform quantizer. It generated bins that were equiprobable
over all transform coefficients in all un-attacked images. For a specific image the
coefficients would be more likely to fall in certain bins than others, but a coefficient
randomly chosen over all images would be equally likely to fall into each bin. For
each bin, the quantization point was the mean value of all coefficients in that bin.

Figure [4.14 shows the effects of quantizing randlet transform coefficients with the
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Figure 4.14: The results of quantizing the transform coefficients with a non-uniform
quantizer. A basis of 500 200 x 100 Gaussian randlets was used.
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non-uniform quantizer. A basis of 500 200 x 100 Gaussian randlets was used. The
quantizer worked very well with the randlet transform. Performance suffered with
too few bins, but with 8 bins performance was close to the unquantized performance,
and with 16 bins it was almost equivalent. In these tests, therefore, 3 bits per coef-
ficient is reasonable and 4 bits per coefficient achieves approximately the maximum
performance possible with the randlet transform. Combining this with the results
above about the required number of coefficients, we can see that against the canoni-
cal attack 300 bits per image almost achieves optimal performance, and 800 bits per
image achieves optimal performance.

It would be desirable to have as few coefficients as possible change after an at-
tack. To test this, transform coefficients were compared before and after the canoni-
cal attack. Figure 4.15/illustrates the probability that a particular coefficient will be
changed by our canonical attack for several different transforms. The randlet trans-
form performs significantly better than the DW'T. The probability of the canonical
attack changing a particular coefficient is low when there are few bins, but grows

quickly as the number of bins grows.

Entropy

For a deterministic transform and a given image, there is no uncertainty as to any of
the image’s transform coefficient values. As a consequence, it doesn’t make sense to
talk about the entropy of coefficients for a fixed image when taking a deterministic
transform. With the randlet transform, if the secret key is unknown then there is
still uncertainty as to an image’s transform coefficient values, even for a fixed image.
With the randlet transform it is possible to talk about the entropy of coefficient
values for a fixed image by calculating over all possible key values. Of course, as a
linear transform there are limits to the entropy of randlet transform coefficients. For
example, a completely blank image would not result in any entropy in the coefficients.

When taken over a distribution of images, the uncertainty of coefficient values
with the randlet transform comes from both the distribution of images and the ran-
domization of the transform. On the other hand, the entropy of coefficients with

deterministic transforms, such as the DWT, depends completely on the properties of
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Figure 4.15: The probability that a coefficient will be changed by an attack, as a
function of the number of quantization bins.
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the image being transformed. Because it is only meaningful to talk of the entropy of
DWT coefficients over a distribution of images, all entropy comparisons below do so.

Because the entropy of coefficients depends in part on the complexity of the images
being transformed, we tested the variance of images and subsets of images to deter-
mine if there was sufficient complexity in most images. 500 randomly chosen images
were scaled to 256 x 256 pixels and decomposed into 200 randomly chosen, overlap-
ping rectangular subsets of random size and position. The variance was calculated
for the pixels in each rectangle.

Figure 4.16/is a histogram displaying the number of rectangles with each level of
variance when taken over all 200 rectangles in all 500 images tested. There is a spike
of variances very close to 0, which presumably corresponds to areas of images which

are solid-colored.
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Figure 4.16: A histogram of the number of rectangles with each level of variance.
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An arbitrary threshold was chosen so that over all rectangles from all images,
a quarter of variances were less than the threshold and three quarters were greater
than the threshold. Figure 4.17 is a histogram which orders images by the number
of low-variance regions, defined as regions with variance less than the threshold. For
each image, the number of rectangles exceeding the threshold was computed. This
histogram shows how many images had each possible total. For example, at 100 on
the x-axis the result is 2. That means that two images had exactly 100 rectangles with
variance above the threshold and 100 rectangles with variance below the threshold.
Note that most of the images are on the right of the graph, which corresponds to

images with few low -complexity regions.
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Figure 4.17: A histogram which orders images by the number of low-variance regions.

We conclude that most images contain a significant amount of variance relative

to this threshold. In our tests approximately 5% to 10% of images had low variance
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relative to this threshold in a large number random rectangles. For example, an image
of a far-away boat on the ocean could have very little variance in the water and the
sky, and only have variance near the boat and the line of the horizon.

Rectangles filled with uniformly random pixel values (in [0,1]) have an average
variance of 8.3 x 1072. Of the images we tested, 96.4% had at least 75% of their
subsets with a variance of at least 8.3 x 1073, and all of the images had at least 75%
of their subsets with a variance of at least 8.3 x 10~*. While some images do not have
much variance, and many images have subregions of low variance, all the images we
tested had enough variance for our purposes.

Figure 4.18 shows the entropy of transform coefficients for four transforms when
taken over 500 images. All the coefficients for each transform were quantized with the
non-uniform quantizer using various numbers of quantization bins. Then, each image
was examined in turn and the entropy of each image’s coefficients was calculated. The
values shown in the chart are the entropy of each coefficient divided by the number of
bits it would take to specify the coefficient’s bin. We refer to this as the normalized
entropy. The closer this value is to one, the closer the coefficients for that image
are to being uniformly distributed across all bins, and the harder it is to predict the
coefficients. Normalized entropy is used so that it is possible to meaningfully compare
quantization with varying numbers of bins.

200 x 100 Gaussian randlets can achieve an average normalized entropy per coef-
ficient of 0.849 bits with 200 bins, while the 200 x 200 smooth random randlets can
achieve an average of 0.998 bits with 2 bins. The 4-level DWT can achieve 0.880 bits
with 52 bins, and the 6-level DWT can achieve 0.699 bits with 10 bins. Although in
certain cases the DW'T produces more entropy than the randlet transform, this does
not detract from the randlet transform. There are many functions which produce a
lot of entropy (for example, XOR) which are not very good as image hashes. It is
sufficient that the randlet transform produces enough entropy per coefficient that the
coefficients are difficult for an adversary to predict.

The 4-level DW'T generates a reasonable amount of entropy. Unfortunately, it is
very poor at image identification. The DWT with the best image identification perfor-

mance was the 6-level DWT, but it is significantly worse than randlets at generating
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entropy in coefficients.

The uniform quantizer implicitly puts the data into bins as well, however the
number of bins is not known ahead of time. Entropy tests using the uniform quantizer
showed that the average normalized entropy for the randlets was slightly diminished
from nonuniform quantizer. For example, the 200 x 100 Gaussian randlets achieved
about 0.816 bits, while the 6-level DW'T achieved 0.722 bits.

4.3 Conclusions

The key point of the randlet transform is that it is built with structured randomness;
structured so as to give good performance, random so as to avoid worst-case perfor-
mance and to thwart attackers. It may seem strange, for example, that the DWT
performed reasonably well against many attacks but performed so poorly against
rotation attacks, and one may suspect that the attacks were carefully chosen to pro-
duce the given results®. However, this just illustrates the point that randomization
can help to avoid worst case performance. Evidently, rotation attacks induce worst

case performance in the DWT.

30ne would, of course, be incorrect in that suspicion. The attacks were chosen because they
seemed like reasonable attacks, and were chosen before the results were known. All of the attacks
that were tested are presented.
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Figure 4.18: Normalized entropy of transform coefficients for various transforms.




Chapter 5

Image Watermarking with
Randlets

An image watermarking is data hidden in a preexisting image in such a way that it
does not significantly compromise the visual quality of the image and is still able to be
extracted even if the watermarked image undergoes minor modifications. This chap-
ter explores the application of the randlet transform to image watermarking. Mother
randlets are chosen to be robust to attacks on the watermark and at the same time
minimally perceptible when embedded in a watermark. Furthermore, an adversary
who does not know the randlets is at a great disadvantage when attacking the wa-
termark. We use a linear optimization algorithm to modify the randlet transform
coefficients to improve detectability while inducing a minimum of noise in the image.
At the watermark detector we consider both hard and soft decoding.

We consider two types of watermarking. With verification watermarking, the
problem is to recognize if a given image has been watermarked with a given randlet
basis. In this way, for example, ownership of an image can be verified by proving
that a specific, secret randlet basis has been used to watermark an image. The
second type of watermarking we consider is data watermarking, where bits of data
are embedded into an image and are extracted by the watermark detector. This type
of watermarking can also be used to prove ownership, but it can also be used to

embed sideband information into an image.

83
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Figure 5.2: Data watermarking attack model.

Figure [5.1 shows a generic attack model for verification watermarking. An image
is given to the watermark embedder, which embeds a watermark into the image.
Then an attacker modifies the image, and the watermark detector must attempt to
discover if its input was watermarked. Figure 5.2 shows a generic attack model for
data watermarking. It is very similar to the model for verification watermarking,
except that the watermark embedder receives input data in addition to the image,
and embeds that data into the image. The watermark detector attempts to extract
that data from the image that it receives.

The security of a randlet watermark is based on a secret key which is used to
pseudo-randomly generate the randlet basis and randomized quantizers that are used.
An attacker who knows the randlet basis has a much better chance of erasing the wa-
termark. An attacker with knowledge of the randlet basis and the random quantizers
can forge their own watermarks.

Section [5.1 contains a full description of our watermarking system and Section 5.2

describes real-world tests of the system.
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5.0.1 Previous Work

Our scheme is similar to Quantization Index Modulation (QIM) as developed by
Chen and Wornell [11], but we use non-orthogonal basis functions which introduces
difficulties when quantizing transform coefficients. Mihcak et al. [35] use a water-
marking scheme that is also quantization-based with non-orthogonal constraints, but
they have much less structure in defining their watermark. Fridrich [16] uses QIM

with a randomized orthogonal transform which is highly constrained.

5.1 Randlet Watermarking

The basis of our watermarking algorithm is the quantization of randlet transform co-
efficients, similar to ideas presented by Mihcak et al. [35] and Chen and Wornell [11].
We choose quantization watermark embedding over spread spectrum watermark em-
bedding so that the image itself does not act as interference with the watermark.

To watermark an image, the randlet transform of the image is found using a se-
cret randlet basis. The transform coefficients are quantized using secretly shifted
uniform quantizers, and the image is modified so that transforming the watermarked
image will yield the quantized coefficients. Because the randlet basis functions are
nonorthogonal, there will be conflicting goals in this process. For example, changing
the image so that one coefficient is quantized may affect the value of another coeffi-
cient. We use a linear optimization algorithm is to achieve the desired quantization
while reducing the embedding distortion. Watermark detection involves taking the
randlet transform and looking at how close each coefficient is to a quantization point
on the secret quantizers.

As mentioned above, we consider verification watermarking, used only to tell if an
image is watermarked or not; and data watermarking, where the watermark contains
bits of side-band information. The two types of watermarks differ mainly in how they
quantize the coefficients, although detection is also slightly different in each case.

For verification watermarks, a separate randomly shifted uniform quantizer is cho-

sen for each transform coefficient. To embed a watermark, the randlet transform is
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taken of an image and each transform coefficient is quantized with its corresponding
quantizer. Detection is done by taking the randlet transform of an image and ex-
amining how close each coefficient is to any quantization point on its corresponding
quantizer. If a threshold of coefficients are close to quantization points, the image is
considered watermarked.

For data watermarks, each randlet embeds a single bit. A randomly-shifted pair
of uniform quantizers with alternating quantization points is chosen. One quantizer
corresponds to a bit of 0 and the other to a bit of 1. To embed a watermark, a
randlet transform is taken of an image and each coefficient is quantized to the nearest
quantization point on either the “0” or “1” quantizer, depending on whether a 0 or
a 1 is to be embedded. To detect a watermark, the randlet transform is taken of
an image, and a bit is assigned a value based on which quantizer has the closest
quantization point.

The randlet basis that is used for watermarking depends only on the secret key,
not on the specific image being watermarked. For an image-dependent watermark,
an image hash can be used to supplement the secret key. Chapter 4 has details on

producing a image hashes with randlets.

5.1.1 Definitions

We will consider watermarking an n x m pixel image with k randlets. The image is
stored internally as an /N x 1 column vector, where N = nm. This vector is formed by
stacking the columns of the image on top of each other. Let A be an image, and let
the pixel at row y and column x be referenced as Alz,y], z € [1,...,n], y € [1,...,m].

Then the column-vector representation of A is:
A = (A[1,1],..., A[1,m], A[2,1], ..., A[2,m], A[n, 1], ..., A[n, m])T.

The randlets and watermark are also n x m pixel images stored as N x 1 column
vectors as above. For a randlet transform with & randlets, let rq,...,r; be randlets.
For image watermarking, we use the forward randlet transform (Section [4.1.3)), where

each transform coefficient is the inner product of a randlet with the image. The
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forward randlet transform produces a column vector of k coefficients, ¢ = (cy, ..., cx)T
such that ¢; = rJTA. Therefore, we can write the randlet transform 7" as a matrix of

row vectors of randlets,

T = : and c=TA.

T is a k x N matrix.

5.1.2 Choosing Quantization Values

The first step in the randlet watermarking algorithm is to choose the a watermark.
The randlet watermark exists in the randlet transform coefficients. If an image’s ran-
dlet transform coefficients are close to the appropriate quantization points on secret
watermarking quantizers then the image is considered watermarked. A watermark
is embedded in an image by modifying the image in such a way that the randlet
transform coefficients are close to quantization points.

We consider the case of scalar quantizers, where each coefficient is quantized
separately, but note that it is also possible to use vector quantizers.

Recall that we consider two types of watermarking, verification watermarking
and data watermarking. For verification watermarking, a randomly-shifted uniform
quantizer is chosen for each coefficient. Define (); to be the quantizer for coefficient

A; A

J. Let Aj be the quantization step size and o € [—5, 5] be a random shift. Then

the quantization points of @); are

Figure 5.3/ shows an example quantizer for verification watermarking with o; = 2
and A = 6.
Let Q(c) denote operation of quantizing every coefficient in ¢ with its correspond-

ing quantizer. For verification watermarking, then, the quantization operation is
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Figure 5.3: Example quantizer for verification watermarking. In this case, a; = 2
and A = 6.

Q(c) = (Qi(cr), -, Qul(er))".

For data watermarking, the quantizer above is split into two quantizers, Q? and

1
7
alternately assigning quantization points from the verification watermarking quan-

corresponding to embedding a 0 bit and a 1 bit, respectively. This is done by

tizer to Q;’ and le-. The result is that both are uniform quantizers with alternating
quantization points, and each quantization point on one is midway between quanti-
zation points on the other. Furthermore, the pair of quantizers is randomly shifted.
As with verification watermarking, for randlet j, let A; be the quantization step size

and a; € [-A;, Aj] be a random shift. Then quantization points for Q7 and Q] are

QJO - {, —4Aj + oy, _2Aj + aj7&j>2Aj + aj74Aj + o, }’

Q) = {30 + oy, —Aj 4, A + o, 30 + a, .}

Figure 5.4/ shows an example of dithered quantizers for data watermarking with
a; =2 and A =5.

© ©
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Figure 5.4: Example of dithered quantizers for data watermarking. In this case,
a; =2 and A = 5. Shaded squares correspond to QS while circles correspond to Q;
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Let v € {0, 1}* be the secret watermarking data to be embedded and let v; be bit j
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of v. Given quantizers Q? and Q; for all j € {1,...,k}, define Q(c) to be the operation
of applying Q7' to ¢;, so the quantization operation is Qy(c) = (QV' (c1), ..., @ (ck))”.
In further sections, the type of quantization, either verification or data water-

marking, will be obvious from the context.

5.1.3 Watermark Embedding

Because the forward randlet transform is linear, it is possible to represent it in ma-
trix form. In practice such a representation is inefficient in both time and space,
prohibitively so with large images or many randlets. However, the watermarking
algorithm is conceptually related to the matrix formulation, so we will begin by con-
sidering the watermarking algorithm in matrix form, and then relate that to a more
practical algorithm.

Image A has randlet transform ¢ = TA. We choose the watermark to be the
smallest W such that T(A + W) = Q(c). It is generally not possible to inver the
matrix T, so we choose W to be the min-norm solution. Because T(A + W) =

c+ TW = Q(c), we can write
TW = (Q(c) — c).
Lemma 5.1.1 The solution to minimize W such that T(A+ W) = Q(c) is given by
W = TH(TT") 1 (Q(c) - c). (5.1)
As the min-norm solution in Lemma 5.1.1 implies, the watermarked image, A, is

A=A+W=A+THTT")1Q(c) - c) (5.2)

This is a simple solution, but since each randlet is the size of A, T is a very large
matrix. For example, to embed 500 coefficients into an image of size 512 x 512, T
would be 500 x 262144 and have over 131 million elements. In order to be practical,

it is necessary to speed up the calculation of W.
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Since randlets have compact support, a large fraction of the elements of are zero.
Furthermore, the non-zero entries are not scattered randomly around the matrix, but
are highly ordered. We should, therefore, be able to improve the algorithm. We will
do so by examining the nature of the min-norm solution.

Consider the randlet transform matrix:

— r{ —
o T i T 1 T
T = , T =1 r ro ... 1}

L !

iy e

Multiplication of an image by T is simply the randlet transform, TA = c, where
each transform coefficient is the inner product of a randlet (one row of T) with the
image vector. Now consider multiplying an arbitrary vector ¢ with the transpose of
the transform matrix. B = T?c is an image which is formed as a linear combination
of randlets, with randlet j being weighted by ¢;. In other words, this is the inverse

randlet transform,

B = Z C;T;.
j=1
Now let us consider the watermark, W = TT(TT7?)~1(Q(c) — ¢). The first step
in computing the watermark is to find S = TT7. If the element of S at row 7, column

T

J is denoted s;;, then s;; = r; r;. That is, the element at row ¢ and column j is the

inner product of randlet ¢ and randlet 7,

_ T _ o T
S=TT =| ... s; ... |, Sij = I, T;.

Examining S can greatly speed up the watermarking process. Since the randlets
are normalized, s; = 1, and since the inner product is commutative, s;; = s;;. We

therefore have to compute fewer than half of the elements in the matrix. Of the
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matrix elements that must be computed, s;; = 0 if randlet 7 and randlet j do not
overlap. Furthermore, the inner product of r; and r; only needs to be computed
where randlet ¢ and randlet j overlap, instead of computing the inner product of two
length-N vectors, where N is very large.

Multiplying the k x 1 vector (Q(c) —c) by the k x k matrix S~ = (TTT) ™! gives

an M x 1 vector of weights, which we will call v:
v =(TT")"(Q(c) — c)

As was shown earlier, T v is simply the inverse randlet transform of v. That is,
if v = (vy,ws,...,wy)T, then the result is an image formed by the sum of randlet j

multiplied by w;.
k

TTv = T7(TT) Q) — ) = 3 vy

i=1

We can find the inverse transform by multiplying each randlet by its corresponding
weight and adding the results together. Since each randlet has compact support, and
conversely because T7 is so large, this is generally much faster than performing the
matrix multiplication.

So to find the optimum watermark, we first calculate S = TT? by finding the
inner product of every randlet with every other randlet. We form a vector of weights
by inverting S and multiplying the desired change in transform coefficients by that
inverse. Finally, we perform a randlet-by-randlet inverse randlet transform on vector
of weights to produce the watermark, which is added to the original image.

Note that TT? must have a small condition number in order for the watermark
embedding to be successful. If the condition number is too large there will be too
much embedding distortion. Generally, the condition number becomes large when
too many very large randlets are used in the randlet basis, so using fewer or smaller
randlets will prevent large condition numbers. Experimentally, this has not been
problematic. Also note that it is possible to use linear regularization conditions with
the linear optimization, or to use non-linear optimizations. However, we have found

that when the condition number is small these steps are unnecessary.
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Finally, it is possible to use a system similar to the distortion compensation men-
tioned by Chen and Wornell [11]. The quantization step size is increased, but the
watermark is only partially embedded in the image. If A is the quantization step size,
and o < 1 is the distortion compensation parameter, then define A’ = A/« to be
the new step size and W’/ = oW to be the new watermark. Distortion compensation

generally improves performance.

5.1.4 Watermark Detection

We consider the case of blind watermark detection. The detector knows the randlet
basis and the quantizers used. The detector is given an image, possibly watermarked,
possibly attacked, to perform detection upon. To detect a watermark, the randlet
transform is taken of an image, and the resulting coefficients are checked to see how
close they are to quantization points.

There are several different permutations of watermark detection to consider. First
is verification watermarks versus data watermarks, and second is hard detection versus

soft detection.

Verification versus data watermarks: As described above, this is the distinction
between a watermark which carries sideband information, and one which only
identifies an image as being watermarked. In both cases, detection will put each
transform coefficient into two categories. For verification watermarking, the
categories are “watermarked” and “unwatermarked”. For data watermarking,

the categories are 0 and 1.

Hard versus soft detection: Just as in coding, watermark detection can be hard
or soft. With hard detection, each coefficient is examined individually and put
into one of the two categories independent of the other coefficients. With soft
detection, coefficients are assigned probabilities of being in each category, and

groups of coefficients are considered together.

Error correcting codes can be used with data watermarking, and in fact must

be used in order to do soft detection. The secret data bits are encoded with an
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error-correcting code, and the bits of the resulting codeword are embedded as the
watermark. For hard decoding, all bits of the watermark are determined individually
and are decoded to find the secret data bits. When soft decoding, each bit is assigned

a probability of being a 0 and a 1, and these probabilities are given to a soft decoder.

Verification Watermark, Hard Detection

For hard detection of a verification watermark, a coefficient is considered marked if
it is within a given radius ¢ of any quantization point. If a threshold 7 of coefficients
are marked, then the image is assumed to have been watermarked. Otherwise, the
image is considered unwatermarked.

Let ¢ = (cy, ..., cx)T be the randlet transform coefficients of the image being consid-
ered. Choose as system parameters 6; € (0, %), and 7 € [0, 1]. Recall that coefficient

¢; is quantized with quantizer @);. Define

Fi@) = { 1 if 2] <6 53)

0 otherwise

Then an image is considered watermarked if

k
%Z (Qj(cj) —¢j) > (5.4)

Verification Watermark, Soft Detection

The soft detector for verification watermarks is similar to the hard detector, but
instead of using the function Fj to reduce each coefficient to a 0 or 1, it estimates
the probability that each coefficient is marked and uses those probabilities to decide
if the image is watermarked or not.

Given ¢ = (cy, ..., )" as before, let P; : [0, %] — (0, 1) take as input the distance
of coefficient ¢; to the nearest quantization point on (); and return the probability
that the coefficient was marked. Pj(z) is an estimate of the probability that coef-
ficient ¢; was marked if it was distance = from @;(c;). P; can be chosen based on

theoretical models, or determined experimentally by examining the effects of attacks
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on watermark coefficients. Note that even if a coefficient is on a quantization point,
there is a chance that ¢; was not originally marked (P;(0) # 1), and even if a co-
efficient is maximally far from a quantization point, there is a chance that c¢; was
originally watermarked (Pj(%) #0).

Let p; be our estimate of the probability that ¢; was marked, p; = Pj(Q;(c;) —¢;).
The soft verification detector considers an image to be watermarked if the likelihood
of being watermarked is sufficiently larger enough than the likelihood of not being
watermarked. Letting e” > 1 be a threshold constant, we write that the image is

watermarked if

Hpj > e’ H(l —pj). (5.5)

Taking the natural log of Equation 5.5, we see that an image is considered water-

marked if .
Z In 1 bi T, (5.6)
=1 P
~_PilQi(e) — )
Zln e > (5.7)

= 1-PQi(g) —¢)

Data Watermark, Hard Detection

With data watermarks, each randlet (and therefore each transform coefficient) en-
codes a single bit. The goal is that the data extracted from an image, w = (wy, ..., wy)
is equal to the secret data that was embedded in the image, v = (vy,...,vx). As de-
scribed in Section [5.1.2, there are two uniform quantizers for each coefficient. Q? is

used to encode 0 bits and le- is used to encode 1 bits, each with step size 2A.
Q? = {, —4Aj + aj, —2Aj + aj, g, QAJ + Oéj,4Aj + aj, },

Note that the quantization points on Q? and Q]l alternate, so any coefficient ¢;



CHAPTER 5. IMAGE WATERMARKING WITH RANDLETS 95

that is not directly on a quantization point on one of the quantizers will be between
a quantization point on Q? and a quantization point on le With hard detection,
coefficient ¢; is assigned a value of 0 if it is closer to the quantization point on Q?
and is assigned a value of 1 if it is closer to the quantization point on Q}. Given

c=(cy,...,cx)T as before, let

w; = { 0 if [QF(c;) — ¢j| < 1Qj(¢;) — ¢4 (5.8)

1 otherwise

After each bit has been assigned a value, an error correcting code is generally used

to further reduce bit errors.

Data Watermark, Soft Detection

Instead of assigning a bit value to each coefficient, the soft decoder calculates for
each coefficient the probability that it corresponds to a 0 and the probability that it
corresponds to a 1. An error correcting decoder then takes these probabilities and
performs soft decoding to find the output bits. Soft decoding inherently uses error
correcting codes, and therefore so does soft watermark detection. Error correcting
codes can also be used to perform hard decoding after the soft decoding.

Given ¢ = (cy,...,c;)T as before, let the embedded codeword be v = (vy, ..., vp).
Similarly to soft decoding of verification watermarks, let P; : [0, A;] — (0, 1) take as
input the distance of coefficient ¢; to the nearest quantization point and return the
probability that the coefficient was originally quantized to that quantization point.
As before, P; is determined experimentally by examining the effects of attacks on
watermark coefficients. Note that as before, P;(0) # 1 and P(A;) # 0.

To perform soft detection, each bit is estimated to be a 0 with probability
P;i(Q9(c;) — ¢;) and a 1 with probability P;(Q;(¢;) — ¢;), and these probabilities are
passed to a soft decoder. As an example, we present a soft decoder for a repetition
code.

Let s = (sy, ..., $») be the secret data bits, and use a repetition rate of 7, defining
the total number of embedded bits to be k& = nr. The embedded watermark is

v = (v1,..., %), where v; = spi7- The detected watermark is w = (Wi, ..oy wy). wj is
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determined by examining coefficients c(j_1)y41, ..., Cjr-
Let p? and pjl- be our estimates of the probability that c¢; was originally quantized to
0 and 1, respectively. Then p) = P;(Q%(c;) —¢;) and pj = P;(Q;(¢;) —¢;). Comparing

likelihoods, we estimate that s; = 0 if

Jr ar

II »> II »
i=(j—1)r+1 i=(j—1)r+1

Jr

Z lnp?—lnp}>0,
i=(j—1)r+1

L Pi(Q(cj) — ¢5)
2 o) = o)

i=(j—1)r+1

> 0.

So the final decision is that

. { 0 Zg;(jfl)rﬂ lnp? — lnp} > 0
;=

1 otherwise.

5.2 Experimental Results

Experimentally, attacks on an image produce very specific distributions of errors on
the randlet transform coefficients. Desynchronization attacks, such as rotation and
cropping, induce error distributions similar to a Laplacian distribution, while attacks
that do not affect synchronization induce errors according to a normal distribution.

The standard method of comparing images is mean square error. However, this
measure does a poor job of determining how visible a watermark is in an image. In
our tests, we measured mean square error and also evaluated visible distortion, and
found that often a randlet watermark with less mean square error would be more
visible than another randlet watermark with higher mean square error. For our tests,

a level of distortion was chosen that was just noticeable.
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Since the watermarks are fairly robust against desynchronization attacks, it is
feasible to perform searches over the inverses of these attacks to find the watermark.
For example, since the watermark extremely robust against rotations of 1.5 degrees,
we have implemented a search which can successfully find the watermark at arbi-
trary rotations by incrementally rotating the watermarked image and testing for the
watermark.

In our tests we found that small randlets were not as robust against attacks, while
larger randlets begin to overlap too much, greatly limiting the number of randlets that
could be used. The frequencies present in the randlets were also important. Randlets
with many high-frequency components were not be as robust against desynchroniza-
tion attacks (for example, random randlets), and randlets with only low-frequency
components raised the condition number of S and greatly increased embedding dis-
tortion. Soft detection was found to be much more robust than hard detection, as
expected. Smooth random randlets (see Section [4.1.1)) were the best compromise and
had the best robustness.

Figure 5.5/ shows the results of randlet watermarking for a single image. In the
upper-left quadrant is the original image, while in the upper-right quadrant is the
watermarked image. The lower-left quadrant is the absolute value of the watermark,
which is the absolute value of the difference between the original and watermarked
images. Finally, the lower-right quadrant is a version of the watermark which has
been linearly equalized so that the pixel values span the maximum range.

Figure 5.6/ shows the performance for verification watermarking with soft detec-
tion. The y-axis is the probability of a true positive, the x-axis is the probability
of a false positive. 15 images of size 512 x 512 were watermarked with an average
watermark to signal ratio of 30db. 3 different randlet bases of 80 x 70 smooth random
randlets were tested with 401 coefficients were embedded per image. Finally, distor-
tion compensation was used with a = 0.5. Performance was perfect for 1.5 degrees
rotation, 2% cropping, additive Gaussian noise of variance 0.25 (pixel values in [0,1]),
and JPEG compression with quality 10. Figure 5.6/ shows the performance against

rotation and cropping attacks.
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Figure 5.5: The upper-left quadrant is the unwatermarked image, the upper-right is
the watermarked image, the lower-left is the magnitude of the watermark, and the
lower-right is an equalized version of the watermark.
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Figure 5.6: Performance of verification watermarking with soft detection.
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5.3 Conclusion

We have implemented a quantization-based watermarking system using the randlet
transform. In contrast to QIM, the image features which are quantized (the randlet
transform coefficients) are non-orthogonal, and therefore an optimization routine is
used to perform watermark embedding. The randlet watermarking system performs

well against a variety of attacks.



Chapter 6

Text Sifting

Text sifting is a method of generating document fingerprints. These fingerprints
can be used to identify a document even when an intelligent plagiarist attacks the
document with the express purpose of changing its fingerprint. In this sense, text-
sifting fingerprints are attack-resistant.

Text sifting systems form document fingerprints by extracting a small amount
of text from each document, and then use these fingerprints to compare documents.
Our initial methods were similar to those of Broder et al. [6,7] and Heintze [20] (see
Section 6.0.2) but were developed independently.

The purpose of a text sifting system is to detect when documents are similar. We
assume that there is an intelligent adversary, a plagiarist, who knows that a system
will be used to detect similar documents and takes steps to circumvent it. The
adversary would like to do so by making as few changes to documents as possible. In
reality, of course, there may not be an intelligent adversary; the “adversary” may be
human error or chance.

The most complete solution to this problem would be to perform an exhaustive
comparison on all pairs of documents, but the number of documents (say, web pages
on the Internet) could make this infeasible. Methods of solving this problem have
been proposed (see Section [6.0.2), but none of them use an adversarial attack model,
and all can fall prey to simple attacks. Text sifting can be used to quickly identify

documents while remaining resistant to adversaries who are aware that text sifting is

101
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being used.

A text sifting function takes a document and produces a fingerprint which consists
of clusters. Clusters are groups of words from the document which are ordered as
in the document but are not necessarily contiguous in the document. Text sifting

fingerprints have a few important properties:

1. Random-looking: The fingerprint is calculated deterministically using a secret

key, but the clusters which are output can not be predicted without the key.

2. Self-synchronizing: If a cluster appears in two documents and is chosen for
the fingerprint of one document, it has a good chance of being chosen for the

fingerprint of the other document.

3. Attack resistant: The output should remain substantially unchanged when the

original document is subject to attacks.

Previous systems have implemented the first and second properties, but remain
susceptible to certain attacks. For example, if a system used a sliding window of length
10, an attacker could change a document so that every ten-word span contained a
single change. The system would report that the attacked document was completely
unrelated to the original document. Text sifting is designed to identify documents in
spite of this sort of attack.

The security of text sifting systems comes from the unpredictability of the docu-
ment fingerprints. The idea is that an attacker without the secret key cannot know
what a document’s fingerprint will be, so they can only attack the document by
making many changes and hoping that the changes significantly alter the document’s
fingerprint. It turns out that systems which use a sliding window to generate fin-
gerprints are susceptible to powerful attacks. One of our contributions is to consider
general attacks on such systems, as well as specific attacks on the sliding window
used in other systems. We improve security with a more robust selection process that
replaces the sliding window.

Figure 6.1 shows a model of a plagiarism detection system. A library of document

fingerprints is first generated. When the system receives a document, presumably
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Figure 6.1: Model of a plagiarism detection system.
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from an attacker, it generates the documents fingerprint and compares that fingerprint

to those in the library. The output is the likelihood that the document was plagiarized.

6.0.1 Applications

Plagiarism and Copy Detection: The obvious application of text sifting is de-
tecting plagiarism and copyright infringements. This not only means finding exact
duplicates of documents, it also means finding close matches that have been changed
to avoid copy detection mechanisms. Instead of combing through an entire database
to see if a document has been plagiarized, the database might contain a text sift-
ing fingerprint alongside each document. Searching for matches in the fingerprints is
much faster than searching through the documents, and the attack-resistance of text
sifting means that it is hard for an adversary to “disguise” documents. If a match is
found among the fingerprints, further comparisons can be done on the full documents
to avoid false matches.

An adversary can mount a plagiarism attack if it has access to a very large num-
ber of document fingerprints (see Section 6.2). Therefore, in copy detection systems
which employ text sifting, the document fingerprints must be kept secret. Allowing
unfettered public access to a copy detection system is also a security risk, as an at-
tacker can iteratively modify a document to find the minimum modification necessary
to produce a false negative. Heintze [20] discusses methods for allowing a text sifting
system to be used by the public.

Duplicate Email Detection: Another application of text sifting is duplicate
email detection. Email providers detect spam in part by counting the number of
times the same email arrives at their servers. Spammers get around this by changing
their email every time it is sent. It would be infeasible for an email service to fully
compare every email that is received for every user to every other email that has been
recently received, but text sifting can be used to speed up the process and notice the
similarities between emails even after attacks by spammers.

Duplicate email detection is essentially the same as plagiarism detection, but

optimized for email. Instead of operating on words as is done in plagiarism detection,
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operations are on letters. Additionally, the preprocessor is much more aggressive, to
take into account the tricks that spammers use. For example, the string “|<” (pipe —
less-than) could be converted to the letter “K”, while the letter “I” and the number
“1” could be collapsed to the same token.

Note that a spammer is implicitly trying to perform a plagiarism attack by copying
their own email and changing it enough that an email provider will not recognize it.

Search Engines: A sifting-enabled search engine would make it more difficult
to modify web pages to gain higher page rankings. It would also enable searches
for similar documents. Finally, it would make it more difficult to evade a search by

changing a document.

6.0.2 Previous Work

There are several companies who offer the service of detecting plagiarism on the web,
for example Glatt Plagiarism Services [1] and Plagiarism.org [2], but their services
are proprietary and they do not reveal their methodology.

The field of natural language processing is devoted to analyzing text by under-
standing its meaning. See, for example, Manning and Schiitze [32].

Stanford Digital Library’s SCAM project by Shivakumar and Garcia-Molina [39-
41] breaks documents into non-overlapping chunks, stores all of these chunks in a
database, and analyzes documents based on the frequency of the chunks it contains.
Storage size per document is relatively large.

Heintze [20] considers plagiarism detection. One suggested method is to sort the
hash values of groups of characters and use the groups with the smallest hash values
as a document fingerprint. They conclude, however, that this method produces too
large a probability of false-positive matches, and so use letter frequency to decide
which groups of characters are used in document fingerprints.

Broder et al. [6,7] suggest two methods for selecting groups of words. The first
method is to use min-hashing, the second is to select groups of words equal to 0 modulo
a constant. These are the methods used in our sifting stage (see Section [6.1.3)), but

our cluster formation stage avoids the use of sliding windows (see Section [6.1.2). The
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focus of their work is on duplicate document detection in order to find groups of similar
documents on the web, not plagiarism detection against an intelligent adversary.
Schleimer et al. [38] present the idea of winnowing. They use a sliding window
to generate local document fingerprints which can guarantee that short substring
matches between documents are ignored, while long substring matches are always

found. They also consider plagiarism detection.

6.1 Text Sifting

Text sifting consists of three phases. In practice these phases can be combined, but

the algorithm is more easily explained as a three-pass process.

1. Preprocessing: The document is put into canonical form.
2. Cluster Formation: The canonical form is converted into a list of clusters.

3. Sifting: A subset of the clusters are chosen and output.

The first phase is common to most plagiarism detection systems. The second
phase is unique to text sifting. The last phase is the same as the systems presented
by Broder et al. [6,7]. Figure 6.2 shows the algorithm graphically.

Canonical List of
Document Clusters

Output
Document Pre-. Cluster Sifting Hash
processing Formation values

Figure 6.2: The text sifting algorithm.

Text sifting is slower than sliding window systems for two reasons. First, there is
the overhead of the cluster formation stage, which is not present in sliding window

systems. Second, when using a sliding window, an incremental hash function can
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be used in the sifting stage. This is not possible with text sifting, so a slower, non-
incremental hash function must be used.

We use the generic term token, which is the minimum text element upon which
a text sifting program operates. Tokens can be words, letters, or groups of several
letters, allowing flexibility in implementation. For plagiarism detection, tokens would
be words. For duplicate email detection, tokens would be letters.

A cluster is list of tokens ordered as they appear in the document. Similar struc-
tures are referred to as shingles by Broder et al. [6,7], substrings by Heintze [20], and
k-grams by Schleimer et al. [38]. These three structures are composed of contiguous
tokens, while clusters are composed of tokens which are not necessarily contiguous in
the document. Table 6.1 shows an example. At an abstract level clusters are lists of
tokens, but in practice clusters are stored as hash values.

Many universal hash functions are called for in this section. All such functions
are based on the secret key, K. In general, any universal hash functions will be suffi-
cient, although faster hash functions are always preferred over slower hash functions.
Universal hash functions are discussed by Cormen et al. [12]. Secure cryptographic
hash functions are discussed, for example, by Stinson [42]. Broder et al. [7] use Rabin

fingerprints [37].

6.1.1 Preprocessing Stage

The purpose of the preprocessing stage is to remove superfluous details that do not
distinguish one document from another. First, filetype details are removed, for ex-
ample by extracting the body text from PDF, Postscript, or HTML files.

Next, documents are put into canonical form. The specific form depends on the
application. A plagiarism detection program would remove all characters that are not
letters, numbers, or spaces, convert all white space into single spaces, and convert
all letters to lowercase. A spam detection program might go further, removing all
punctuation and white space and converting all characters and pairs of characters
into canonical representations. For example, “I” and “1” could be converted to the

same token, as could “K” and “[<”.
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At this point “common” words may be removed from the document. In plagiarism
detection, this would include words like “a”, “the”, etc.

Next, all characters are converted into numbers. For plagiarism detection, this
would mean assigning each token a value from 0 to 35, with 0 to 9 corresponding to
the digits and 10-35 corresponding to the letters a to z. A permutation on all the
possible values (0 — 35 in this case) is chosen pseudo-randomly based on the secret
key, and all letters are permuted.

Finally, token hashes are generated by hashing the tokens with a universal hash
function. The output of the preprocessing stage is a list of the tokens hashes.

More complex methods can be used, for example to convert a Postscript of Mi-
crosoft Word document to plain text, but they are beyond the scope of this work.

For an example of a system that does this, see [20].

6.1.2 Cluster Formation Stage

The cluster formation stage is what distinguishes text sifting from other methods.
The common method [6,7,20,38] is to generate clusters (or their equivalent) with a
sliding window, taking all blocks of contiguous tokens. Text sifting generates clusters
of tokens which are not necessarily contiguous. The cluster formation stage takes as
input a list of token hashes and outputs clusters of these token hashes.

We present three methods which form clusters while ignoring certain tokens: ran-
dom clustering, random skipping, and random partitioning. They can be used inde-
pendently or together. If random partitioning is used without random skipping, then

it is used with a sliding window.

Random Clustering

The first method of cluster formation is random clustering. Define a sliding window
of size w and a number of tokens » < w. For each position of the sliding window,
form clusters of all of the (%) sets of r tokens in the window. Several pairs (w, r) can
be used to generate clusters of different lengths. This method is simple to implement

and produces a large variety of clusters, but is infeasible because even reasonable



CHAPTER 6. TEXT SIFTING 109

values of w and r produce a prohibitive number of clusters. Random skipping and

random partitioning generate a more tractable number of clusters.

Random Skipping

The basic idea is to keep a cumulative hash of all the tokens in a cluster, and add
new tokens to the cluster based on what that would do to the cumulative hash. If
adding a given token would put the cumulative hash in the add category, then add the
token to the cluster. If adding the token would put the cumulative hash in the stop
category, then add the token to the cluster and stop adding more tokens. Otherwise,
skip the token under consideration and move on to the next token in the list.

In more detail, let all token hashes be in the set G. Let g(-,-) be a function that
takes as input two elements of G and outputs a single element of G. ¢ should have the
property that if a is known and b is chosen uniformly at random, or vice-versa, then
g(a,b) is unpredictable. For example, g(a,b) could be equal to a ® b or a + b mod p,
depending on G.

Let h(-) be a universal hash function that takes as input an element of G and
outputs an element in the set H. Let A (meaning add) and S (meaning stop) be
subsets of H such that A and S are disjoint.

For each token hash there will be a cluster that begins with that token hash.
When a cluster is started, it contains only the single token hash that started it. It is
assigned a cumulative hash ¢ € G equal this token hash.

Now consider a partially-formed cluster of 1 or more token hashes. Let ¢ be the
cumulative hash for this cluster. Let ¢ be the next token hash being considered for
inclusion in the cluster. If h(g(c,t)) € S then add ¢ to the cluster and stop adding
tokens. If h(g(c,t)) € A then add t to the cluster and continue to the next token
hash. Otherwise, just continue to the next token hash.

The size of |A| + |S| relative to |H| determines how many token hashes will tend

to be skipped between accepted token hashes when forming a cluster. On average,

|H]|
|Al+[S]

|H| = 2(]A| +|S]), half of all token hashes are skipped, and there is an average of one

— 1 token hashes will be skipped before one is accepted. For example, when

token hash skipped between every two accepted token hashes.
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If |S] is close to |A| then clusters will tend to be short, while if |S| is small
compared to |A| clusters will tend to be long. With random input the expected
number of tokens in a cluster is 1 + % S can be varied as tokens are added to a
cluster, for example to result in an equal probability of all cluster lengths from the
minimum to the maximum. In practice, minimum and maximum cluster lengths, [,
and l,,q., are always set.

A and S may vary with the number of token values already in a cluster. For
example, setting |S| = 0 when choosing tokens 2,3, ...,1 — 1 and setting |A| = 0 when
choosing token [ ensures that all clusters will consist of exactly [ tokens. We have
found experimentally that constant-length clusters are superior to variable-length
clusters at detecting plagiarism. This is because clusters can only be compared if
they are of equal length, so using having multiple lengths decreases the number of
pairs which are compared.

For example, if there are k clusters of one length and k of another, then there are
%k(k — 1) pairs of each length which can be compared, or k(k — 1) pairs total. On the
other hand, if there are 2k clusters of the same length, then there are 2k(k — %) pairs
which can be compared, which is almost double the case with two lengths. In general,
if there are [ different lengths with an equal number of clusters of each length, the
number of pairs which are compared decreases by a factor of approximately [.

A variant is to allow each of the n tokens to start £ different clusters, so the output
of this stage will be approximately kn clusters®. Instead of a single hash function h,
there would be k hash functions hq, ho, ..., hy. This can increase the robustness of the
output, but will slow down the cluster formation and sifting phases by a factor of k.
This variant was experimentally found to not be as effective as combining random
skipping with random partitioning, though.

The method of random skipping is less useful when the tokens are letters, because
there is very little entropy in the hash values of each token. In this case, random
clustering might prove useful.

Note that he parameters of the cluster formation stage are application-specific

Tt will actually be slightly less because the tokens at the end of the document will not be able
to produce clusters which meet the minimum length requirement.
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and will be determined experimentally.

Random Partitioning

In random partitioning, the cluster formation algorithm is run multiple times and each
time a subset of token hashes is ignored. First the token hash values are partitioned
into b sets of approximately equal size using the secret key K. Next the cluster
formation algorithm is run b times, each time running as normal but ignoring all
token hashes in one of the b sets. If an attacker tries to change a document by
adding, for example, the word, “very” in many different positions, at least 1 of the b
iterations will ignore the word “very”, increasing the chance of recognizing the attack.
We have found experimentally that b = 2 is optimal.

Consider the tokens in a document to be categorized as “good” or “bad”. Good
tokens are the ones which help to identify a document. Bad tokens are the ones caused
by an adversary either replacing existing tokens or adding tokens. The ideal situation
is one where all the bad tokens are ignored and no good tokens are ignored, so the
resulting clusters each contain a wide variety of good tokens. Since it is unknown
which tokens are good or bad, this leads to a tradeoff in cluster formation. If the
set of ignored tokens is very large for an iteration of cluster formation, then most
clusters formed from that iteration will contain mostly good tokens, but there will
not be that much variety of tokens within clusters. If the set of ignored tokens is very
small, there will be a variety of good tokens, but also many bad tokens as well.

If random partitioning is used alone, clusters are formed with a sliding window.
The sliding window algorithm is used b times, and each time one of the b subsets of

token hashes in ignored.

Random Skipping with Random Partitioning

To combine random skipping with random partitioning, random partitioning is per-
formed first, and for each of the b iterations of the cluster formation algorithm, ran-
dom skipping is performed. In practice this is done in parallel, so a document is only

scanned a single time.
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6.1.3 Sifting Stage

This stage takes as input the clusters from the cluster formation stage, hashes them
to find the cluster hashes, and outputs a small subset of the cluster hashes. Although
cluster formation and sifting are explained as two separate processes, in practice each
cluster is sifted as it is generated.

There are two methods of sifting, pure hashing and min-hashing. Both methods
use two universal hash functions with key K, Dk(-) and Hg(-). Both hash functions
take as input a series of token hashes (representing a cluster) and output a single

cluster hash.

Pure Hashing

For cluster ¢;, Hg(c;) is output if Dg(¢;) = 0 mod s for some fixed s. Afterwards,
the clusters are sorted to remove duplicates and speed up later comparisons. Since
each cluster is considered independently of all other clusters, a change in one cluster
will not affect whether or not another cluster is output. s is generally assumed to
be constant, so the output will have length proportional to the length of the input
document.

To limit the size of the output, a variant is to allow s to change with the length
of the document being sifted. Broder [6] suggests using s = 2/ and using larger j for
larger documents (j approximately proportional to the log of the input size). This
constrains the size of the output, m, while still guaranteeing that a cluster output in
a small document be output if it appears in a much larger document.

The size of the output is nondeterministic. For a random input of n clusters with

no duplicate clusters, and a constant s for all documents, the output size has a mean
of % and a standard deviation of /% - %
Min-Hashing

For each cluster ¢;, the hash value C; = Dg(-) is found. The C; are sorted and
duplicates are removed. For the m C; with the smallest hash values, Hg (¢;) is output.

If there are fewer than m unique cluster hashes then output all unique cluster hashes.
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Note that the type of sort required for min-hashing is much faster than a standard
sort, since only the smallest m values are returned. A modified . With n clusters and
an output size of m (m < n’), sort time is O(nlogm + mlogm) as opposed to the
O(nlogn) of a standard sort.

m can be constant or can depend on the length of the document. If m is constant,
it will be difficult to detect a small document that has been embedded inside a larger
document; since cluster hash values are distributed uniformly, there is a good chance
that the larger document will have many clusters with smaller hash values than those
in the smaller document, so many of the clusters which are in the smaller document
will be pushed off the end of the sorted list. Allowing m to grow with document size
increases the number of clusters in the small document that remain on the sorted list
for the large document. The downside of this, of course, is increased storage space to
store the extra clusters.

Changing one part of a document can affect the output of a cluster in another
part of the document. For example, if cluster # has the m'* smallest hash value in a
document, and a cluster y is added to the document such that the Hy(y) < Hg(z),
then x will be removed from the output and y will be added. This will occur even if

x and y are far apart in the document.

Output Size

The optimal output size is specific to the application. It will be different for a full-web
search than for a database of class essays, for example. Since attacks are detected
randomly, increasing the output size will help to detect attacks. With pure hashing,
the output size is either approximately linear in the size of the input or approximately
constant. With min-hashing, the output size can vary arbitrarily with the size of the
input, although constant, linear, or sublinear (for example, square root) relationships
are best.

A constant-length output performs best when comparing documents of similar
sizes. When comparing documents of different sizes, a constant output size must be
carefully chosen. If the output is too large, space will be wasted when sifting small

files. If the output is too small, fingerprints for large documents will not be very
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representative of the document. Heintze [20] and Broder [7] show that a constant-
length output can achieve good results at identifying documents in the absence of
attacks.

When documents of radically different sizes are to be compared, a linear output
size can be useful, especially in plagiarism detection. A common plagiarism attack is
to insert a small file into a large file. If the output size is constant, the fingerprint
of the large file with the plagiarism might not have many matches with the original,
small file. A linear output size will make it more likely that this sort of attack will be
detected. The disadvantage of using linear-size outputs is that the total text sifting

overhead will tend to be much larger than for systems with constant output size.

6.1.4 Comparing Documents

In a text sifting system, documents are compared by comparing their fingerprints.
The basis of comparison is the number of cluster hashes that the two fingerprints
have in common. However, this number needs to be normalized to convey much
meaning.

The most obvious normalization is to divide the number of shared cluster hashes
with the total number of cluster hashes in both documents. If ' is the set of cluster
hashes from document 1, and C5 is the set of cluster hashes from document 2, then
the first similarity measure is

|Cy N Oy
S1(Ch, Cy) = G UG

This measure intuitively captures the idea that two documents are similar if they
share many clusters in common, but does not do well in the situation where one
fingerprint is much larger than the other. For example, it is possible to have a small
St even though Cy C Oy, if |Cy| > |Cy].

A similarity measure which avoids this problem is

CiNC:
scucy =G5
1
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Broder [6] refers to this as an estimate of the containment of document 1 in
document 2 when using pure hashing. This follows the intuition that document 1 is
contained in document 2 if a large fraction of the clusters in document 1 appear in
document 2. Note that Sy(Ci, Cy) and Sy(Cs, C) are not necessarily equal.

Finally, we present a third similarity measure, which is the maximum of Sy(C}, C5)
and Sy(Cs, C).

Sa(Cy, Cy) = maz (|01 NG| [C1N 02|>

|ICi] 7 |Gy

If the fingerprint of either document is a subset of the other document’s fingerprint,
then S3 will be equal to 1. If S; is large then S3 will also be large, but S3 may be

large even when S is small.
S3(C1, Ca) > S1(Ch, Cy)

We prefer S5 as a similarity measure for plagiarism detection.
Note that comparing document fingerprints is very fast. Comparing two sorted

lists of hash values is very fast, taking time linear in the lengths of the lists.

6.2 Security of Text Sifting

Broder et al. [7] and Heintze [20] have demonstrated that these methods work well in
the absence of adversaries. We now consider the robustness of text sifting functions
against attacks. First we consider the theoretical performance of text sifting against
several categories of attacks, and then describe the experimental results of some of
these attacks.

Certain attacks are beyond the scope of text sifting systems. One such class
of attacks are attacks which do not leave documents in human-readable form. For
example, compression and encryption are not considered to be valid attacks. Attacks
which do not produce text files are also not considered, so we ignore, for example,

attacks which convert documents into images. Finally, attacks which change all the
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words in a document are ignored. This could include translating a document to
another language, or writing a new document that conveys similar information to the
original document. The attacks we consider are those for which a human, reading
both the original document and the attacked document, could reasonably conclude
that the second document is a plagiarism of the first.

Text sifting is not necessarily secure if an adversary has direct access to a very
large number of document fingerprints. Such an adversary could conceivably discover
a small set of clusters which are output by the text sifting program and insert those
clusters into documents. This would not necessarily destroy the security of a text
sifting system, but could decrease its effectiveness. Therefore, it is assumed that ad-
versaries do not have direct access to document fingerprints. Of course, an adversary
with knowledge of the secret key can mount plagiarism attacks and completely break
the system with minimal changes to documents.

A text sifting oracle does not reveal document fingerprints, but responds that a
given document is an original or a plagiarism. An adversary with access to such an
oracle is also a threat, because they can iteratively modify a document and find the
minimum modification necessary to produce a false negative. This is not a problem if
all users of the oracle are trusted. Heintze [20] discusses methods for allowing public
access to such an oracle.

An unaided adversary is one without access to document fingerprints, a text sifting
oracle, or the secret key. An unaided adversary can only mount a successful plagia-
rism attack by making many changes in a document and hoping that the document
fingerprint is significantly changed. In the cluster formation phase, an adversary can
not predict the clusters which will be output and can only affect the clusters by chang-
ing many tokens. An adversary can make a large number of changes in a small region
and have a high probability of changing the clusters from that region, but there is no
way for the adversary to predict which clusters will be output by the sifting phase,
so changes from the small region will probably not significantly change the document
fingerprint. The only way to significantly change an entire document fingerprint is to
change many tokens in all regions of the document.

A typical text sifting system will choose a similarity measure (usually S3) and a
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threshold, and will decide that one of a pair of documents is a copy if the two have
a similarity greater than the threshold. When an adversary attacks a document, one
way to measure the distortion introduced by the attack is to consider the average
similarity, taken over all keys, of the original document fingerprint and the attacked
document fingerprint. We refer to this average similarity as the attack similarity.
The intuition is that two documents with large attack similarity are likely to be very
similar to human readers of the documents, for example for detecting plagiarism or
copyright violations.

We consider an attack to be successful if the attack similarity is greater than the
threshold but the similarity measured by the system is less than the threshold. An
attack may result in an attack similarity that is below the threshold, but we do not
consider this to be a successful attack because the attacker was forced to distort the
document to the point where the attacked document no longer resembles the original
document enough to constitute a copy.

The measured similarity is likely to be close to the attack similarity. This is
made even more likely with the use of large document fingerprints. Importantly, an
adversary can not know if the measured similarity will be higher or lower than the
attack similarity. It is therefore difficult for an adversary to launch a successful attack;
the attack must be strong enough that the attack similarity is above the threshold,
yet the attacker must be lucky enough to have the measured similarity fall below the
threshold.

From the perspective of an unaided adversary, the sifting stage of a text sifting
system essentially performs a random selection on all clusters from the cluster forma-
tion stage. For both pure hashing and min-hashing, if an attack causes ¢ percent of
clusters from the cluster formation phase to change, then we expect ¢ percent of the
cluster hashes in the document fingerprint to change as well. We will therefore con-
sider the effects of various attacks by looking at how those attacks affect the clusters

produced by the cluster formation stage.
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6.2.1 Cosmetic Attacks

Cosmetic attacks are attacks that are eliminated in the preprocessing phase. When
tokens are words, cosmetic attacks include changing capitalization, changing format-
ting, or adding spaces and extra punctuation. When tokens are letters, cosmetic
attacks include changing capitalization, inserting punctuation, and substituting sym-
bols for characters (for example, “| <” for “k” and “1” for “I"). Cosmetic attacks do

not change the output of a text sifting function at all.

6.2.2 Scrambling Attacks

Scrambling attacks are attacks which add, delete, or change individual tokens. For
example, when words are used as tokens, scrambling attacks correspond to adding
words, deleting words, and changing words. Changing a word can mean anything
from changing one letter in the word to substituting a new word; in either case, the
token hash for the changed word will be completely different.

We will now consider, for several different cluster formation methods, the effects
of scrambling attacks.

Sliding Window: Assume a sliding window of length w. Adding a token removes
w — 1 old clusters and adds w new clusters. Deleting a token removes w old clusters
and adds w — 1 new clusters. Changing a token removes w old clusters and adds w
new clusters. Note that all these attacks all have approximately the same effect on
the clusters that are output.

If an attacker performs a scrambling attack once every w tokens, they can virtually
ensure that the sliding window never sees any of the same clusters it saw in the original
document, and can therefore (barring hash collisions) ensure that every hash value in
the output is different.

The exception to this occurs if an attack accidentally causes a cluster from the
original document to appear in the attacked document. These accidents can occur
for all three scrambling attacks. For example, when adding tokens, a token can be
added next to an identical token, or can be added in such a way that one of the

w new clusters is the same as a different cluster in the original document. Similar
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coincidences can occur when removing and changing tokens. The probability of such
an occurrence is low, but after many attacks on many documents it does occur, as
was shown in our experiments.

Random Skipping: Assume that all clusters produced by random skipping have
a fixed length [, since fixed-length clusters were found experimentally to be better
than variable-length clusters. Then, ignoring edge effects at the end of the document,
a document with n words will have n clusters. Each cluster includes the head token
and [ — 1 other tokens, for a total of n(l — 1) non-head tokens in clusters. Therefore,
each token will be at the head of one cluster and will be in an average of [ — 1 other
clusters.

Adding a token causes one cluster to be added, the cluster that starts with that
token. No clusters will be removed, but clusters will change if they select this new
token, so an average of [ — 1 clusters will change.

Deleting a token causes one cluster to be removed, the cluster that started with
that token. Clusters will change if they formerly held the deleted token, so an average
of [ — 1 clusters will change.

Changing a token is equivalent to deleting the token and adding a new one in its
place. It does not cause any clusters to be added or removed, but it guarantees that
the cluster that it heads will change. An average of 2(I — 1) additional clusters will
also be changed, for an average of 2l — 1 total clusters changed. Note that changing
tokens has approximately twice the effect of adding or deleting tokens.

Random Partitioning: If a token is added, % of the clusters will ignore it. If
a token is removed, % of the clusters were ignoring it anyway and will be unaffected.
For both adding and removing tokens, the rest the clusters are affected according to
the cluster formation mechanism being used, sliding window or random skipping, but
the effect is multiplied by b — 1. For example, if using random partitioning with a
sliding window, adding a token will result in the removal of (w —1)(b—1) old clusters
and the addition of w(b — 1) new clusters.

If a token is changed, there are two possibilities. If the replacement token is in the
same partition as the original token, then as before the effect depends on the cluster

formation mechanism being used but is multiplied by b — 1. If the replacement token
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and the original token are in separate partitions, the effect is the same, but multiplied
by b. Since we use b = 2, at least half of the time a changing attack will cause twice
the normal effect. Random partitioning, like random skipping, is affected more when

tokens are changed than when tokens are added or removed.

6.2.3 Large-Scale Attacks

Large-scale attacks are attacks where large numbers of contiguous tokens are manipu-
lated. Attacks are considered to be large-scale when the edge-effects of the attacks are
small compared to the main effects. We will discuss large-scale additions of tokens,
large-scale deletion of tokens, and large-scale rearranging of tokens.

Large-Scale Additions: When a large amount of text is inserted into a location
in the middle of a document, it will disrupt the clusters that used to span the location,
and will generate new clusters that cross the boundary between the original tokens
and the inserted tokens. We assume that these edge effects are small relative to the
effects of the large number of new tokens in the document.

We now consider the non-edge effects of a large-scale addition. With pure hashing,
all of the cluster hashes from the original document will be present, but there will be
a large number of new cluster hashes in the document fingerprint as well. Ignoring
edge effects, the S3 similarity from pure hashing will still be 1.

When min-hashing with a constant output size, some of the cluster hashes from
the original document will be forced out by cluster hashes from the added tokens. The
fraction of original cluster hashes is expected to be equal to the size of the original
document as a fraction of the size of the new, expanded document, for both pure
hashing and min-hashing. For example, if the new tokens are double the size of the
original document, then we expect % of the cluster hashes in the document fingerprint
to come from the original document.

Large-Scale Deletions: Similar to the case of large-scale additions, we assume
that edge effects are small relative to the effects of the deletion of a large number of
tokens.

With pure hashing, deleting a large number of contiguous tokens will result in
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the clusters which correspond to those tokens being removed. These non-edge effects
mean that if a fraction f of a document is deleted, only 1 — f of the original cluster
hashes will remain in the document fingerprint. However, ignoring edge effects, the
S5 similarity will still be 1, because the attacked document will be contained within
the original document.

With a constant-sized min-hash, 1 — f of the original cluster hashes will remain in
the document fingerprint, and the rest will be replaced by new cluster hashes which
come from the remaining portion of the text.

Large-Scale Rearranging: In the previous two cases we ignored edge effects.
However, in the case of large-scale rearranging, edge effects are the only effects. If a
large region of a document is moved to another spot in the same document, the only
clusters that will change are those along the old and new boundaries of the region.
Therefore, a small number of large-scale rearranging attacks will have relatively little

effect on the document fingerprint with either pure hashing or min-hashing.

6.2.4 Experimental Results

As was mentioned before, Broder et al. [7] and Heintze [20] have demonstrated that
these methods work well in the absence of adversaries. We now consider the robustness

of text sifting functions against simple attacks.

Experimental Setup

Attacks were tested on a library of 100 articles from Reuters [3], approximately uni-
formly distributed in size from 1 kB to 6 kB. These articles were randomly chosen
from a set of 9000 articles from Reuters. Both the attacks and the text sifting system
were run in MATLAB [33]. MD5 was used as a hash function because a MATLAB
implementation by Suter [43] was readily available, but it would generally be too slow
to use in a production system. The results of the tests are shown in Table [6.2.
Words were used as tokens. We found that with random skipping it is best to have
fixed-length clusters, so all clusters were formed of 10 tokens, both in sliding window

tests and random skipping tests. When performing random skipping, clusters were
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accepted with a probability of 0.3, as this gave the best performance. We found that
the optimal number of partitions for random partitioning was 2. The modulus for pure
hashing was 10, so 1 out of every 10 clusters was output. For min-hashing, a constant
100 clusters were requested, although some documents sometimes fell slightly short
of this.

Attacks

We tested eight attacks in two suites. The first suite was “intelligent” attacks and the
second suite was random attacks. Both suites consisted of adding attacks, deleting
attacks, changing attacks, and combination attacks.

The intelligent attacks consisted of attacking the tokens in positions 9,19, 29, ....
This ensured that every window of size 10 contained a single change. For the adding
attack this meant adding tokens; for the deleting attack this meant deleting tokens;
for the changing attack this meant changing tokens; and for the combination attack
this meant alternating between adding, deleting, and changing tokens.

To make the tests equivalent, we made exactly as many random attacks of each
type as there were intelligent attacks. For each document, if the document consisted
of n tokens, the random adding attack added 0.1n random tokens to random locations
in the document; the random deleting attack removed 0.1n tokens at random; the
random changing attack changed a random set of 0.1n of the tokens into different,
randomly-chosen tokens; and the random combination attack performed all three

attacks on approximately 0.035n tokens each.

Results

Table 6.2 shows the results of the tests. The tests demonstrate one instantiation of a
text sifting system, with a randomly-chosen key. We attacked all 100 documents in
our library with the eight attacks and computed the S; and S3 similarities between
the original and attacked versions of each document for four different text sifting

systems. The values in the table are the average similarities over all 100 documents.
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The table shows that random skipping and random partitioning both offer sig-
nificant advantages against the intelligent attacks. The intelligent plagiarism attacks
succeed against a sliding window, but fail against systems using random skipping,
random partitioning, or both. Against random attacks, the record is mixed. Random
skipping and random partitioning do slightly better than the sliding window against
adding and deleting attacks, but perform worse on changing attacks, and by extension
combination attacks, as explained in Section [6.2.2.

The data also illustrates the extra susceptibility of random skipping and random
partitioning to changing attacks, as opposed to adding and deleting attacks. The
combination attacks, which include all three scrambling attacks, lie somewhere in the
middle.

Pure hashing generally performed better than min-hashing, which is surprising be-
cause the documents were small enough that only a quarter had fingerprints with size
larger than 100, which was the size of fingerprints produced by min-hashing. What
seems to happen is that on smaller documents min-hashing wastes space by stor-
ing too many clusters, while on longer documents min-hashing doesn’t store enough
clusters.

One interesting thing to note is that changing only 10% of the tokens in a docu-
ment lowers the maximum similarity measurement to approximately 0.4. This hap-
pens because we used a large number of tokens per cluster. With long clusters, a
single change in a document has the potential to affect many clusters. Using shorter
clusters will help; using a length of 6 raised the maximum similarity measurement to
approximately 0.65. However, decreasing the cluster length increases the number of
false positives, so the length that is ultimately chosen depends on the needs of the
specific system. A small window might work well with a database of papers, but will
result in too many false positives in a full search of the internet.

Note also that the sliding window does not always result in similarities of zero
when up against the intelligent attacks. This is the result of a small number of
coincidences as explained in Section 6.2.2. They did not occur often, but they did
occur occasionally, and that was enough to raise some of the averages above zero.

However, those attacks only produced very small similarities (caused by one cluster
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matching) in a handful of documents over all the tests we performed.

False Positives

In our small library of 100 articles, for all three similarity measures in Section [6.1.4,
all pairs of different documents had similarities of zero. Of course, all documents had
similarities of 1 with themselves. Occasionally in our tests (although not among our
100 articles), we found unrelated documents that shared a single cluster, but that
occurrence was very rare. An Sz similarity of even 0.1 generally arises only from
plagiarism attacks, and an S3 similarity of 0.2 almost certainly implies a plagiarism
attack.

In a larger library, say all web pages on the internet, there is a significant proba-
bility of false positives. It is conceivable that two unrelated documents could end up
with similar fingerprints, especially if the documents are short and have small finger-
prints, and if they contain a lot of generic or boilerplate text. Having a large number
of tokens per cluster and a large number of clusters per fingerprint will significantly
decrease the probability of false positives. Both Broder et al. [7] and Heintze [20]
address methods for reducing false positives.

A second source of false positives is attack-induced false positives. We do not
consider these to be a problem because a plagiarist who induces a false positive has

lost.

6.3 Conclusions

We presented a system that can withstand a class of plagiarism attacks which are
very successful against similar previous systems. Our system achieves this resilience
by eschewing the use of sliding windows, instead using cluster formation methods
which can not easily be exploited by attackers.

Our system also performs well against random attacks, although slightly worse
than sliding window systems. A hybrid text sifting system could generate half of
the fingerprint with a sliding window and half with random skipping and /or random

partitioning. Compared to straight text sifting systems with the same fingerprint
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size, this would result in increased performance against random attacks, especially

changing and combination attacks, but would result in reduced performance against

intelligent attacks.
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