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ABSTRACT

We propose a new method for distributing a common key to
a dynamic group over an unreliable channel. In [15], an un-
conditionally secure “self-healing” protocol that solves this
problem and has significant advantages over previous work
in this area is presented. However, the protocol suffers from
inconsistent robustness, high overhead and expensive main-
tenance costs. We propose a more practical self-healing pro-
tocol that attempts to address these three problems. First,
we use a sliding window to make error recovery consistently
robust. Second, we significantly reduce overhead. Finally,
we give the group manager the ability to spread the cost of
personal key distribution over multiple sessions, rather than
having to distribute new personal keys to all users at the
same time.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information
Systems]: Security and Protection

General Terms
Security, Algorithms

Keywords

Self-healing key distribution, sliding-window self-healing, mul-

ticast, broadcast encryption

1. INTRODUCTION

To enable secure group communication, it is common to
have a group manager establish and periodically update a
common key to be shared amongst the current group mem-
bers (see, for example, [2, 17, 16, 3]). Since a group may
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be quite large, the group key is distributed via a broadcast
channel in an encrypted form, so that only group members
can decrypt it.

One possible attack on such a system is network disrup-
tion. If an attacker successfully shuts down the network
channel used by a particular group member, the member
may not receive key update messages. Even a short dis-
ruption can be damaging, since missing an update causes a
member to be out of sync with the rest of the group, and can
render him unable to decrypt group communication upon
his return to the network. Depending on the system, it may
be impossible for a user who misses only a single broadcast
to recover without sending a message to the group manager.
The manager could then either re-broadcast the update mes-
sage, or set up a secure individual connection with the mem-
ber himself, over which the latest group key is transmitted
to the member directly. Re-broadcasting messages is expen-
sive in terms of network resources, while requiring individual
interaction for recovery from one lost update message places
a burden on the group manager, particularly in very large
groups. Furthermore, in some groups, requiring a member
to initiate a conversation with the group manager may pose
a security risk. For example, in a military application, par-
ticular group members may not wish to reveal their current
locations by sending messages.

For both efficiency and security reasons, a non-interactive
solution to this key distribution problem is desirable. We
would like the affected group member to recover from lost
update messages on his own — that is, self-heal — from the
network disruption.

In [15], an unconditionally secure, non-interactive, reliable
key distribution method for self-healing key distribution is
presented as Construction 3. However, when considering
a direct implementation of it, we note the following three
areas for improvement:

e Robustness: At some stages of the protocol, if broad-
cast update messages are lost, the corresponding group
key cannot be recovered, no matter how many other
update messages are received. That is, the level of
robustness is inconsistent.

e Overhead: For moderate system and security param-
eter values, update message length and personal key
storage sizes become very large.



e Personal key distribution: Periodically, new personal
keys are distributed to all members through either in-
dividual TCP sessions, or off-line means, both of which
can be quite inefficient in a large group.

In this paper, we modify techniques developed in [15] to
construct a self-healing key distribution protocol with revo-
cation which is more robust and requires less overhead. We
implement self-healing in a sliding-window fashion, making
the protocol uniformly robust: after an initial start-up pe-
riod, the key contained in any lost update message can be re-
covered as long as two sufficiently close updates — one before
it and one after it — are received. In addition, the size of the
update message is significantly reduced. Finally, although
our protocol does still require individual TCP sessions for
the distribution of new personal keys, the individual distri-
bution messages may be spread over the sessions, and users
may be given personal keys for varying numbers of sessions.

One slight negative which results from these improve-
ments, though, is that we reduce the amount of collusion
resistance by one; that is, the protocol can only withstand
coalitions of ¢ — 1 active group members. (Specifically, any
coalition of ¢ active group members is able to determine the
personal key of another active user.)

1.1 Related Work

In addition to the work of Staddon et al. [15] mentioned
above, Wong and Lam [18] and Perrig et al. [13] also deal
with the problem of reliable group key distribution through
non-interactive means. In [18], forward error correction is
used to ensure that a group member who misses a broad-
cast is able, after sufficiently many subsequent broadcasts
are received, to recover the missed group key. The private
keys stored by the users form a hierarchical system (see, for
example, [16, 17]). We note that when redundancy is used
to achieve robustness in this way, neither revoked members
nor recently joined members should receive sufficient redun-
dancy to reconstruct information to which they are not en-
titled. This requirement may increase broadcast size.

In [13], hierarchical private key systems and redundant
encoding of past group keys are also used to achieve reliable
group key distribution. However, in [13], the key redun-
dancy piggybacks on the actual content (i.e. the messages).
In contrast, we allow for the possibility that the group man-
ager is not the sole content distributor, so session key dis-
tribution must be separate from content.

Reliability is achieved through different means in [15]. Re-
dundancy is used to encode both past and future group keys
to ensure that a group member with broadcasts that “sand-
wich” a lost broadcast can recover the corresponding group
key. Using this sandwiching recovery condition enables rel-
atively small broadcasts (broadcast size is essentially inde-
pendent of the size of the group) to be used even though
the personal key system is flat rather than hierarchical. A
flat key structure is conducive to traceability, because each
personal key is known to only a single group member. We
note here that, concurrent with and separate from our work,
Liu and Neng [9] have built on the contributions of [15].

The main difference between our work and most others in
the areas of multicast and broadcast encryption (e.g. [1, 6,
7, 8, 10, 11]) is that we address group key distribution over
an unreliable channel. Additionally, we make use of sev-
eral general techniques originally suggested in other works.
In [12], Naor and Pinkas describe a secret-sharing-based re-

vocation scheme in which the group manager broadcasts a
user’s secret in order to revoke him. This dynamic revoca-
tion technique is extended in [15], and we also use it here.
Later in the paper, we sketch an extension to our proto-
col which allows self-enforcement. Originally suggested by
Dwork, Lotspiech and Naor in [5], and also used in [12], the
goal of self-enforcement is to deter users from sharing their
private keys by tying keys to users’ personal information,
such as Social Security numbers.

2. NOTATION AND DEFINITIONS

We use essentially the same notation as described in [15].
We let B, represent the key update broadcast during session
j, and S; represent user U;’s personal key. However, rather
than having a fixed cluster of m sessions after which each
user must be given new personal keys as in [15], we let m;
denote the session number after which user U; needs to have
his personal key updated. Note that two users U; and Uy
may have different values m; and m;.

Also, we let A represent the group manager’s list of group
members (current active users). To denote the contents of A
during a particular session j, we write A;, and we write N to
denote the set of users who were never group members. We
also need a way to represent the users who are revoked from
the group. Recall that in Construction 3 in [15], revoked
users are elements in the set R, and their indices are placed
in a set W during any broadcast in which they are revoked.
This set W contains the indices of the personal keys which
are sent in the broadcast. An active user who is to be re-
voked has, in his personal key, points on polynomials. One
of these polynomials will be used in each future broadcast,
so his index must be included in W for each future broad-
cast. In the sliding-window setting, however, the indices of
users who are to be removed from the group do not need
to be included in the set W of every future broadcast for
the lifetime of the system — they only need to be included
in broadcasts for which they already hold a corresponding
point in their personal key. We call users whose points are
being broadcast the current set of actively revoked users, and
denote them by R. Once they have been actively revoked
in a sufficient number of consecutive broadcasts, users no
longer have relevant personal keying information, and the
effect is that they have the same key recovery ability from
that point forward as would a user in A/, the set of never-
active users. Thus, after a fixed number of sessions in which
a user is actively revoked, he is moved from set R to set N.

2.1 System Security Requirements

As in [15], one security parameter is ¢, a positive integer,
which indicates how many group members the group man-
ager can actively revoke in a given session. In that paper,
t also indicates how resistant the system is to collusion: in
order to find a session key to which they are not entitled,
or to generate a new personal key, a collection of ¢ or more
group members must collaborate. Below, we use a more
general name, ¢, for the collusion parameter. An additional
security parameter, new in this work, is §, which indicates
how many consecutive missed update messages group mem-
bers can tolerate (i.e., in some sense, the amount of network
interruption from which users can self-heal), provided they
have the corresponding personal keys. We make this precise
in the definition below. Note that H(-) is the standard en-
tropy function from information theory. (See [4], page 13.)



Definition 1. [Sliding-6- Window Self-Healing Session Key
Distribution with t-Revocation and c-Collusion Resistance]
A sliding-§-window session key distribution protocol with
t-revocation capability and c-collusion-resistance consists of
the following five algorithms:

e Init, a (possibly) randomized initialization algorithm,
run by the group manager, which takes as input a set
of security parameters, and outputs system parame-
ters which are used as input to the remaining four
algorithms.

e AddUser, a (possibly) randomized algorithm for adding
a user to the set of active users A, run by the group
manager, which takes as input a user U; and a ses-
sion 7, and outputs a personal key S; to be used by U;
starting in session number j. In the process, user U;
is removed from either AV or R, and added to A.

e BroadcastGen, a (possibly) randomized broadcast gen-
eration algorithm, run by the group manager, which
takes as input a session j € {1,...,m} and set of users
R to be actively revoked, and outputs a key update
message B; to be broadcast during session j.

o KeyRec, a deterministic session key recovery algorithm,
run by an individual user U; who was in A during ses-
sion j, which takes as input a broadcast message B;
and a personal key S;, and outputs the session key for
session j, which we call K.

e SelfHealKeyRec, a deterministic self-healing session
key recovery algorithm, run by an individual user Uj;,
which takes as input personal key S;, a session num-
ber 7, and two broadcast messages B, and B,, where
max{j—0,1} <b < j < a< min{j+d,m}and U; was
in A during sessions b and a. It outputs the session
key for session j, which we call Kj.

When the algorithm Init is used to initialize the system pa-
rameters, the algorithm AddUser is used to initialize each
active user U; in A with a personal key S;, and algorithm
BroadcastGen is used to generate each broadcast B;, we re-
quire that the protocol meets the following three conditions,
for each session j € {1,...,m}:

1. Correctness: For any U; € Aj,

(a) KeyRec(Bj,S;) outputs K.

(b) For sessions b and a such that maz{j — 4,1} <
b<j<a<min{j+d,m}andU; € A,, U; € Ay,
Sel f Heal KeyRec(S;, j, By, Bo) outputs K.

2. Security:
(a) H(K;) = |K;l.
(b) H(K;|S1,...,5:) = H(K;).
(¢) For any i such that U; & A;, H(K;|Si,B1,...,Bm)
= H(Kj;).

3. Collusion Resistance: For any size-c or smaller coali-
tion C C (AURUWN) and any U; € A; such that
U; ¢ C,

(a) H(S:) = [Sil.
(b) H(Sil{Sc}v,ec, B, ...

(¢) If (CNA;) = 0, then H(K;[{Se}u,ec, B, . Bu)
= H(Kj).

Given the above definition of a sliding-window self-healing
key distribution protocol with revocation, we attempt to
develop a protocol that meets it, with ¢ =t — 1.

3. TECHNIQUES

This section highlights the techniques used in our new
protocol, and the improvements of our protocol over those
in [15]. Our full sliding-window self-healing session key dis-
tribution protocol is presented in Section 4.

Before discussing the techniques used in our main con-
struction, we mention the following conventions. All opera-
tions will take place in the field Fy;, where ¢ is a prime num-
ber much larger than the expected total number of active
and revoked users over the lifetime of the group commu-
nications. All random numbers are chosen uniformly from
Fy, and all random polynomials are chosen uniformly from
F,[x]. N is a large element of Fy, and it may never be a
user index. Finally, since the protocol presented here uses
polynomial-based secret sharing [14], we will make use of
polynomial interpolation in our constructions.

3.1 Masking Polynomials

In [15], when the group manager wants to privately trans-
mit points on a t-degree polynomial to group members in
a broadcast, he conceals the polynomial by adding to it
another polynomial known as a masking polynomial. The
masking polynomial is a bivariate polynomial of degree t in
each variable, and is denoted s(x,y). The univariate polyno-
mial being masked is known as the data polynomial. In order
for a group member to find his point on the data polynomial,
he must first find a point on a specific univariate polynomial
underlying the bivariate masking polynomial, and then sub-
tract it from the data polynomial.

In this paper, we will use a similar technique, based on
multiplication rather than addition. Specifically, the data
polynomial will be multiplied by the masking polynomial,
and the group member will divide away a point, rather than
subtracting it. We make this more precise below.

Let f(z) be a data polynomial, s(z,y) be a random mask-
ing polynomial, and s(4,7) be part of active user U;’s per-
sonal key. The group manager randomly chooses ¢ points
in Fy, denoted w1, w2, ..., w, such that none of the points
is equal to any active user’s index or the reserved constant
value N, and broadcasts:

w1, s(wl,z),wg,s(wg,x), ...,wt,s(wt,x),f(x) : 5(N7 CE)

A group member U; evaluates all of these polynomials at
x = i. These t points plus the member’s personal key give
the member ¢ + 1 points on the polynomial s(z,7). These
points are used to interpolate s(x,i) and find s(N,7). Fi-
nally, he evaluates f(x) - s(N,z) at = 4, and divides that
by s(N,1) to find f(i). A revoked user w; cannot perform
such an interpolation, however, since he has only ¢ distinct
points on s(x,7). Note that, for a user to be permanently re-
voked from the protocol, he must be revoked in each session
for which he holds a corresponding point in his personal
key. We opt for the multiplicative masking method here,
rather than the additive one of [15], because it works with
the technique for achieving smaller broadcasts described in
Section 3.3.



[ pa(@) [ ps(2) [ ps(0) [ K7

[ as(x) | go(z) [ quo(z) ]

[ pr(@) [ ps(x) | po(@) [ Kuo

[ qu(x) | qi2(z) | qus(=) |

Figure 1: Information available in broadcasts at sessions 7 and 10 with § = 3.

3.2 Sliding-Window Self-Healing

Just as in Construction 3 in [15], each broadcast in this
paper includes extra information which enables users to per-
form self-healing. As before, each key is represented as the
sum of two polynomials, p(z) and ¢(z), so if an active user
misses broadcast B; but computes p(i) and ¢(¢) from other
broadcasts, he can calculate K; = p(i) + ¢(3).

However, in the constructions of [15], group communica-
tion is divided into clusters of m sessions. Update messages
contain self-healing information for all other sessions in the
cluster. Therefore, when a user is revoked, the group man-
ager must actively revoke the user for the rest of the cluster.
Furthermore, if an update message at very beginning or end
of a cluster is lost, it cannot be recovered via self-healing.

In contrast, the protocol presented in this paper uses a
sliding-window mechanism, where sessions are not grouped
into fixed clusters. Instead, as time progresses, the group
manager broadcasts self-healing information according to a
sliding window that extends ¢ sessions in each direction from
the current one. That is, in each session, the current session
key is broadcast, along with self-healing information for the
previous J sessions and for the upcoming § sessions. More
precisely, in session j, the following values are broadcast:
pi(z), forl e [j—6,j—0+1,..,5—1], Kj, and q(z), for
le[j+1,74+2,...,5+6]. (Note that these values are not
sent in the clear; they are masked so that only active users
can recover them.) In the example in Figure 1, we show
the (unmasked) values present in two broadcasts. Because
ps(z) + gs(x) = Ks and po(x) + qo(z) = Ky, one can see
that the two broadcasts shown give enough information to
find K7, Kg, Ko, and Ki9. The information provided in
the broadcasts ensures that a user who is active over the
entire lifetime of the protocol can recover all session keys as
long as he never misses more than § consecutive broadcasts.
(In fact, the broadcasts will not allow a user to recover the
entire polynomials mentioned above; they will only receive
individual shares of each polynomial, to prevent collusion
resistance.)

3.3 Smaller Broadcasts

Construction 3 in [15] uses a unique masking polynomial
for each data polynomial sent in every broadcast. Since
each broadcast includes m polynomials, information to in-
terpolate m masking polynomials is sent in each broadcast,
resulting in a broadcast size of O(mt® +mt). In the sliding-
window framework, broadcasts using this approach would
have size O(6t* 4 6t). However, we introduce a new tech-
nique which allows us to achieve O(t* 4 6t) broadcast sizes.

In order to achieve shorter broadcasts, we will use only
one masking polynomial s;(z,y) for all data polynomials
in a single broadcast, instead of using a different masking
polynomial for each data polynomial.

However, when § > 1, we cannot use the same polynomial
sj(x,y) to mask the session key K; (which is also data, but is
not a data polynomial), for the following reason. Any coali-
tion which includes an active user for a particular session j

can recover session key Kj;. If we broadcast K - s;(N,x),
then any coalition which includes an active member can
learn the polynomial s;(N,z), and hence, can determine
sj(N,4") for any user Uys. After learning s;(N,4'), the coali-
tion can determine the personalized shares of user U;s sent
in Bj, e.g, pj—1(i’). Specifically, consider the case where Uy
is a member of the coalition who was a group member dur-
ing session j — 2, but actively revoked during session j — 1.
U, already knows q;_1(¢’) from B;_». Adding this value to
pj—1(i") would allow the coalition to recover K;_1, even if
none of them was an active member during session j — 1.

To avoid this type of attack, we use a different polyno-
mial, called 7;(z,y), to mask session key K;. This prevents
a curious group member U;, who legitimately learns informa-
tion about r; in his recovery of Kj, from learning anything
about the other (personalized) information to which only a
different user U is entitled. A different pair of masking
polynomials (r;(z,y), s;j(x,y)) is used for every broadcast.
Figure 2 illustrates the contents of broadcast B;.

Masked Shares p;_s(z) - s;(N,z)

pi-1(x) - 5;(N,z)
Masked Key K;-rj(N,z)

Masked Shares gj+1(x) - s;(N, z)

G4(x) - 55(N, 2)

Figure 2: Two masking polynomials per broadcast.

However, the particular implementation described in Fig-
ure 2 allows an attack on the system when 0 > 2, whereby
a member who is active in time j — 1 and revoked in time
j can still find Kj;. Specifically, in session j — 1, if user
U, is active, he can remove the masking polynomial from
pi—2(x) - sj—1(IN,z) to reveal p;_2(i). In session j, suppose
user Uj; is revoked, and hence unable to interpolate the value
of s;(N,4) from the points broadcast by the group manager.
However, U; already knows the value of p;_2(%), so he can
divide this out of p;j_2(7) - s;(IV, %) to find s;(N,1).

To circumvent this attack, we modify the system so that
knowledge of a data polynomial in one session does not com-
pletely reveal a masking polynomial used in a later session.
This is done by splitting all of the data polynomials into
two randomly-selected additive shares. New additive shares
of a data polynomial are selected each session in which it is
part of the broadcast. The two shares of a particular poly-

nomial selected for broadcast B; will be denoted with super-
scripts (%) and ®4) | such that pg-aj)(m) +p§-bj>(m) = p;(z) and



q](aj)( )+ q( J>( ) = gj(x), for example. When two corre-

sponding polynormal shares are masked in a broadcast, they
will be masked with two different polynomials — two polyno-
mials s;(x,y) denoted with the corresponding (%) and (%)

superscripts. So, for example, p(aj)( ) will be multiplica-

tively masked by polynomial s( J)(N, z). The contents of
broadcast B; are illustrated in Flgure 3.

a b bj
Masked Shares EJJ)( ) s 7)(N x), p ( )( ) - sg»])(N,x)

P\ (x) -

j—1

S\ (N2, pi) (o) -5 (N, )

j—1

Masked Key K;-r;j(N,z)

Masked Shares qj(ijl)( ) (vaj)(N, x), qj(il)( ) sgb'j)(N,x)

s\ (N, 2), ¢z - s\ (N, z)

(a;)
q]fé( ) j+5

Figure 3: Splitting the masking polynomial s;(-,-)
into shares.

Note that for a particular j in Figure 3, the polynomials
p;(x) and g;(x) are constant over all update messages, while

piaﬂ( ), <.bj)(x) <aj)(a:) and q;bj)(x) are not. For example,
p(7 8)( ) and p( 8>( ) used during broadcast Bs will be dif-

ferent (respectively) from p( 9)(90) and p< °)(z) used during
broadcast By (except with negligible probability), but the
sum of any two corresponding shares of the same session
key will be equal. That is,

Py (@) + pi (x) = pr(z) = P (z) + py (2).

Because the polynomials p;(z) and g;(z) are constant
over all update messages, we must be careful that legit-
imate knowledge of a point on one of these polynomials
does not help a user learn anything to which he is not
entitled, should he later be revoked. To prevent this, we
mask the additive shares of these polynomials multiplica-
tively, as shown in Section 3.1. For example, note that
a user U; first revoked during, say, session jo, could have
legitimately learned pj,—2(¢) from broadcast Bj,—1. Had
we used additive masking instead of multiplicative mask-
ing, this user could attack the system after reading the
public broadcast Bj, as follows. First, he could evaluate

the additively masked shares of pj,—2(x) in Bj, at z =

i, giving {7 (i) + s\0 (N,4) and pl 0 (i) + 5370 (N, ).

Summlng these values and subtracting pj,—2(), he would
learn 5{0 (N,) + 557 (N, ), since p{o7 (1) + p) (i) =

Djo—2(%). He could then evaluate the polynomials qiof; (z)+

j bj . .
sgzm)(N,a:) and qj(.ojfg( ) + s( JO)(N z) in Bj, at © = i,
and sum them, giving qj(of(;)( ) + s( Jo)(N i)+ q]om)( ) +

(bJU)(N 7). Subtracting off s( 7")( 1) + s< 70)(N,z), he

would learn qj( f;( ) + qjoffé)( ) = @jo+s(7). However, this

user was revoked during session jo, and hence should not

learn gj,+5(%). Because the masking is done in a multiplica-
tive way, however, it seems that knowledge of one point on
a data polynomial does not reveal useful information about
the sum of two masking polynomials.®

4. OUR PROTOCOL

In this section, we present our sliding-window self-healing
session key distribution protocol, based on the techniques
described in the previous section. The security and efficiency
properties of the protocol are discussed in Section 5.1.

Construction 1. A Sliding-5-Window Self-Healing, Session
Key Distribution Protocol with ¢-Revocation Capability.

Algorithm Init: To prepare the system, the group man-
ager randomly chooses ¢ to be a prime number larger than
the total number of different group members expected over
the lifetime of the system, and randomly chooses N to be
a non-zero element of Fy. He initializes the sets A and R
to be empty. For each session j € {2,...,0 + 1}, the group
manager randomly selects a key K; and degree-t masking
polynomial p;(x), and sets q;(z) = K; — pj(x). Finally,
for session j € {1,...,d + 2}, he randomly chooses masking
polynomials r;(z,y),
both variables.

sga'”(x, y) and s( )(:r, y) of degree t in

Algorithm AddUser: To add a new user U to the group
starting in session j until some session m, the group manager
randomly selects an index ¢ from Fy such that i ¢ (AUR U
{N}), and sets m; = m. U is removed from the set where
it currently appears(\ or R), and his new index i is added
to the set of active users .A.2

Next, for any session j' € {j,7 + 1,...,m;} for which he
has not already done so, he generates new personal key poly-
nomials. Specifically, for each such j', he randomly chooses

masking polynomials r;/ (z, ), si?j/)(x, y) and s;l,)j/)(a:, y) of
degree t in both variables.
Then the new user, now referred to as U;, will be given
the values i, §, N, and his personal key S; will contain:
r5(4,4), 7j41(4,2), ..., Tm, (4,1),
S (0,1), 5, S (1,7) and

s\ (i), sé’iﬁr”u,z),..., s (i,1).

Algorithm BroadcastGen: If an active user is to be revoked
starting in session j, the group manager removes his index
from A and places it into R. (This can be done repeatedly
while the current number of actively revoked users (i.e., |R|)
is strictly less than ¢.) To revoke user U; starting in session 7,
the group manager removes U; from A and adds it to R prior
to generating broadcast B;. (The index of user U; will be
removed from R and added to N just after broadcast B, is

Note that this technique does reveal some information
about the masking polynomials. For example, anyone can

recover the ratio of pgajf( ) and p( J )( ) from broadcast B;.
As such, we are not immediately able to claim unconditional
security for our protocol. See Section 5.1 for intuition about
its security, however.

2If the user was most recently in R, he must be given a new
index value before being added to A. Furthermore, the old
index value must remain in R until the end of the active
revocation period.



generated.) Then, the group manager randomly generates
the set W = {w1,wa,...,w:} such that RN W = R and
ANW = and the reserved constant N ¢ W.

To prepare the rest of broadcast Bj, the group manager
will use the previously-chosen personal key polynomials for
the § sessions which follow session j. These are: 7¢(z,y),
sﬁa’f)(x,y) and sé’”)(m,y) foree{j+1,...5+6+1}.

In addition, he will use the polynomials p, which are p-
shares for the previous § sessions ({ =35 —4,...,7 =1), and
the polynomials ¢, which are g-shares for the following §
sessions ({ = j+1,...,7+49), if those sessions exist. (There
is no need for p shares of sessions prior to 1, or g-shares for
sessions following the final one). He also uses the value of
the current session key K. For each of the p, and g, poly-
nomials mentioned above, he randomly selects an (25) share
polynomial and the corresponding *4) share polynomial, so
that p;*’)(2)+ p" (@) = pe(x), and ;" (2)+ g, (x) =
ge(z). He then sends the broadcast B; described in Figure 4.

Session number
J

Indices and polynomials

wlarj(w17:r)7 S(‘ (bs >('U_)1,:I’)

Jaj)(whx): S;

(b;

wt,T]‘(wt,$), S;’aj)(whx)asj )(wtvm)

Masked p polynomial shares

N b b
P (@) - s\ (N ), p)(x) - 57 (N, )

(aj;) (aj;) (bj) (b5)
p; i () - Sj](N,‘T) b= 1) - SjJ(N>$)

Masked session key
Kj-rj(N,z)

Masked g polynomial shares

(a5) (a5) () )
;41 (x) 577 (N, 2), q; 71 () - 5,7 (N, @)
(a5) (a5) () )

4515 (2) - 5577 (N, w) q; 05 () - 557" (N, x)

Figure 4: The contents of broadcast B;.

Next, the group manager will prepare for session j + 1.
For any active user U; for which the current session j = m;,
the group manager must individually send him new personal
keys. For such a user, he runs algorithm AddUser, giving
that individual the same index ¢ already assigned to him;
this will update that user’s m; value as well.®> The group
manager then generates a new session key and polynomial
shares of the session key for session j 4+ § + 1, by randomly
selecting a key Kjis+1 and degree-t masking polynomial
Pit+s+1(x), and sets gj+s+1(2) = Kjrs+1 — pjras+1(x). Fi-
nally, if for any actively revoked user U;, the value of m;
equals j, the group manager moves U; from R to N.

3In fact, this could be done ahead of time, before session m;
is reached.

Algorithm KeyRec: From broadcast Bj, active member
U; with m; > j learns indices w; and polynomials 7;(we, x)
for £ = 1,...,t. He evaluates each of these polynomials at
x = i, obtaining ¢ points of the form (wg,r;(we,4)). Using
these points and point (i,7;(é,4)) from his personal key, he
interpolates to get the polynomial 7;(z,¢). Evaluating this
at z = N, he obtains r; (N, 7). He then evaluates K;-r;(N,x)
(obtained from broadcast B;) at « = 4, and divides out
r;(N, i), leaving the session key K;. He can then delete
r;(i,7) from his personal key.

Algorithm SelfHealKeyRec: From broadcasts By and B,
such that max{j — 6,1} < b < j < a < min{j + §, m},
user U; with m; > a who was active in sessions b and a can
recover session key K; as follows.

From broadcast By, U; learns indices w,; and polynomials
sga”)(we,x) and sgb“(wg,x), for £ = 1,...,t. He evaluates
each of these polynomials at x = ¢, obtaining ¢ points of
the form (we, sg b>(UJg,i)) and t of the form (we, s;, (b b)(we, 7).
Using these values and points (¢, séa”)(i, 1)) and (z sé ”)( 1))
from his personal key, he interpolates to get the polynomials
sl(,ab)(ﬂc,i) and sgbb)(x,i). Evaluating these at x = N, he
obtains s(ab)(N i) and s£bb>(N 2). Then, he evaluates the
polynomials q(a”)( )- séab)(N z) and q(bb)( ) - s,()bb)(N, x) at
z = ¢ and divides out the values sga”)(N i) and s(bb)(N i),

respectively, leaving him with shares q(‘”’)( ) and q(bb)( ).
He then adds these together to give qj( ). He follows the
analogous procedure to learn share p; (i) from broadcast B,
and adds the two shares to give session key Kj.

5. ANALYSIS OF OUR PROTOCOL

In this section, we discuss the security properties that
must hold for self-healing key distribution as defined in Sec-
tion 2.1, and provide evidence that they are satisfied by our
protocol. For many properties, the evidence takes the form
of a rigorous argument. However, we only provide intuition
for the security of our technique for multiplicatively mask-
ing additive shares (see Section 3.3). A rigorous proof of the
security of this technique is the focus of ongoing work.

5.1 Security Discussion

We start by proving the following technical lemma.

LEMMA 1. Given a bivariate polynomial s(x,y), with co-
efficients a; j, fori,j € {0,...,t}, uniformly selected at ran-
dom from Fy such that s(z,y) = 3} j_oai ;x'y’, the univari-
ate polynomial s(x,x) has coefficients which are also uni-
formly distributed at random over Fy.

PROOF. Let the univariate polynomial s(x,z) be called
s'(z), which we can express as ©3* ja}x”, where the a}’s are
the coefficients. Note that each aj, is the sum of a subset of
the coefficients {a; ;}. Specifically, for all k € {0,...2t} and
all 4,5 € {0,...,t}, we have aj, = ¥; j.i+j=k ai ;. Thus, the
coefficients aj, are the sums of disjoint subsets of the a; ;’s,
and hence are not correlated with one another. Specifically,
since they are the sum modulo ¢ of random elements of Fy,
the coefficients of the univariate polynomial are distributed
randomly over F, as well. [

We now discuss the requirements of Definition 1 in turn.
Our construction has sliding-window parameter 9, t-revoca-
tion capability, and (¢ — 1)-collusion-resistance.



CORRECTNESS: For any U; € A;, both items in the cor-
rectness property follow directly from the construction, for
any active user U; who holds the appropriate points in his
personal key. That is, the correctness property holds for any
user U; whose m; > j.

SECURITY: The desired properties are written below as
equations involving the entropy function. Each equation is
followed by an argument that our protocol satisfies it.

1. H(K;) = |Kj|: Since the session keys are selected in-
dependently at random from Fjy, each of ¢ values is
equally likely. Thus, H(K;) = |Kj|.

2. H(K;|S1,...,S:,) = H(K;): We note that, for each
j, the polynomials s;aﬁ(m,y), sg.bj)(x,y), and r;(z,y)

from which secret key points are taken are selected

randomly and independent from the selection of any

Kj, pj(x), or gj(x). Thus, the secret keys alone do not

determine Kj.

3. For any i such that U; € A;, H(K;|S:,B1,...,Bm) =
H(Kj;): This statement follows directly from Condi-
tion 3 below.

COLLUSION RESISTANCE: For any coalition C of size strict-
ly smaller than ¢, such that C C (AU R UN), and any
U; € Aj such that U; ¢ C, we want the following entropy
equations to hold. Below each equation, we argue that our
protocol satisfies it.

1. H(S:) =|Si|: An active user U;’s personal key consists
of points on polynomials randomly selected over Fy[z].
Because the polynomials are selected from the uniform
distribution over Fy[z], the value of any point on that
polynomial is equally likely to be any point in F, and
hence H(S;) = |Si|.

2. H(Sil{Sc}v,ec, Br, ..., Bn) = H(S:):

In order to learn information about the personal key
of an active member who is not part of the coali-
tion, the coalition must learn a point on a polynomial
‘ (aj) (b;) . )
ri(z,z), s; 7 (x,2), or s; 7 (z,z) for some session j.
From Lemma 1, each of these is a degree-2t polyno-
mial whose distribution is uniform over Fy[z]. Thus,
the value of any point on them is equally likely to be
any element of Fy;. The coalition will of course know
their own personal key points on each of the partic-
ular polynomials r;(z,x), S§Gj>(x,:r), and sg.bj)(x,:v).
Because the coalition size is at most ¢ — 1, though,

this is at most ¢ — 1 points each of the form r;(¢,?),
s;aj)(ﬁ, £), and s;bj)(ﬁ, 0).

From the portion of broadcast B; which contains the
indices and polynomials from set W, the coalition can
learn at most ¢ additional points on each of the three
degree-2t polynomials by evaluating each of the ¢ uni-

variate polynomials of the form r;(W,z), s;.aj)(W7 x)
and sg-bj) (W, x) at the respective W values. (Of course,
none of these new points corresponds to an active user.)

The portion of the broadcast containing the masked
session key is useful for learning exactly one additional
point of the form r;(¢,¢) (if the coalition includes an

active member who can determine K;).* The key K;
can be subtracted away to learn the r; (N, z) polyno-
mial used to mask it, but this can only provide a point
of the form r;(N,N), (Note that N is never a user
point.) Furthermore, the rest of the broadcast is not
useful for learning new points si-aj)(f, ), or s;-bj)(f, 0),
since the p;/(x) polynomials which are multiplied by
the s masking polynomials are split into randomly se-
lected additive shares, causing the product to be ran-
domly distributed over Fj.

Because that part of the broadcast contains polynomi-

als p;(,lj)(a:) . sgaj)(N, x) and p;.l:j)(a:) . sg-bj)(N, z) and

¢\ (x) 5\ (N, ) and ¢'7) () -s{"7 (N, z), the coali-
tion might hope to determine a point on p;/(x) or
gjr(x) to divide out from one of the polynomials, giv-
ing a point on sg-aj)(N7 x) or sébj)(N, z). However, the
only point on séaj)(N, x) which is also on sg-aj)(a:,a:)
is sﬁaj)(N, N), but N is never used as a user index.
Furthermore, the only points the coalition knows on
pj(x) and g;/(x) are those points p;/(¢) and g; (¥),
where Uy, € B. There are at most ¢ of each of these
points, so the coalition could not determine any other
points on p;/(x), g;/(x) or sgaj)(N, x) which might help
(aj)
ij
ment can be made for the s§ j)(m,m) case. Therefore,
this is a maximum number of 2¢ points known to the
coalition on each random degree-2t¢ polynomial, and so
it seems that no additional points can be determined.

them determine a point on s; ’*(z, z). The same argu-

3. If (C’ﬂAJ) = @, then H(Kj‘{Sg}Uzgc,Bh...,Bm) =
H(K;):

Finally, if no coalition member is active during session
j (i.e., AN B = ), then the coalition will only have at
most ¢ — 1 distinct points of the form r;(w;, x), so the
value of K is not determined, even given K -7 (N, z).

Earlier, we saw that different users’ shares g;(z) (ob-
tained in a broadcast prior to session j) and p;(i’)
(obtained in a broadcast after session j) of K; are in-
compatible, and the group manager will not allow the
same user to leave the group before session j and re-
turn later using the same index.

5.2 Efficiency

We now compare broadcast sizes in our protocol with
broadcast sizes in Construction 3 of [15]. Each broadcast in
Construction 3 had size O((t*m +tm)k), where k represents
the size of the session key, and m represents the number of
sessions in a cluster. Our construction, however, achieves a
broadcast size of O((t24t)k), where our sliding-window size
d is generally much smaller than the parameter m in [15].
For direct comparison, if § is set to m, our broadcast size is
still smaller by a factor of m in the 2 term.

Our construction also requires less personal key storage
per user than Construction 3 in [15], where a group member
must store a personal key of size O(m?k). In our construc-
tion, the user stores a key of size O(m;k), where m; repre-
sents his “personal” cluster size. If we set each m; to be the

4This is the cause of the value of the collusion-resistance
parameter dropping from ¢ in [15] to t—1 in our construction.



m used in [15] for the purposes of direct comparison, this is
an improvement of a factor of m. In practice, the flexibil-
ity of our m; values allows group managers to trade off the
amount of required personal key storage and the frequency
of individual key update messages as applications warrant.

6. EXTENSIONS

This section discusses several variants and an enhance-
ment one could make to the session key distribution protocol
we described in Section 4.

6.1 Sliding-Window Variants

The protocol presented so far uses a sliding-window that
extends some constant dp sessions into both the past and fu-
ture (that is, our parameter ¢ is set to do). However, other
configurations are possible. The sliding-window can have ar-
bitrary length both forward and backward, and these lengths
may change over time. One simple variant would be to mod-
ify § so that alternate packets have different window lengths.
For example, for every other broadcast in the system, we
could lengthen the sliding-window by 1 in each direction
(for these packets, § = do + 1), while, for all remaining pack-
ets, the size of the window is reduced to size 1 (§ = 0).
This significantly reduces the length of the broadcasts and,
with high probability, will not reduce the self-healing ability
of group members. (Members would be most vulnerable to
noise that caused them to miss every other broadcast.) It
does, however, add extra latency to self-healing, since mem-
bers sometimes must wait an extra session to accumulate
enough information to perform self-healing.

Another interesting variant is to use a randomized sliding-
window in which not necessarily all sessions in the window
are represented — that is, a broadcast might not include
shares of some session in its window. For example, the de-
cision to include a share of a particular session key might
be made according to a Gaussian distribution. In that case,
care must to be taken to ensure that the probability of self-
healing was high according to the appropriate noise model.

6.2 Self-Enforcement

Self-enforcement is an idea first presented in [5], where
a group member’s personal key is linked to some personal
information belonging to him, so that anyone who knows
the member’s key can access his personal information. The
information in question could be a Social Security number,
for example, or any other information the member would
want to keep secret. This link between private keys and
personal information is intended to serve as a deterrent to
key sharing: many members will take extra care to keep
their personal keys secret so that their personal information
remains secret as well. On the other hand, in a system
without self-enforcement, any group member can give his
private key to anyone he chooses. Self-enforcement is meant
to discourage this sort of behavior.®

Furthermore, because users may be revoked in later ses-
sions, dishonest members may attempt to assemble a coali-
tion of users who will work together to try to learn some

5Of course, self-enforcement does not discourage members
from giving away session keys directly. However, this type of
attack would require very frequent communication (as often
as once per session) to allow the information to be decrypted
in a timely manner. We do not address this threat here.

secret of the system. If sufficiently motivated, say for signifi-
cant financial gain, these members may be willing to sacrifice
their personal information on a limited scale. However, if
self-enforcement is incorporated into our system, even those
willing to leak personal information to a few colluders might
be affected by it in the following way. If the coalition of dis-
honest members is hoping for widespread distribution of a
key to non-group members (e.g., they are planning to sell
it on the Internet), it is unlikely that any of them will be
willing to leak their information on such a large scale. This
is where our security parameter ¢ comes into play. In order
to produce a key that will not leak any personal information
about coalition members, the size of the coalition must be
larger than ¢t — 1.

Clearly, then, the inclusion of a self-enforcement mech-
anism would make the system described in Section 4 more
robust. We achieve computationally-secure self-enforcement
using the following mechanism, which is modeled on one pre-
sented in [12]. When a user wishes to be added to the group,
he sends the group manager his personal information. (This
protocol therefore requires a trusted group manager.) The
group manager, after verifying the personal data, gives the
new member a randomly selected index i. For user U;, the
personal information is known as S;, and is stored in a pub-
lic database, encrypted via a symmetric cipher using F(7)
as the key, where F(z) is a random t-degree polynomial.
During session j, the group manager adds the following to
the broadcasts:

F (@) s (N, 2), FO(x) - s (N, )

Here (@ (z) and F® () are chosen randomly with each
broadcast but F@(z) + F® (z) = F(z) is kept constant,
similar to Section 3.3. Therefore, anyone with member U,’s
personal key value s;(4,4) can discover F(i) and decrypt
S, in the public database. On the other hand, to someone
without knowledge of the personal key value s;(i,4), the
value F; is still randomly distributed over Fj,.

To speed up searching the database, each entry is indexed
by H(F(i)), where H(z) is a public, randomly selected hash
function with partial preimage resistance. Partial preimage
resistance requires that, given an output y, it is computa-
tionally infeasible to find any part of a preimage =’ such that
H(z') = y. Thus, a third party with knowledge of F(i) can
efficiently find user U,’s secret information in the database,
but &; is not revealed to everyone.

7. SUMMARY AND OPEN PROBLEMS

In this paper, we propose a practical self-healing session
key distribution scheme which is a modified version of the
protocols in [15]. Broadcast and personal key sizes in the
protocol presented in that paper were rather large, however,
and some practical issues were unresolved. In particular, the
self-healing property did not stretch across clusters of ses-
sions. We introduce two new techniques to overcome these
shortcomings:

e A sliding window extends the self-healing property
to apply 0 sessions into the past and the future, inde-
pendent of any session cluster size. Furthermore, dif-
ferent cluster sizes may be selected for different users,
offering flexibility.



e Reusing masking polynomials reduces broadcast
size and personal key storage significantly.

We provide evidence suggesting that our protocol achieves
unconditional security. (As future work, we would like to rig-
orously prove its security.) We also discuss possible variants
of our self-healing key distribution protocol and propose an
adaptation of self-enforcement to it.

It would be interesting to consider other personal key dis-
tribution methods, such as one based on our technique to
distribute individual shares to users via broadcast. Specifi-
cally, we would like to be able to periodically distribute new
personal keys via broadcast, so that, after a user is added to
the group, no further individual TCP sessions are necessary
(provided that the user does not miss more than § consec-
utive update messages). This type of technique might also
reduce the number of sessions for which a user must be ac-
tively revoked, since, if the user possesses personal keys for
fewer sessions at any given time, he will not need to be re-
voked for as many sessions.
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