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Introduction

Channels are free to wander
around, too free to do so.

Channels may define secrets.
Problem: leakage of secret.
Solution: enforcing fine-grained
control on channels, a typing
discipline that enforces a notion
of encapsulation borrowed from
OO: Ownership Types.
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Untyped Join Calculus: Syntax

P = def D in P D = D∧D J = J | J
| P | P | J � P | x〈y〉
| x〈u〉 | >
| ∅

P = def x〈a〉| y〈〉 � ∅
∧ >
in x〈y〉 | y〈〉
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Untyped Join Calculus: Semantics

D 
 P

J $σ J
R-BETA

D ∧ J � P ∧ D′ 
 J −→ D ∧ J � P ∧ D′ 
 Pσ

$ states that J and J must have the same structure
σ is the substitution of received variables of J with those of J

M. Patrignani, D. Clarke, D. Sangiorgi (Katholieke Universiteit Leuven, Università di Bologna)Ownership Types for the Join Calculus. March 7, 2012 8 / 21
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A Secret-leaking Process

x is a secret of our code.

P = def o〈a〉 � a〈〉 | y〈a〉
∧ x〈〉 | y〈b〉 � export b
in o〈x〉

∅ 
 P S−DEF−−−−−⇀
o〈a〉� a〈〉 | y〈a〉 ∧ x〈〉 | y〈b〉� export b 
 o〈x〉

R−BETA−−−−−→

o〈a〉� a〈〉 | y〈a〉 ∧ x〈〉 | y〈b〉� export b 


x〈〉 | y〈x〉

o〈a〉� a〈〉 | y〈a〉 ∧ x〈〉 | y〈b〉 � export b 
 x〈〉 | y〈x〉 R−BETA−−−−−→
o〈a〉� a〈〉 | y〈a〉 ∧ x〈〉 | y〈b〉� export b 


export x
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Ownership Types

The system has a general box
called world .

Every object O implicitly defines
a box, which is its
representation .

Every object O must specify in
which box it must be placed:
O’s owner .
The nest of boxes specify the
ownership tree.
Owners-as-dominators
property: references cannot
cross the box boundaries from
outside to inside.

world

O O2

O3
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A Typed Join Calculus: JOT

J = J | J T =
o
o 〈|t|〉 o = x

| x〈y〉 : T | world
t = ∃α.T | α

Types keep track of:
o : the owner.
o : the representation.
t: the types of parameters y .

Existential types provide flexibility, they are implicitly used.
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A Secrecy-preserving Process
x is a secret of our code.

P

T

= def o〈a〉

: world
o 〈|∃α. o

α〈||〉|〉

� a〈〉 | y〈a〉

∧ x〈〉

: o
x 〈||〉

| y〈b〉

: world
y 〈|∃α. world

α 〈||〉|〉

� export b

in o〈x〉

WRONG!! ILL-TYPED!!

world

o

x

y
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An Untyped Opponent

A malicious and cheating entity is modeled as an untyped opponent.

We prove that after erasing type annotation from a well typed process
PO, it can interact with an untyped one PU and preserve the secrets.
The approach presented here is inspired by the work of Cardelli et al.1.
Now i provide a quick sketch.

1Luca Cardelli, Giorgio Ghelli, and Andrew D. Gordon. Secrecy and group
creation. Inf. Comput., 196(2):127–155, 2005.
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An Untyped Opponent

A malicious and cheating entity is modeled as an untyped opponent.
We prove that after erasing type annotation from a well typed process
PO, it can interact with an untyped one PU and preserve the secrets.

The approach presented here is inspired by the work of Cardelli et al.1.
Now i provide a quick sketch.

1Luca Cardelli, Giorgio Ghelli, and Andrew D. Gordon. Secrecy and group
creation. Inf. Comput., 196(2):127–155, 2005.

M. Patrignani, D. Clarke, D. Sangiorgi (Katholieke Universiteit Leuven, Università di Bologna)Ownership Types for the Join Calculus. March 7, 2012 18 / 21
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An Untyped Opponent

Tr

Un

world

o

x

y

y

x o
a

b

c

ab c

ΓO `O PO → ΓOA `A POA
ΓU `U PU → ΓUA `A PUA

}
ΓOA, ΓUA `A POA,PUA
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Conclusion

Typed processes do not leak secret channels to typed opponents.

Typed processes do not leak secret channels to untyped opponents
too!
Sound type system that maps the idea of Ownership Types in the
Join Calculus.
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