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(Eval-movs)

M(p) = (movs rq rs)
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(Eval-movs)

M(p) = (movs rq rs)

s validJump(p, p + 1) (Trace-internal)
s - writeAllowed(p, *rq) (p,r,f,m,s) —» (p',r', f',m's)
M’ = M[xrg — r5] s I internaldump(p, p)
(p7 r7 f7 M7 s) _>$ (p+17 r7 f7 M/7S) (p7 r7 f7 m7s% (p/7rl7 fl7 m/’s)

(Trace-callback)

(Eval-jump) (p,r,f,m,s) —» (p',r', f',m's)
M(p) = (jmpra) p ' =r4 sk exitdump(p,p’)  m(p) = (jmp)
s validJump(p, p) v=Rs: ... R
(p.r.f,M,s) = (p',r.f,M,s) (p.r. fm,s) s (0,7, ', )
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A Fully Abstract Trace Semantics Syntax of the Low-level Model
Operational and Trace Semantics

Full Abstraction of the Trace Semantics in General

Traces(C}) = Traces(C}) «— Cf ~; C}

a =7
vu=call p(r:...::n1) | retn
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A Fully Abstract Trace Semantics Syntax of the Low-level Model
Operational and Trace Semantics

Full Abstraction of the Trace Semantics in General

Traces(C}) = Traces(C}) «— Cf ~; C}

a =7
vu=call p(r:...::n1) | retn

Flags, unused registers

X does not hold in general Readouts. writeouts
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Full Abstraction of the Trace Semantics in General

Traces(C}) = Traces(C}) «— Cf ~; C}

a =7
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A Fully Abstract Trace Semantics Syntax of the Low-level Model
Operational and Trace Semantics

Full Abstraction of the Trace Semantics in General

Traces(C}) = Traces(C}) «— Cf ~; C}

a =7
vu=call p(r:...::n1) | retn

X does not hold in general Eljgslat’&sri%tiizers
Change the semantics Pob?ﬁid“

holds for compiled components
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A Fully Abstract Trace Semantics Syntax of the Low-level Model
Operational and Trace Semantics

Full Abstraction of the Trace Semantics in General

Traces(P1) = Traces(Pp) <= Py~ P>

o= (n 7| (r, P
vu=call p(r::...::n1) | ret ro| read rs | write rg

Change the labels
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A Fully Abstract Trace Semantics Syntax of the Low-level Model
Operational and Trace Semantics

Full Abstraction of the Trace Semantics in General

Traces(P1) = Traces(Pp) <= Py~ P>

o= (n 7| (r, P
vu=call p(r::...::n1) | ret ro| read rs | write rg

holds in general

Change the labels
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Proving Full Abstraction of the Trace Semantics

Main Theorem

Traces(P1) = Traces(P2) <= Pi~P
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Traces(P1) = Traces(Pz) <= VM. M[Pi]f <= M][P:]
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Proving Full Abstraction of the Trace Semantics

Main Theorem

Traces(P1) = Traces(Pz) <= VM. M[Pi]f <= M][P:]

Proof that scales to both solutions

Marco Patrignani, Dave Clarke Fully Abstract Trace Semantics of Low-level Protection Mechanis



Proving Full Abstraction of the Trace Semantics

Soundness

Soundness:

Trace(P1) = Trace(P2) < Py ~ P,
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Soundness:
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Proving Full Abstraction of the Trace Semantics

Soundness

Soundness:

Trace(Pl) # Trace(Pz) = M. M[Pl]ﬂ 42]5 M[Pg]ﬂ

@ Two traces have a different action at index i

@ Create M such that it replicates the traces until action i
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Proving Full Abstraction of the Trace Semantics

Soundness

Soundness:

Trace(Pl) # Trace(Pz) = M. M[Pl]ﬂ 42]5 M[Pg]ﬂ

@ Two traces have a different action at index i
@ Create M such that it replicates the traces until action i

@ At action i, M makes P; diverge and P, terminate
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Proving Full Abstraction of the Trace Semantics

Completeness

Completeness:

Trace(P1) = Trace(P2) = P1 ~ P»
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Proving Full Abstraction of the Trace Semantics

Completeness

Completeness:

Trace(P1) = Trace(P2) = VM. M[Pi1]f <= M[P2]I

Proof strategy: coinduction
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Proving Full Abstraction of the Trace Semantics

Completeness

Completeness:

Trace(P1) = Trace(P2) = VM. M[Pi1]f <= M[P2]I

Proof strategy: coinduction

Py stuck A P> stuck

P; terminated A P> terminated

P11y locally A Pxfy locally

P~ P, APy == P{ A\ Py == P}

:>P1 ~ P2
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@ A fully abstract trace semantics for FPMACs eliminates the
need to use contextual equivalence
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Conclusion

Conclusion

@ A fully abstract trace semantics for FPMACs eliminates the
need to use contextual equivalence

@ This can be used to reason more easily about these systems
(e.g. prove secure compilation to FPMACs)
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Conclusion

Questions
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