
Protected Modules Architectures
Secure (Fully Abstract) Compilation

What Can Go Wrong With...

Secure Compilation
of Object-Oriented Components

to Protected Module Architectures

Marco Patrignani 1 Dave Clarke 1 Frank Piessens 1

1iMinds-DistriNet, Dept. Computer Science, KU Leuven

10 December 2013

Marco Patrignani , Dave Clarke , Frank Piessens Secure Compilation of OO Components to PMA 1/13



Protected Modules Architectures
Secure (Fully Abstract) Compilation

What Can Go Wrong With...

Outline

1 Protected Modules Architectures

2 Secure (Fully Abstract) Compilation

3 What Can Go Wrong With...
Dynamic Memory Allocation
Exceptions
Cross-package Inheritance

Marco Patrignani , Dave Clarke , Frank Piessens Secure Compilation of OO Components to PMA 2/13



Protected Modules Architectures
Secure (Fully Abstract) Compilation

What Can Go Wrong With...

Protected Modules Architecture (PMA)

assembly-level isolation mechanism

several research prototypes: Fides [SP12], Sancus [NAD+13],
Flicker [MPP+08], TrustVisor [MLQ+10], Smart [EFPT12]
industrial prototype too: Intel SGX [MAB+13]
implemented via Hypervisor, Hardware, Software

Let’s see an example of PMA in action
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PMA in Action

0x0001 call 0xb53
0x0002 movs r0 0x0b55
...
0x0b52 movs r0 0x0b55
0x0b53 call 0x0002
0x0b54 movs r0 0x0001
0x0b55 · · ·
...
0xab00 jmp 0xb53

0xab01 · · ·

memory space

protected module =
protected memory

split in code and data

protected code is
unrestricted

unprotected code is
restricted

entry points for
communication (�)

we need only 1 module
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jr [JR05]

component-based
private fields
programming to an
interface
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