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Protected Modules Architectures

Protected Modules Architecture (PMA)

@ assembly-level isolation mechanism

e several research prototypes: Fides [SP12], Sancus [NAD"13],
Flicker [MPPT08], TrustVisor [MLQ"10], Smart [EFPT12]

e industrial prototype too: Intel SGX [MAB'13]

@ implemented via Hypervisor, Hardware, Software

Let's see an example of PMA in action
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Protected Modules Architectures

PMA in Action

@ memory space

0x0001 call 0xb53
0x0002 movs rg 0x0b55

0x0b53 call 0x0002
0x0b54 movs rg 0x0001
0x0b55 cee

éxabOO jmp Oxb53
0xab01l e

1
|
|
: |
|
0x0b52 movs rg 0x0b55 !
|
|
|
|
|
|
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Protected Modules Architectures

PMA in Action

@ memory space

@ protected module =
protected memory

0x0001 call 0xb53
0x0002 movs rg 0x0b55

@ split in code and data

0x0b52 movs rg 0x0b55
0x0b53 call 0x0002
0x0b54 movs rg 0x0001
L 0x0b55 J

éxabOG jmp Oxb53
0xab01l e
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Protected Modules Architectures

PMA in Action

@ memory space

@ protected module =
protected memory

0x0001 call 0xb53
0x0002 movs rg 0x0b55

@ split in code and data

0x0b53 call 0x0002 r/w unrestricted
0x0b54 movs rg 0x0001
L 0x0b55 4 J

éxabOG jmp Oxb53
0xab01l e

1
|
|
: |
|
0x0b52 movs ro 0x0b55 ! @ protected code is
|
|
|
|
|
|
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Protected Modules Architectures

PMA in Action

@ memory space

@ protected module =
protected memory

0x0001 call 0xb53
0x0002 movs rg 0x0b55

@ split in code and data

0x0b53 call 0x0002 unrestricted
0x0b54 movs rg 0x0001

L 0x0b55 . J

éxabOG jmp Oxb53
0xab01l e

1
|
|
: |
|
0x0b52 movs ro 0x0b55 ) y ! @ protected code is
r/x|
|
|
|
|
|
|
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Protected Modules Architectures

PMA in Action

A @ memory space

@ protected module =
protected memory

0x0001 call 0xb53
0x0002 movs rg 0x0b55 ’3

: r/w/x @ split in code and data
7
0x0b52 movs ro 0x0b55 @ protected code is
0x0b54 movs rg 0x0001
L 0x0b55 J

éxabOG jmp Oxb53
0xab01l e

|
|
|
|
|
0x0b53 call 0x0002 ! unrestricted
|
|
|
|
|
|

Marco Patrignani , Dave Clarke , Frank Piessens Secure Compilation of OO Components to PMA 4/13



Protected Modules Architectures

PMA in Action

@ memory space

@ protected module =
protected memory

0x0001 call 0xb53
0x0002 movs rg 0x0b55 \

@ split in code and data

0x0b53  call 0x0002 .
0x0b54  movs ro 0x0001 r/w

L ?x0b55 i / J

éxabOG jmp Oxb53 /
0xab01l e

unrestricted

@ unprotected code is
restricted

1
|
|
: |
|
0x0b52 movs ro 0x0b55 ! @ protected code is
|
|
|
|
|
|
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Protected Modules Architectures

PMA in Action

@ memory space

@ protected module =
protected memory

0x0001 call 0xb53
0x0002 movs rg 0x0b55

@ split in code and data

r/w/
0x0b53 call 0x0002 unrestricted
0x0b54 movs ro 0x0001 )
L OxOb55 7 J ° unprgtected code is
restricted

éxabOG jmp Oxb53
0xab01l e

1
|
|
: |
|
0x0b52 movs ro 0x0b55 ! @ protected code is
|
|
|
|
|
|
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Protected Modules Architectures

PMA in Action

|

|

!

. 0x0001 call 0xb53

| 0x0002 movs ro 0x0b55 r/w/
: * v

1| 0x0b52 movs ro 0x0b55

1| 0x0b53 call 0x0002

| 06x0b54 movs ro 0x0001

; L 0x0b55 J
-

! .

| 0xab0o jmp 0xb53

| Oxab01 200

@ memory space

@ protected module =
protected memory

@ split in code and data

@ protected code is
unrestricted

@ unprotected code is
restricted
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Protected Modules Architectures

PMA in Action

@ memory space

@ protected module =
protected memory

0x0001 call 0xb53
0x0002 movs rg 0x0b55

@ split in code and data

0x0b53 call 0x0002
0x0b54 movs ro 0x0001
L 0x0b55 J

unrestricted

@ unprotected code is
restricted

@ entry points for

|
|
|
|
: |
|
0x0b52 movs ro 0x0b55 ! @ protected code is
|
|
:
|
! communication (H)

éxabOO jmp 0xb53
0xab01 e
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Protected Modules Architectures

PMA in Action

@ memory space

@ protected module =

0x0001
protected memory

0xb53

0x00 ro Ox0b55
: @ split in code and data
"4

0x0b53 call 0x0002 unrestricted
0x0b54 movs ro 0x0001

L ©x0b55 . J

@ unprotected code is
restricted

@ entry points for

|
|
|
|
:
|
0x0b52 movs ro 0x0b55 ! @ protected code is
|
|
:
|
! communication (H)

éxabOO jmp 0xb53
0xab01 e
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Protected Modules Architectures

PMA in Action

@ memory space

@ protected module =

0x0001 call 0xb53
protected memory

0x0002 movs rg 0x0b55
: @ split in code and data

0x0b53 call 0x0002
0x0b54 movs ro 0x0001
L 0x0b55 J

unrestricted

@ unprotected code is
restricted

@ entry points for

|
|
|
|
: |
|
0x0b52 movs ro 0x0b55 ! @ protected code is
|
|
:
|
! communication (H)

éxabOO jmp 0xb53
0xab01 e

@ we need only 1 module
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Languages of the Compiler

@ target language: assembly
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Secure (Fully Abstract) Compilation

Languages of the Compiler

@ target language: assembly

e source language: +/- Java
jr [JRO5]
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Secure (Fully Abstract) Compilation

Languages of the Compiler

1| package PI;
2| interface Account {
3 public createAccount() : Foo;
4]}

e target language: assembly Z extern extAccount : Account;
7
8

@ source language: -l—/— Java package PE;
jr [JRO5] class AccountClass
o component-based 9 implements PI.Account {
. . 10 AccountClass() { counter = 0; }
® private f|e|.ds 11 public createAccount() : Account {
@ programming to an 12 return new PE.AccountClass();
interface 13 }

e exceptions 14 .
15 private counter : Int;
16| 1}

17| object extAccount : AccountClass;
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Languages of the Compiler

package PI;
interface Account {
public createAccount() : Foo;

}

1
2
3
4
5| extern extAccount : Account;
6
7
8

package PE;
class AccountClass

Dynamic dispatch 9 implements PI.Account {

10 AccountClass() { counter = 0; }
v-tables 11 public createAccount() : Account {

12 return new PE.AccountClass();
Secure stack 13 }

14

15 private counter : Int;
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Languages of the Compiler

package PI;
interface Account {

ﬁ proxy to createAccount

1

2

3 public createAccount() : Foo;

4| }

5| extern extAccount : Account;

6

7| package PE;

8| class AccountClass
Dynamic dispatch 9 implements PI.Account {

10 AccountClass() { counter = 0; }
v-tables 11 public createAccount() : Account {

12 return new PE.AccountClass();
Secure stack 13 }

14

15 private counter : Int;
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Languages of the Compiler
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

01 Ext 1
02 Ext 2 @ Protect against
low-level attackers

Source level
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Secure Compilation, Informally

Ul.crl?ateAccount()

01 Ext 1

02 Ext 2 @ Protect against

low-level attackers

Source level
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

< | 01 Ext 1

3 02 Ext 2 @ Protect against

3 low-level attackers
5

v 03
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

—

< | 01 " 03 Ext 1

3 02 eturn Ext 2 @ Protect against

3 low-level attackers
5

v 03
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

< | O1 Ext 1

> -

< 1 02 el Ext 2 @ Protect against

S cO low-level attackers
3

v | 03
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Secure Compilation, Informally

o | O1 Ext 1

3 02 xel Ext 2 @ Protect against

g low-level attackers
3

v 03
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

< | 01 Ext 1

3 02 Ext 2 @ Protect against
3 low-level attackers
5

v 03

T o1t Ext 1+

~ | o2t Ext 2+

(0]

{e11]

©

}_
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

E 01 Ext 1
<2 1 02 Ext 2 @ Protect against
§ low-level attackers
3
v 03
Oli.crjeateAccount()
T o1t Ext 1+
4% 02t Ext 2+
(0]
o
ks
03+
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

E 01 Ext 1
21 02 Ext 2 @ Protect against
O low-level attackers
3
v 03
T o1t W . Ext 1+
return
— | o2 Ext 2t
(0]
o
ks
03+
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

E 01 Ext 1

21 02 Ext 2 @ Protect against
O low-level attackers
3

v | 03

T o1t Ext 1+

()

— | 02¢ el Ext 2+

4%30 A\ cou®

K

03+
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

E 01 Ext 1

21 02 Ext 2 @ Protect against

O low-level attackers
3 | o3
T o1t Ext 1+
= | 02t ater Ext 2+

5] \

a0 S
£ 0

03+
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

E 01 Ext 1
21 02 Ext 2 @ Protect against
O low-level attackers
|
S 03 @ Preservation of
contextual
U, equivalence
T o1t Ext 1+
— | o2 Ext 2t
(0]
o
ks
03+
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

E 01 Ext 1

21 02 Ext 2 @ Protect against

(]

O low-level attackers

jn}

3 03 @ Preservation of
contextual
equivalence

""""""" ‘U’“fﬂ:""”' o Reflection of

B . . contextual

% 01 Ext 1 equivalence (checks

— | 02¢ Ext 2+ needed)

80

K

03+
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Secure (Fully Abstract) Compilation

Secure Compilation, Informally

E 01 Ext 1

%j 02 Ext 2 @ Protect against

O low-level attackers

3

3 03 @ Preservation of
contextual
equivalence

""""""" ‘U"Cﬂ:""”' @ Reflection of

B L . contextual

E 01 Ext 1 equivalence (checks

— | 02t Ext 2+ needed)

(0]

(EUD o Formally:

~ | o3¢ G~ G = G~
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Dynamic nory Allocation

What Can Go Wrong With... Cross-package Inheritance

Things That Can Go Wrong

© What Can Go Wrong With...
@ Dynamic Memory Allocation
@ Exceptions
@ Cross-package Inheritance
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

01

?>J Ext 1
<102 Ext 2
S
S
(@]

(0p]

e o1t Ext 1+
~ | o2t Ext 2t
(0]

Y0

5

l_
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Dynamic Memory Allocation
Exceptions
What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

Ul.createl—\ccpunt()

E 01 Ext 1
= 102 Ext 2
S

5

(@]

(0p]

T o1¢ Ext 1¢
= | o2t Ext 2}
(0]

0o

(o]

|_
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

E 01 Ext 1
<102 Ext 2
S
5 04
(@]
vl 03
e o1t Ext 1+
~ | o2t Ext 2t
(0]
&0
S
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

_ )
% O1 return 03 Ext 1
» 02 Ext 2
S| o4
(@]
v 03
e o1t Ext 1+
~ | o2t Ext 2t
(0]
Y0
5
l_
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

E 01 Ext 1
<1 02 Ext 2
8

= 04

o

L 03

Oli.createAcc)ount()

e o1t Ext 1+
~ | o2t Ext 2t
(0]

oY1)

©

l_
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

?>) 01 Ext 1
<102 Ext 2
S
= 04
o
v | 03
T o1t Ext 1+
~ | 02t Ext 2¢
(0]
e | 04t
1
03+
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

?>) 01 Ext 1
<102 Ext 2
S
5 | O4
o
v | 03
T o1t ow T Ext 1+
return
~ | 02t Ext 2¢
(0]
00|04t
1
03+
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Dynamic Memory Allocation
Exceptions
What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

E 01 Ext 1
<102 Ext 2

S

= 04

(@]

vl 03

= | 0x001 ] Ext 1+
3 return 0x00C

~ | 0x005 Ext 2+
‘;‘{o 0x009
= | 0x00C
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Dynamic Memory Allocation
Exceptions
Cross-package Inheritance

What Can Go Wrong With...

Dynamic Memory Allocation

01 Ext 1

02 Ext 2
04

03

Source level

Target level
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Dynamic Memory Allocation
Exceptions
Cross-package Inheritance

What Can Go Wrong With...

Dynamic Memory Allocation

Source level

Target level
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Dynamic Memory Allocation
Exceptions
Cross-package Inheritance

What Can Go Wrong With...

Dynamic Memory Allocation

@ Object id guessing

Source level

Target level
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What Can Go Wrong With...

Dynamic Memory Allocation
Exceptions
Cross-package Inheritance

Dynamic Memory Allocation

Source level

Target level

01

02
04
03

0x001
0x005

Marco Patrignani , Dave Clarke , Frank Piessens

Ext 1
Ext 2 @ Object id guessing
e map Oid to natural
numbers
Ext 1+
Ext 2+
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What Can Go Wrong With...

Dynamic Memory Allocation
Exceptions
Cross-package Inheritance

Dynamic Memory Allocation

Source level

Target level

01

Ext 1
02 Ext 2 @ Object id guessing
04 e map Oid to natural
03 numbers
___________ [
0x001 — 1 Ext 1+
0x005 — 2 Ext 2+
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

K 01 Ext 1
j'j 02 Ext 2 @ Object id guessing
= 04 e map Oid to natural
A 03 numbers
l.citeAccqunt()
E 0x001 — 1 Ext 1+
= | 0x005 — 2 Ext 2+
[0)
5o
K
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

01 Ext 1

02 Ext 2
04

03

@ Object id guessing

e map Oid to natural
numbers

Source level

0x001 — 1

0x005 — 2
0x009
0x00C

Ext 1+
Ext 2+

Target level
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

E 01 Ext 1

j'j 02 Ext 2 @ Object id guessing

= 04 e map Oid to natural

A 03 numbers

@ add Oid to map

______________ [

e 0x001 — 1 Ext 1+

= | 0x005 > 2 Ext 2}

2 | 0x009

~ | 0x00C — 3
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Dynamic Memory Allocation
Exceptions

What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

< | O1 Ext 1

% 02 Ext 2 @ Object id guessing

= 04 e map Oid to natural

A 03 numbers

@ add Oid to map

______________ [

T | 0x001 1 pva— W Ext 1+

= | 0x005 > 2 Ext 2}

2 | 0x009

~ | 0x00C — 3
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Dynamic Memory Allocation
Exceptions
What Can Go Wrong With... Cross-package Inheritance

Dynamic Memory Allocation

K 01 Ext 1

j'j 02 Ext 2 @ Object id guessing

= 04 e map Oid to natural

A 03 numbers

@ add Oid to map
______________ l}__________ @ lookup (O(1)) when
number is received

E 0x001 — 1 Ext 1+

= | 0x005 — 2 Ext 2+

2 | 0x009

~ | 0x00C — 3
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Dynamic Memory Allocation
Exceptions
What Can Go Wrong With... Cross-package Inheritance
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E O1 : Account Ext 1
j'j 02 : Pair Ext 2 e Object id guessing
§ 04 e map Oid to natural
A 03 numbers
e add Oid to map
______________ l}__________ @ lookup (O(1)) when
number is received
< | 0x001 — 1 Ext 1+ @ dynamic typecheck
ks 0x005 — 2 Ext 2 for: current object
2 | 0x009
~ | 0x00C — 3
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Source level

Target level

O1 : Account
02 : Pair

04

03

0x001 — 1 z_createACCOU“t )

0x005 +— 2
0x009
0x00C — 3
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Dynamic Memory Allocation
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Cross-package Inheritance

Ext 1
Ext 2 e Object id guessing

e map Oid to natural
numbers

@ add Oid to map

@ lookup (O(1)) when
number is received

Ext 1+ @ dynamic typecheck
Ext 2 for: current object
arguments
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E O1 : Account Ext 1
j'j 02 : Pair Ext 2 e Object id guessing
§ 04 e map Oid to natural
A 03 numbers
e add Oid to map
______________ @ lookup (O(1)) when
number is received
T 0x001 — 1 2. creat o dynamic typecheck
;: 0x005 —s 2 for: current object
(iu)o 0x009 arguments
= 0x00C s 3 @ no need of extra

information
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Cross-package Inheritance

1| package PSUP;
<  O1 : JointAccount 2| class Account {
> 3 public getBalance():Int {
» Ol.counter 4
o . 5 }
3 O1.limit 6 private counter : Int;
wnm 7 }
8
9| package PSUB;
10| class JuniorAccount extends
11 PSUP.Account {
12 public getBalance() : Int {
13 return super.getBalance();
14 }
15 private limit : Int;
16| }

@ PSUP protected PSUB no
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e PMA allows the creation of secure (fully abstract) compilers
o identified naive mistakes

@ proposed sound solution
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