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PMA in action

0x0001 call 0xb53
0x0002 movs r0 0x0b55
...
0x0b52 movs r0 0x0b55
0x0b53 call 0x0002
0x0b54 movs r0 0x0001
0x0b55 · · ·
...
0xab00 jmp 0xb53

0xab01 · · ·

memory space

protected module =
protected memory

split in code and data

protected code is
unrestricted

unprotected code is
restricted

entry points for
communication (�)
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Trace Semantics for PMA

0x0001 call 0xb52
0x0002 · · ·
...
0x0b52 movi r0 1
0x0b53 movi r1 0x0b56
0x0b54 jl r1
0x0b55 call 0xab01
0x0b56 ret

...
0xab01 · · ·

�

behaviour in this case is:
call in, ret 1

or call in, call out

traces rely only on the
PMA code
they describe what can be
observed from the outside
of protected PMA code
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Trace Semantics for PMA, Semi-formally

define states S for programs

define a semantics for PMA only: →i : S × S
define labels (observables) α : call p r | ret r0

define a semantics with labels α
==⇒⇒: S × α× S

TR(C) = {α | ∃S ′.S(C)
α1==⇒⇒ · · · αn==⇒⇒ S ′}

TR =


→i ;

α =

{
call p r

ret r0

}
;

α
==⇒⇒


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Background
Secure Compilation of Java Jr

Open Challenges

Source Language
Secure Compilation, Informally
Proof Strategy
Fully Abstract Trace Semantics for PMA

Challenge: Precise Reasoning

formalism to reason about PMA code simply: 4

precise formalism? 7
1 PMA code can write in unprotected memory
2 flags convey information across function calls
3 registers besides r0 in ret as well
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Fully Abstract Trace Semantics for PMA

Fully Abstract Trace Semantics

To ensure maximal precision, prove the trace
semantics to be fully abstract

i.e. there are no other things that we missed
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Multilanguage Model (by Adriaan)

reasoning at assembly level is complex

a λ-calculus model simplifies proofs for other language
features

Q: How to proceed?

devise a multilanguage model
show that it models precisely PMA
adopt it in other proofs!
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Multi-principal Languages

current model has a single secure entity

current prototypes allow a flat security order

Q: How can we improve on this?

model a security lattice with the current prototypes
secure compilation of languages with multiple security
principals
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Multithreaded Languages

current PMA prototypes are single-threaded

secure compilation for PMA does not consider concurrency
nor distribution

Q: What’s next on this line?

existing works cover concurrency and distribution for secure
compilers
investigate the implementation: which interrupts to handle?
the single-machine, multithreaded setting is poorly explored
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What is the limit?

Q: Are there language features that cannot be securely compiled
through PMA?

how to formalise this statement?
i think the answer is NO
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Questions

Qs ?

Thank you!

Marco Patrignani Secure Compilation to Isolated Assembly 30/30


	Background
	PMA and Isolation
	Secure Compilation: Motivations

	Secure Compilation of Java Jr
	Source Language
	Secure Compilation, Informally
	Proof Strategy
	Fully Abstract Trace Semantics for PMA

	Open Challenges
	Multilanguage Model
	Multi-principal Languages
	Multithreaded Languages
	Sky is the Limit


