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We devise a compiler between STLC and ULC.

[[t]]‘;- = protect, erase(t)
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protectynit & \x. x protectgoot &\, x
protect,, x £y (protect,, y.1, protect,, y.2)
P inl x — inl (protect,, x)

d :
protect,, wr, = \y.case y of | )
inr x + inr (protect,, x)

protect,, ., &ef Ay. Ax.protect,, (y (confine;, x))

. def .
confineynit = Ay. (y; unit)
: def | .
confinegeor = Ay.if y then true else false
. def . .
confine,, -, = \y. (confine,, y.1, confine,, y.2)
_ def ~|inl x + inl (confine,, x)
confiner s, = Ay.case y of | ) .
inr x — inr (confine,, x)

confiner, _r, Ly Ax confine,, (y (protect,, x))
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We need a type for back-translated terms:

UValp £ Unit

Unit WUnit WBoolW (UVal, x UVal,)w
(UVal, W UVal,) & (UVal, — UVal,)

>

UVal,1 =
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We need a type for back-translated terms:

UValp £ Unit

UVal..., & Unit@Unit s Bool (UVal, x UVal,)w
lny1= (UVal, ¥ UVal,) & (UVal, — UVal,)

inynkn @ UValptg

ingnitn 1 Unit — UValpqg

ingeot:n : Bool — UValy4
iny.n : (UVal, x UVal,) — UVal, 41
ingp @ (UVal, W UVal,) — UVal,yq
in_.n : (UVal, — UVal,) — UValyy1
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We need a type for back-translated terms:

UValp £ Unit

UVal... & Unit WUnit WBool W (UVal, x UVal,)y
Iny1 = (UVal, ¥ UVal,) & (UVal, — UVal,)

inynkn @ UValptg

ingnitn 1 Unit — UValpqg

ingeot:n : Bool — UValy4
iny.n : (UVal, x UVal,) — UVal, 41
ingp @ (UVal, W UVal,) — UVal,yq
in_.n : (UVal, — UVal,) — UValyy1

casern: UValyyp — 7
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We need to back-translate terms:

emulaten(t) : UVal,

(1>

emulate, (unit) = downgraden.; (1nynit:n UNit)

(1>

emulate, (true) = downgrade,.; (1ingoor:n true)

[I>

downgraden.1 (ingeor:n false)

HD

emulaten (x

(1>

):
)
)
emulate, (false)
)
)

emulaten()\x t) = downgraden.; (in—.n (Ax : UVal,. emulaten(t)))
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We need to relate back-translated terms:

VIEmulbVo,, ] = {(W, v,v) | v =unit and p = imprecise}
VIEmulDV, 1,]4 =

v € oftype(UVal, ;1) and one of the following holds:
vV = inyk, and p = imprecise
v = inge, voand (W, v/, v) € V[Unit]
v’ v = ingeern v and (W, V', v) € V[Bool]
(W, v, V) I .v=inyn Vv and

(W, v, v) € V[EnulbV,., x EmulDV,]%
I .v=inyn v and

(W, Vv, v) € V[EnulbV,., & EmulDV, 5[4
I.v=in_nVv and

(W, Vv, v) € V[EnulbV,., — EmulDV,]4
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We prove these results:
This statement expands to this

(&)rin

(@) rnlt] ' emulate,(€)[ inject n t ]
m | O, i

<[[e]]

¢[ protect, erase(t) |

[t]
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What now?
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What now?
We devise a compiler between SYSF and LSEAL
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WIP:
@ some correctness direction proofs
o definition of UVal
@ EMulDV and its logical relation
@ emulate for seal-related operators
°

all security direction proofs
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