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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Source Language J+E
Secure Compilation, Informally
Proof Strategy

Additional Features

cross-package inheritance
inner classes
ML-like modules & functors (joint work with A. Larmuseau
from UU)
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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Outline

1 Background (What are Secure Compilation and PMA?)
Secure Compilation
PMA and Isolation
Fully Abstract Trace Semantics for PMA

2 Secure Compilation of J+E
Source Language J+E
Secure Compilation, Informally
Proof Strategy

3 Open Challenges
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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Multi-principal Languages

current model has a single secure entity

Q: How can we improve on this?

secure compilation of languages with multiple security
principals
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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Better Proof Technique

current proof technique is unpleasant

Q: How can we improve on this?

develop a more scalable proof technique (most likely based on
logical relations)
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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Garbage Collection

current secure compilation scheme does not account for
garbage collection

Q: How can we improve on this?

find a suitable technique (distributed GC-based)
prove that it does not introduce security leaks
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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Questions

Qs ?

Thank you!

Marco Patrignani , Dave Clarke , Frank Piessens Secure Compilation to PMA 29/33



Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Trace Semantics for PMA, Semi-formally

define states S for programs

define a semantics for PMA only: →i : S × S
define labels (observables) α : call p r | ret r0

define a semantics with labels α==⇒⇒: S × α× S
TR(C) = {α | ∃S ′.S(C) α1==⇒⇒ · · · αn==⇒⇒ S ′}

TR =


→i ;

α =
{
call p r

ret r0

}
;

α==⇒⇒


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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Challenge: Precise Reasoning

formalism to reason about PMA code simply: 4

precise formalism? 7
1 PMA code can write in unprotected memory
2 flags convey information across function calls
3 registers besides r0 in ret as well
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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

Fully Abstract Trace Semantics

To ensure maximal precision, prove the trace
semantics to be fully abstract

i.e. there are no other things that we missed
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Background (What are Secure Compilation and PMA?)
Secure Compilation of J+E

Open Challenges

The Spectrum of Full Abstraction (by Curien)

TR =


→i ;

α =
{
call p r
ret r0

}
;

α==⇒⇒


7
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movs r v
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. . . . . .
TRX(C1) = TRX(C2) ⇐⇒ C1 ' C2
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