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Fully Abstract Compilation

Fully abstract compilers preserve (and reflect)
source-level behaviour in compiled components

@ preserve security properties

@ protect against code injection attacks

@ enable source-level reasoning
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Contextual equivalence

@ ~ denotes behavioural equivalence (program equi-termination
or equi-divergence)

o (1~ G AVC, ClG] < C[G] i

@ C models an attacker

@ ~ implies security properties e.g., confidentiality, integrity, etc
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@ Failures of Full Abstraction for Compiler Security
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@ problems always arising when two components are considered
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@ deep encapsulation at the lowest level of abstraction
@ the basis of several security-related works
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Questions

\
Thank yor-
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