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Shortcomings for FAC

- inefficient code (memory consumption and
runtime checks)

- poor support for multithreaded programs
« complex proofs



What do we Want?

* security-aware criteria
- efficient compiled code
« more manageable proofs
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Robust Compilation Lattice (RCL)

- based on hyperproperties (HP)

- capture all security properties
- are organised in subclasses for expressiveness

- higher notions are stronger
« and trickier to achieve
« each notion comes in two flavours

+ one with clear HP correspondence
- one for simpler proofs



« C,C: componentsof Sand T

« C.,C-: contexts

- C[C],C[C]: whole programs

- [13: C— C: compiler from Sto T

- 3, B: traces (possibly infinite), 1/0 with an
environment

* Behav (P): set of traces of P

. 7, prefix (finite)

« <: prefixing

« ~:sth x sth : cross-language relation
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RPP: Robust Property Preservation

Definition (RPP)

[]5 € RPP £ vC,P,P.
if (VC.Behav (C[C]) cP)
and PwyP
then (vC.Behav (C[[C]}])<?)
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Robust Safety Property Preservation

Definition (RSPP)

[]5 € RSPP £ VC,P e SP,P ¢ SP.
if (VC.Behav (C[C]) cP)
and PwyP
then (vC.Behav (C[[C]}])<P)
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Robust Safety Compilation

Definition (SRC)

[[]]ST e RCEVC,C,n.3C, g
if = <Behav (C[[C]}])
then 7 <Behav (C[C])
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Why RSC?

- integrity
« weak secrecy
- taint tracking (approx non-interference)

21



Safety how?

« Monitors M, M enforce safety

22



Safety how?

« Monitors M, M enforce safety
« Equivalent to classic assume/assert

22



Safety how?

« Monitors M, M enforce safety
« Equivalent to classic assume/assert
- Capture untrusted code scenario

22



Safety how?

Monitors M, M enforce safety

Equivalent to classic assume/assert

Capture untrusted code scenario

Check heap conditions

22
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Safety how?

(Abstract-monitor)

M=(87M780al780) 807H|l'\?8f
M,:(Sf\?uSOalan)
M, H > monitor — M', H > skip

(Abstract-monitor-fail)

M =(s,~ 80,080 s H|

M, H > monitor — fail

22



Robust Safety

— C, M : safe = if ~ C : whole
then Cy, M + fail

— A : attacker = no monitor inside A

-C, M :rs< if - A: attacker
then - A[C], M : safe

23



Robust Safety

- []5: SRCE if MM
and ~C,M:rs
then + [C]5, M :1s

23
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- Sand T are while languages

e hnth aro 1intunad

(E-s-alloc)

. H>e > v (¢dom(H)

C,H>letx=neweins
5 CHi 0 v > s[0/X]
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- Sand T are while languages

* both are untyped

« both have M, M and monitor instructions
+ S has an abstract heap

« T has a concrete heap, abstract
capabilities (capabilities / sealing / PMA)

24



(E-t-new)
H=H;;n~(v,n) Hp>e>v
H=Hn+l-v:1l

C, Hp>letx=neweins

> C,H’ >s[n+1/x]
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(E-t-new)
H=H;;n~(v,n) Hp>e>v
H=Hn+l-v:1l

C, Hp>letx=neweins
> C,H’ >s[n+1/x]

(E-t-hide)
Hpre > n k¢dom(H)
H-= Hl,l'll—>V 1; H2
H' = Hl,nl—>V kHz,k

C,H >let x=hideeins
- C,H' > s[k/x]

24



- Sand T are while languages

both are untyped

both have M, M and monitor instructions
S has an abstract heap

T has a concrete heap, abstract
capabilities (capabilities / sealing / PMA)

le with e X := e with e ”



- identity except for

S
let x = new e S .
= let Xjoc = new [e]y in

in's

let x = <Xloc:Xcap> in [[S]]ST

25



Proof Sketch

- ifM, 2 >A[C] = M’,H > A [monitor] then
M’ H > A [monitor] — M’,H > A [skip]

- M,g>A [[[C]]%] = M, Hb>A [monitor]
and we need to prove that

« M/, H > A [monitor] — M’, H > A [skip]

26



Proof Sketch

- ifM, 2 >A[C] = M’,H > A [monitor] then
M’ H > A [monitor] — M’,H > A [skip]

- M,g>A [[[C]]%] = M, Hb>A [monitor]
and we need to prove that

« M/, H > A [monitor] — M’, H > A [skip]

[((.)) takes @ and returns A}

26



Proof Sketch

Plus:
- no need of injective relation

* no need of FA traces

26



Proof Sketch

. Plus:

- no need of injective relation
» no need of FA traces

Minus:

e - complex because of fine

granularity

- still requires backtranslation

26



+ Extend S with a RS type system
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+ Extend S with a RS type system

- We can statically know which locations the
monitor observes (type 7 # UN) high
locations

. [[-]]% protects only high locations (efficient!)
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Cross-language Bisimulation

S 7+ UNhigh; low
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Cross-language Bisimulation = ()

Plus:

no need of injective relation

no need of any traces
no need of backtranslation

l

fairly simple
scales to multithreaded
languages!

28




motivated the
inspected elements of RCL

« zoomed in an instance of

discussed proof techniques for RSC

29



Conclusion
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